(Pub. L. 113-291, div. A, title XV, 81637, Dec. 19, 2014, 128 Stat. 3644.)

REFERENCESIN TEXT

The International Emergency Economic Powers Act, referred to in subsecs. (b)(1) and (d)(8), istitle 11 of
Pub. L. 95-223, Dec. 28, 1977, 91 Stat. 1626, which is classified generally to this chapter. For complete
classification of this Act to the Code, see Short Title note set out under section 1701 of thistitle and Tables.

Section 16 of the Export Administration Act of 1979 (50 U.S.C. 4618), referred to subsec. (d)(8), was
repealed by Pub. L. 115-232, div. A, title XV1I, 81766(a), Aug. 13, 2018, 132 Stat. 2232.

CODIFICATION

This section was enacted as part of the Carl Levin and Howard P. "Buck" McKeon National Defense
Authorization Act for Fiscal Year 2015, and not as part of the International Emergency Economic Powers Act
which comprises this chapter.

1 See References in Text note below.
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SUBCHAPTER I —ELECTRONIC SURVEILLANCE

§1801. Definitions
As used in this subchapter:

(a) "Foreign power" means—

(1) aforeign government or any component thereof, whether or not recognized by the United
States,

(2) afaction of aforeign nation or nations, not substantially composed of United States
persons;

(3) an entity that is openly acknowledged by aforeign government or governments to be
directed and controlled by such foreign government or governments,

(4) agroup engaged in international terrorism or activities in preparation therefor;

(5) aforeign-based political organization, not substantially composed of United States
persons;

(6) an entity that is directed and controlled by aforeign government or governments, or

(7) an entity not substantially composed of United States persons that is engaged in the



international proliferation of weapons of mass destruction.

(b) "Agent of aforeign power" means—
(1) any person other than a United States person, who—

(A) actsin the United States as an officer or employee of aforeign power, or as a member
of aforeign power as defined in subsection (a)(4), irrespective of whether the person isinside
the United States;

(B) actsfor or on behalf of aforeign power which engages in clandestine intelligence
activitiesin the United States contrary to the interests of the United States, when the
circumstances indicate that such person may engage in such activities, or when such person
knowingly aids or abets any person in the conduct of such activities or knowingly conspires
with any person to engage in such activities,

(C) engagesin international terrorism or activitiesin preparation therefore;

(D) engagesin the international proliferation of weapons of mass destruction, or activities
in preparation therefor; or

(E) engages in the international proliferation of weapons of mass destruction, or activities
in preparation therefor, for or on behalf of aforeign power, or knowingly aids or abets any
person in the conduct of such proliferation or activitiesin preparation therefor, or knowingly
conspires with any person to engage in such proliferation or activitiesin preparation therefor;
or

(2) any person who—

(A) knowingly engages in clandestine intelligence gathering activities for or on behalf of a
foreign power, which activities involve or may involve aviolation of the criminal statutes of
the United States;

(B) pursuant to the direction of an intelligence service or network of aforeign power,
knowingly engages in any other clandestine intelligence activities for or on behalf of such
foreign power, which activities involve or are about to involve aviolation of the criminal
statutes of the United States;

(C) knowingly engages in sabotage or international terrorism, or activitiesthat arein
preparation therefor, for or on behalf of aforeign power;

(D) knowingly enters the United States under a false or fraudulent identity for or on behalf
of aforeign power or, while in the United States, knowingly assumes afalse or fraudulent
identity for or on behalf of aforeign power; or

(E) knowingly aids or abets any person in the conduct of activities described in
subparagraph (A), (B), or (C) or knowingly conspires with any person to engage in activities
described in subparagraph (A), (B), or (C).

(c) "International terrorism” means activities that—

(2) involve violent acts or acts dangerous to human life that are a violation of the criminal
laws of the United States or of any State, or that would be a criminal violation if committed
within the jurisdiction of the United States or any State;

(2) appear to be intended—

(A) to intimidate or coerce a civilian population;
(B) to influence the policy of agovernment by intimidation or coercion; or
(C) to affect the conduct of a government by assassination or kidnapping; and

(3) occur totally outside the United States, or transcend national boundaries in terms of the
means by which they are accomplished, the persons they appear intended to coerce or
intimidate, or the locale in which their perpetrators operate or seek asylum.

(d) "Sabotage" means activities that involve a violation of chapter 105 of title 18, or that would
involve such aviolation if committed against the United States.



(e) "Foreign intelligence information” means—
(1) information that relates to, and if concerning a United States person is necessary to, the
ability of the United States to protect against—
(A) actual or potential attack or other grave hostile acts of aforeign power or an agent of a
foreign power;
(B) sabotage, international terrorism, or the international proliferation of weapons of mass
destruction by aforeign power or an agent of aforeign power; or
(C) clandestine intelligence activities by an intelligence service or network of aforeign
power or by an agent of aforeign power; or

(2) information with respect to aforeign power or foreign territory that relates to, and if
concerning a United States person is necessary to—
(A) the national defense or the security of the United States; or
(B) the conduct of the foreign affairs of the United States.

(f) "Electronic surveillance' means—

(2) the acquisition by an electronic, mechanical, or other surveillance device of the contents
of any wire or radio communication sent by or intended to be received by a particular, known
United States person who isin the United States, if the contents are acquired by intentionally
targeting that United States person, under circumstances in which a person has a reasonable
expectation of privacy and awarrant would be required for law enforcement purposes;

(2) the acquisition by an electronic, mechanical, or other surveillance device of the contents
of any wire communication to or from a person in the United States, without the consent of any
party thereto, if such acquisition occursin the United States, but does not include the acquisition
of those communications of computer trespassers that would be permissible under section
2511(2)(i) of title 18;

(3) the intentional acquisition by an electronic, mechanical, or other surveillance device of
the contents of any radio communication, under circumstances in which a person has a
reasonabl e expectation of privacy and awarrant would be required for law enforcement
purposes, and if both the sender and all intended recipients are located within the United States;
or

(4) the installation or use of an electronic, mechanical, or other surveillance devicein the
United States for monitoring to acquire information, other than from awire or radio
communication, under circumstances in which a person has a reasonabl e expectation of privacy
and awarrant would be required for law enforcement purposes.

(g) "Attorney General" means the Attorney Genera of the United States (or Acting Attorney
General), the Deputy Attorney General, or, upon the designation of the Attorney General, the
Assistant Attorney General designated as the Assistant Attorney General for National Security
under section 507A of title 28.

(h) "Minimization procedures’, with respect to electronic surveillance, means—

(1) specific procedures, which shall be adopted by the Attorney General, that are reasonably
designed in light of the purpose and technique of the particular surveillance, to minimize the
acquisition and retention, and prohibit the dissemination, of nonpublicly available information
concerning unconsenting United States persons consistent with the need of the United States to
obtain, produce, and disseminate foreign intelligence information;

(2) procedures that require that nonpublicly available information, which is not foreign
intelligence information, as defined in subsection (€)(1), shall not be disseminated in a manner
that identifies any United States person, without such person's consent, unless such person's
identity is necessary to understand foreign intelligence information or assess its importance;

(3) notwithstanding paragraphs (1) and (2), procedures that alow for the retention and
dissemination of information that is evidence of a crime which has been, is being, or is about to
be committed and that isto be retained or disseminated for law enforcement purposes; and



(4) notwithstanding paragraphs (1), (2), and (3), with respect to any electronic surveillance
approved pursuant to section 1802(a) of thistitle, procedures that require that no contents of any
communication to which a United States person is a party shall be disclosed, disseminated, or
used for any purpose or retained for longer than 72 hours unless a court order under section
1805 of thistitleis obtained or unless the Attorney General determines that the information
indicates athreat of death or serious bodily harm to any person.

(1) "United States person” means a citizen of the United States, an alien lawfully admitted for
permanent residence (as defined in section 1101(a)(20) of title 8), an unincorporated association a
substantial number of members of which are citizens of the United States or aliens lawfully
admitted for permanent residence, or a corporation which isincorporated in the United States, but
does not include a corporation or an association which is aforeign power, as defined in subsection
@(1), (2, or (3.

() "United States', when used in a geographic sense, means all areas under the territorial
sovereignty of the United States and the Trust Territory of the Pacific Islands.

(K) "Aggrieved person” means a person who is the target of an electronic surveillance or any
other person whose communications or activities were subject to electronic surveillance.

() "Wire communication” means any communication while it is being carried by awire, cable,
or other like connection furnished or operated by any person engaged as a common carrier in
providing or operating such facilities for the transmission of interstate or foreign communications.

(m) "Person” means any individual, including any officer or employee of the Federal
Government, or any group, entity, association, corporation, or foreign power.

(n) "Contents", when used with respect to a communication, includes any information
concerning the identity of the parties to such communication or the existence, substance, purport,
or meaning of that communication.

(o) "State” means any State of the United States, the District of Columbia, the Commonwealth
of Puerto Rico, the Trust Territory of the Pacific Islands, and any territory or possession of the
United States.

(p) "Weapon of mass destruction” means—

(1) any explosive, incendiary, or poison gas device that is designed, intended, or has the
capability to cause a mass casualty incident;

(2) any weapon that is designed, intended, or has the capability to cause death or serious
bodily injury to a significant number of persons through the release, dissemination, or impact of
toxic or poisonous chemicals or their precursors,

(3) any weapon involving a biological agent, toxin, or vector (as such terms are defined in
section 178 of title 18) that is designed, intended, or has the capability to cause death, illness, or
serious bodily injury to a significant number of persons; or

(4) any weapon that is designed, intended, or has the capability to release radiation or
radioactivity causing death, illness, or serious bodily injury to a significant number of persons.

(Pub. L. 95-511, title |, §101, Oct. 25, 1978, 92 Stat. 1783; Pub. L. 106-120, title VI, 8601, Dec. 3,
1999, 113 Stat. 1619; Pub. L. 107-56, title X, §1003, Oct. 26, 2001, 115 Stat. 392; Pub. L. 107108,
title 111, §314(a)(1), (c)(2), Dec. 28, 2001, 115 Stat. 1402, 1403; Pub. L. 108458, title VI, §6001(a),
Dec. 17, 2004, 118 Stat. 3742; Pub. L. 109-177, title V/, §506(a)(5), Mar. 9, 2006, 120 Stat. 248;
Pub. L. 110-261, title 1, §110(a), July 10, 2008, 122 Stat. 2465; Pub. L. 111259, title V111, §801(1),
Oct. 7, 2010, 124 Stat. 2746; Pub. L. 114-23, title V1, §§702, 703, June 2, 2015, 129 Stat. 300.)

AMENDMENT OF SECTION

For termination of amendment by Pub. L. 108-458, see Termination Date of 2004 Amendment
note below.

AMENDMENTS

2015—Subsec. (b)(1)(A). Pub. L. 114-23, §702(1), inserted ", irrespective of whether the person isinside
the United States" before semicolon at end.
Subsec. (b)(1)(B). Pub. L. 114-23, §702(2), struck out "of such person's presence in the United States" after



"circumstances' and substituted "may engage in such activities' for "may engage in such activitiesin the
United States'.

Subsec. (b)(1)(E). Pub. L. 11423, §703, added subpar. (E) and struck out former subpar. (E) which read as
follows: "engagesin the international proliferation of weapons of mass destruction, or activities in preparation
therefor for or on behalf of aforeign power; or".

2010—Subsecs. (a)(7) to (p). Pub. L. 111-259 realigned margins.

2008—Subsec. (8)(7). Pub. L. 110-261, 8110(a)(1), added par. (7).

Subsec. (b)(1)(D), (E). Pub. L. 110261, §110(a)(2), added subpars. (D) and (E).

Subsec. (e)(1)(B). Pub. L. 110-261, 8110(a)(3), substituted "sabotage, international terrorism, or the
international proliferation of weapons of mass destruction” for "sabotage or international terrorism".

Subsec. (p). Pub. L. 110261, §110(a)(4), added subsec. (p).

2006—Subsec. (g). Pub. L. 109-177 substituted ", the Deputy Attorney General, or, upon the designation of
the Attorney General, the Assistant Attorney General designated as the Assistant Attorney General for
National Security under section 507A of title 28" for "or the Deputy Attorney General".

2004—Subsec. (b)(1)(C). Pub. L. 108458, 86001, temporarily added subpar. (C). See Termination Date of
2004 Amendment note below.

2001—Subsec. (f)(2). Pub. L. 107-56, §1003, as amended by Pub. L. 107-108, §314(c)(2), inserted ", but
does not include the acquisition of those communications of computer trespassers that would be permissible
under section 2511(2)(i) of title 18" before semicolon at end.

Subsec. (h)(4). Pub. L. 107-108, §314(a)(1), substituted "72 hours" for "twenty-four hours".

1999—Subsec. (b)(2)(D), (E). Pub. L. 106-120 added subpar. (D) and redesignated former subpar. (D) as
(E).

EFFECTIVE DATE OF 2008 AMENDMENT

Pub. L. 110-261, title 1V, 8402, July 10, 2008, 122 Stat. 2473, provided that: "Except as provided in section
404 [set out as a note under this section], the amendments made by this Act [see Short Title of 2008
Amendment note below] shall take effect on the date of the enactment of this Act [July 10, 2008]."

TERMINATION DATE OF 2004 AMENDMENT

Pub. L. 108458, title VI, 86001(b), Dec. 17, 2004, 118 Stat. 3742, as amended by Pub. L. 109-177, titlel,
8103, Mar. 9, 2006, 120 Stat. 195; Pub. L. 111-118, div. B, 81004(b), Dec. 19, 2009, 123 Stat. 3470; Pub. L.
111141, 8§1(b), Feb. 27, 2010, 124 Stat. 37; Pub. L. 112-3, §2(b), Feb. 25, 2011, 125 Stat. 5; Pub. L. 112-14,
82(b), May 26, 2011, 125 Stat. 216; Pub. L. 114-23, title V1I, §705(b), June 2, 2015, 129 Stat. 300; Pub. L.
116-69, div. B, title VII, 81703(b), Nov. 21, 2019, 133 Stat. 1143, provided that:

"(1) IN GENERAL.—Except as provided in paragraph (2), the amendment made by subsection (@)
[amending this section] shall cease to have effect on March 15, 2020.

"(2) EXCEPTION.—With respect to any particular foreign intelligence investigation that began before the
date on which the provisions referred to in paragraph (1) cease to have effect, or with respect to any particular
offense or potential offense that began or occurred before the date on which the provisions cease to have
effect, such provisions shall continue in effect.”

[Pub. L. 114-23, §705(b), which delayed the June 1, 2015, termination of the amendment made by section
6001(a) of Pub. L. 108-458 by substituting "December 15, 2019" for "June 1, 2015" in section 6001(b)(1) of
Pub. L. 108-458, set out above, was given effect in this section to reflect the probable intent of Congress,
notwithstanding that Pub. L. 11423 was enacted on June 2, 2015.]

EFFECTIVE DATE OF 2000 AMENDMENT

Pub. L. 107-108, title 111, 8314(c), Dec. 28, 2001, 115 Stat. 1402, provided in part that the amendment
made by section 314(c)(2) of Pub. L. 107-108 is effective as of Oct. 26, 2001, and asif included in Pub. L.
107-56 as originally enacted.

EFFECTIVE DATE; EXCEPTION

Pub. L. 95-511, title VI, §701, formerly title I11, 8301, Oct. 25, 1978, 92 Stat. 1798, as renumbered title
IV, 8401, and amended by Pub. L. 103-359, title VII1, 8807(a)(1), (2), Oct. 14, 1994, 108 Stat. 3443;
renumbered title VI, 8601, and amended Pub. L. 105-272, title VI, 88601(1), 603(a), Oct. 20, 1998, 112 Stat.
2404, 2412; renumbered title VII, 8701, Pub. L. 108-458, title VI, 86002(a)(1), Dec. 17, 2004, 118 Stat. 3743,
which provided that the provisions of this Act [enacting this chapter, amending sections 2511, 2518, and 2519
of Title 18, Crimes and Criminal Procedure, and enacting provisions set out as a note below] (cother than titles
I, 1V, and V [enacting subchapters I, |11, and IV, respectively, of this chapter]) and the amendments made
hereby shall become effective upon the date of enactment of this Act [Oct. 25, 1978], except that any



electronic surveillance approved by the Attorney General to gather foreign intelligence information shall not
be deemed unlawful for failure to follow the procedures of this Act, if that surveillance is terminated or an
order approving that surveillanceis obtained under title | of this Act [enacting this subchapter] within ninety
days following the designation of the first judge pursuant to section 103 of this Act [section 1803 of thistitle],
was repealed by Pub. L. 110-261, title I, 8101(a)(1), July 10, 2008, 122 Stat. 2437.

SHORT TITLE OF 2018 AMENDMENT

Pub. L. 115118, §1(a), Jan. 19, 2018, 132 Stat. 3, provided that: "This Act [amending sections 1803, 1805,
1807, 1822, 1842, 1843, 1846, 1861, 1873, 1874, 1881 to 18819, 1885, 1885a, 3234, and 3341 of thistitle,
section 1924 of Title 18, Crimes and Criminal Procedure, and sections 2000ee and 2000ee-1 of Title 42, The
Public Health and Welfare, enacting provisions set out as notes under this section and sections 1881 and
1881a of thistitle and section 2303 of Title 5, Government Organization and Employees, and amending
provisions set out as notes under this section and section 1881 of thistitle and section 2511 of Title 18] may
be cited as the 'FISA Amendments Reauthorization Act of 2017"."

SHORT TITLE OF 2015 AMENDMENT

Pub. L. 114-23, 81(a), June 2, 2015, 129 Stat. 268, provided that: "This Act [see Tables for classification]
may be cited as the 'Uniting and Strengthening America by Fulfilling Rights and Ensuring Effective
Discipline Over Monitoring Act of 2015' or the 'USA FREEDOM Act of 2015'."

SHORT TITLE OF 2012 AMENDMENT

Pub. L. 112-238, 81, Dec. 30, 2012, 126 Stat. 1631, provided that: "This Act [amending sections 1881 to
18819 of thistitle and provisions set out as notes under this section, section 1881 of thistitle, and section 2511
of Title 18, Crimes and Criminal Procedure] may be cited as the 'FISA Amendments Act Reauthorization Act
of 2012'."

SHORT TITLE OF 2011 AMENDMENT

Pub. L. 112-14, 81, May 26, 2011, 125 Stat. 216, provided that: "This Act [amending sections 1805, 1861,
and 1862 of thistitle and provisions set out as notes under this section and section 1805 of thistitle] may be
cited asthe 'PATRIOT Sunsets Extension Act of 2011"."

Pub. L. 112-3, 81, Feb. 25, 2011, 125 Stat. 5, provided that: "This Act [amending sections 1805, 1861, and
1862 of thistitle and provisions set out as notes under this section and section 1805 of thistitle] may be cited
asthe 'FISA Sunsets Extension Act of 2011"."

SHORT TITLE OF 2008 AMENDMENT

Pub. L. 110-261, 81(a), July 10, 2008, 122 Stat. 2436, provided that: "This Act [enacting section 1812 and
subchapters VI and VI of this chapter, amending this section, sections 1803 to 1805, 1806, 1808, 1809, 1821
to 1825, 1843, and 1871 of thistitle, and section 2511 of Title 18, Crimes and Criminal Procedure, repealing
sections 1805a to 1805c¢ of this title and subchapter VI of this chapter, enacting provisions set out as notes
under this section, section 1881 of thistitle, and section 2511 of Title 18, amending provisions set out as a
note under section 1803 of thistitle, and repealing provisions set out as a note under this section] may be cited
asthe 'Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008’ or the 'FISA Amendments Act
of 2008"."

SHORT TITLE OF 2007 AMENDMENT
Pub. L. 110-55, 81, Aug. 5, 2007, 121 Stat. 552, provided that: "This Act [enacting sections 1805a to 1805c¢
of thistitle, amending section 1803 of thistitle, and enacting provisions set out as a note under section 1803 of
thistitle] may be cited as the 'Protect America Act of 2007"."

SHORT TITLE OF 2000 AMENDMENT
Pub. L. 106-567, title V1, 8601, Dec. 27, 2000, 114 Stat. 2850, provided that: "Thistitle [enacting section
9A of the Classified Information Procedures Act, set out in the Appendix to Title 18, Crimes and Criminal
Procedure, amending sections 402a, 1804, 1805, 1808, 1823, and 1824 of thistitle, and enacting provisions set
out as notes under this section and section 1806 of thistitle] may be cited as the 'Counterintelligence Reform
Act of 2000'."

SHORT TITLE

Pub. L. 95-511, 81, Oct. 25, 1978, 92 Stat. 1783, provided in part: "That this Act [enacting this chapter,
amending sections 2511, 2518, and 2519 of Title 18, Crimes and Criminal Procedure, and enacting provisions
set out as a hote above] may be cited as the 'Foreign Intelligence Surveillance Act of 1978'."



SEVERABILITY

Pub. L. 115118, title 11, 8206, Jan. 19, 2018, 132 Stat. 22, provided that: "If any provision of this Act [see
Short Title of 2018 Amendment note set out above], any amendment made by this Act, or the application
thereof to any person or circumstancesis held invalid, the validity of the remainder of the Act, of any such
amendments, and of the application of such provisions to other persons and circumstances shall not be
affected thereby."

Pub. L. 110-261, title IV, 8401, July 10, 2008, 122 Stat. 2473, provided that: "If any provision of this Act
[see Short Title of 2008 Amendment note above], any amendment made by this Act, or the application thereof
to any person or circumstances is held invalid, the validity of the remainder of the Act, of any such
amendments, and of the application of such provisionsto other persons and circumstances shall not be
affected thereby."

Pub. L. 106-567, title VI, 8608, Dec. 27, 2000, 114 Stat. 2856, provided that: "If any provision of thistitle
[see Short Title of 2000 Amendment note above] (including an amendment made by thistitle), or the
application thereof, to any person or circumstance, is held invalid, the remainder of thistitle (including the
amendments made by thistitle), and the application thereof, to other persons or circumstances shall not be
affected thereby."

TRANSITION PROCEDURES

Pub. L. 110-261, title IV, 8404, July 10, 2008, 122 Stat. 2474, as amended by Pub. L. 112-238, §2(b), Dec.
30, 2012, 126 Stat. 1631; Pub. L. 115-118, title I, 8101(b)(3), title 11, §201(b), Jan. 19, 2018, 132 Stat. 8, 19,
provided that:

"(@) TRANSITION PROCEDURES FOR PROTECT AMERICA ACT OF 2007 PROVISIONS.—

"(1) CONTINUED EFFECT OF ORDERS, AUTHORIZATIONS, DIRECTIVES.—Except as
provided in paragraph (7), notwithstanding any other provision of law, any order, authorization, or directive
issued or made pursuant to section 105B of the Foreign Intelligence Surveillance Act of 1978 [50 U.S.C.
1805h], as added by section 2 of the Protect America Act of 2007 (Public Law 110-55; 121 Stat. 552), shall
continue in effect until the expiration of such order, authorization, or directive.

"(2) APPLICABILITY OF PROTECT AMERICA ACT OF 2007 TO CONTINUED ORDERS,
AUTHORIZATIONS, DIRECTIVES.—Notwithstanding any other provision of this Act [see Short Title of
2008 Amendment note above], any amendment made by this Act, or the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1801 et seq.)—

"(A) subject to paragraph (3), section 105A of such Act [50 U.S.C. 18054], as added by section 2
of the Protect America Act of 2007 (Public Law 110-55; 121 Stat. 552), shall continue to apply to any
acquisition conducted pursuant to an order, authorization, or directive referred to in paragraph (1); and

"(B) sections 105B and 105C of the Foreign Intelligence Surveillance Act of 1978 [50 U.S.C.
1805b, 1805c], as added by sections 2 and 3, respectively, of the Protect America Act of 2007, shall
continue to apply with respect to an order, authorization, or directive referred to in paragraph (1) until the
later of—

"(i) the expiration of such order, authorization, or directive; or
"(ii) the date on which final judgment is entered for any petition or other litigation relating to
such order, authorization, or directive.

"(3) USE OF INFORMATION.—Information acquired from an acquisition conducted pursuant to an
order, authorization, or directive referred to in paragraph (1) shall be deemed to be information acquired
from an electronic surveillance pursuant to title | of the Foreign Intelligence Surveillance Act of 1978 (50
U.S.C. 1801 et seq.) for purposes of section 106 of such Act (50 U.S.C. 1806), except for purposes of
subsection (j) of such section.

"(4) PROTECTION FROM LIABILITY.—Subsection (I) of section 105B of the Foreign Intelligence
Surveillance Act of 1978 [50 U.S.C. 1805b(1)], as added by section 2 of the Protect America Act of 2007,
shall continue to apply with respect to any directives issued pursuant to such section 105B.

"(5) JURISDICTION OF FOREIGN INTELLIGENCE SURVEILLANCE COURT
.—Notwithstanding any other provision of this Act or of the Foreign Intelligence Surveillance Act of 1978
(50 U.S.C. 1801 et seq.), section 103(e) of the Foreign Intelligence Surveillance Act [of 1978] (50 U.S.C.
1803(e)), as amended by section 5(a) of the Protect America Act of 2007 (Public Law 110-55; 121 Stat.
556), shall continue to apply with respect to a directive issued pursuant to section 105B of the Foreign
Intelligence Surveillance Act of 1978 [50 U.S.C. 1805b], as added by section 2 of the Protect America Act
of 2007, until the later of—

"(A) the expiration of all orders, authorizations, or directives referred to in paragraph (1); or

"(B) the date on which final judgment is entered for any petition or other litigation relating to



such order, authorization, or directive.

"(6) REPORTING REQUIREMENTS.—

"(A) CONTINUED APPLICABILITY.—Notwithstanding any other provision of this Act, any
amendment made by this Act, the Protect America Act of 2007 (Public Law 110-55) [see Short Title of
2007 Amendment note above], or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et
seg.), section 4 of the Protect America Act of 2007 [121 Stat. 555] shall continue to apply until the date
that the certification described in subparagraph (B) is submitted.

"(B) CERTIFICATION.—The certification described in this subparagraph is a certification—

"(i) made by the Attorney General;

"(ii) submitted as part of a semi-annual report required by section 4 of the Protect America
Act of 2007;

"(iii) that states that there will be no further acquisitions carried out under section 105B of
the Foreign Intelligence Surveillance Act of 1978 [50 U.S.C. 1805b], as added by section 2 of the
Protect America Act of 2007, after the date of such certification; and

"(iv) that states that the information required to be included under such section 4 relating to
any acquisition conducted under such section 105B has been included in a semi-annual report required
by such section 4.

"(7) REPLACEMENT OF ORDERS, AUTHORIZATIONS, AND DIRECTIVES.—

"(A) IN GENERAL .—If the Attorney General and the Director of National Intelligence seek to
replace an authorization issued pursuant to section 105B of the Foreign Intelligence Surveillance Act of
1978 [50 U.S.C. 1805h], as added by section 2 of the Protect America Act of 2007 (Public Law 110-55),
with an authorization under section 702 of the Foreign Intelligence Surveillance Act of 1978 [50 U.S.C.
18814] (as added by section 101(a) of this Act), the Attorney General and the Director of National
Intelligence shall, to the extent practicable, submit to the Foreign Intelligence Surveillance Court (as such
term is defined in section 701(b)(2) of such Act [50 U.S.C. 1881(b)(2)] (as so added)) a certification
prepared in accordance with subsection (g) [now subsection (h)] of such section 702 and the procedures
adopted in accordance with subsections (d) and (e) of such section 702 at least 30 days before the
expiration of such authorization.

"(B) CONTINUATION OF EXISTING ORDERS.—If the Attorney General and the Director of
National Intelligence seek to replace an authorization made pursuant to section 105B of the Foreign
Intelligence Surveillance Act of 1978, as added by section 2 of the Protect America Act of 2007 (Public
Law 110-55; 121 Stat. 522), by filing a certification in accordance with subparagraph (A), that
authorization, and any directives issued thereunder and any order related thereto, shall remain in effect,
notwithstanding the expiration provided for in subsection (&) of such section 105B, until the Foreign
Intelligence Surveillance Court (as such term is defined in section 701(b)(2) of the Foreign Intelligence
Surveillance Act of 1978 (as so added)) issues an order with respect to that certification under section
702(j)(3) of such Act (as so added) at which time the provisions of that section and of section 702(j)(4) of
such Act (as so added) shall apply.

"(8) EFFECTIVE DATE.—Paragraphs (1) through (7) shall take effect asif enacted on August 5,
2007.

"(b) TRANSITION PROCEDURES FOR FISA AMENDMENTS ACT OF 2008 PROVISIONS.—

"(1) ORDERS IN EFFECT ON DECEMBER 31, 2023.—Notwithstanding any other provision of this
Act, any amendment made by this Act, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1801 et seq.), any order, authorization, or directive issued or made under title V11 of the Foreign
Intelligence Surveillance Act of 1978 [50 U.S.C. 1881 et seq.], as amended by section 101(a) and by the
FISA Amendments Reauthorization Act of 2017 [Pub. L. 115-118, see Short Title of 2018 Amendment
note set out above], shall continue in effect until the date of the expiration of such order, authorization, or
directive.

"(2) APPLICABILITY OF TITLE VII OF FISA TO CONTINUED ORDERS, AUTHORIZATIONS,
DIRECTIVES.—Notwithstanding any other provision of this Act, any amendment made by this Act, or the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), with respect to any order,
authorization, or directive referred to in paragraph (1), title VII of such Act, as amended by section 101(a)
and by the FISA Amendments Reauthorization Act of 2017, shall continue to apply until the later of —

"(A) the expiration of such order, authorization, or directive; or

"(B) the date on which final judgment is entered for any petition or other litigation relating to
such order, authorization, or directive.

"(3) CHALLENGE OF DIRECTIVES; PROTECTION FROM LIABILITY; USE OF
INFORMATION.—Notwithstanding any other provision of this Act or of the Foreign Intelligence



Surveillance Act of 1978 (50 U.S.C. 1801 et seq.)—

"(A) section 103(e) of such Act [50 U.S.C. 1803(e)], as amended by section 403(a)(1)(B)(ii), shall
continue to apply with respect to any directive issued pursuant to section 702(i) of such Act [50 U.S.C.
18814(i)], as added by section 101(a);

"(B) section 702(i)(3) of such Act (as so added) shall continue to apply with respect to any
directive issued pursuant to section 702(i) of such Act (as so added);

"(C) section 703(e) of such Act [50 U.S.C. 1881h(€)] (as so added) shall continue to apply with
respect to an order or request for emergency assistance under that section;

"(D) section 706 of such Act [50 U.S.C. 1881¢€] (as so added) shall continue to apply to an
acquisition conducted under section 702 or 703 of such Act (as so added); and

"(E) section 2511(2)(a)(ii)(A) of title 18, United States Code, as amended by section 101(c)(1),
shall continue to apply to an order issued pursuant to section 704 of the Foreign Intelligence Surveillance
Act of 1978, [50 U.S.C. 1881c] as added by section 101(a).

"(4) REPORTING REQUIREMENTS.—

"(A) CONTINUED APPLICABILITY.—Notwithstanding any other provision of this Act or of
the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), section 601(a) of such Act
(50 U.S.C. 1871(a)), as amended by section 101(c)(2), and sections 702(m) and 707 of such Act, [50
U.S.C. 1881a(m), 1881f] as added by section 101(a) and amended by the FISA Amendments
Reauthorization Act of 2017, shall continue to apply until the date that the certification described in
subparagraph (B) is submitted.

"(B) CERTIFICATION.—The certification described in this subparagraph is a certification—

"(i) made by the Attorney General;
"(ii) submitted to the Select Committee on Intelligence of the Senate, the Permanent Select

Committee on Intelligence of the House of Representatives, and the Committees on the Judiciary of

the Senate and the House of Representatives,

"(iii) that states that there will be no further acquisitions carried out under title VIl of the

Foreign Intelligence Surveillance Act of 1978 [50 U.S.C. 1881 et seq.], as amended by section 101(a)

and by the FISA Amendments Reauthorization Act of 2017, after the date of such certification; and

"(iv) that states that the information required to be included in a review, assessment, or
report under section 601 of such Act [50 U.S.C. 1871], as amended by section 101(c), or section

702(m) or 707 of such Act, as added by section 101(a) and amended by the FISA Amendments

Reauthorization Act of 2017, relating to any acquisition conducted under title V11 of such Act, as

amended by section 101(a) and by the FISA Amendments Reauthorization Act of 2017, has been

included in areview, assessment, or report under such section 601, 702(1) [now 702(m)], or 707.

"(5) TRANSITION PROCEDURES CONCERNING THE TARGETING OF UNITED STATES
PERSONS OVERSEAS.—Any authorization in effect on the date of enactment of this Act [July 10, 2008]
under section 2.5 of Executive Order 12333 [50 U.S.C. 3001 note] to intentionally target a United States
person reasonably believed to be located outside the United States shall continue in effect, and shall
constitute a sufficient basis for conducting such an acquisition targeting a United States person located
outside the United States until the earlier of—

"(A) the date that authorization expires; or

"(B) the date that is 90 days after the date of the enactment of this Act [July 10, 2008]."

TERMINATION OF TRUST TERRITORY OF THE PACIFIC ISLANDS

For termination of Trust Territory of the Pacific Islands, see note set out preceding section 1681 of Title 48,
Territories and Insular Possessions.

81802. Electronic surveillance authorization without court order; certification by
Attorney General; reportsto Congressional committees; transmittal under
seal; duties and compensation of communication common carrier;
applications; jurisdiction of court

(8)(1) Notwithstanding any other law, the President, through the Attorney General, may authorize
electronic surveillance without a court order under this subchapter to acquire foreign intelligence
information for periods of up to one year if the Attorney General certifies in writing under oath
that—



(A) the electronic surveillance is solely directed at—

(i) the acquisition of the contents of communications transmitted by means of
communications used exclusively between or among foreign powers, as defined in section
1801(a)(1), (2), or (3) of thistitle; or

(i) the acquisition of technical intelligence, other than the spoken communications of
individuals, from property or premises under the open and exclusive control of aforeign power,
as defined in section 1801(a)(1), (2), or (3) of thistitle;

(B) thereis no substantial likelihood that the surveillance will acquire the contents of any
communication to which a United States person is a party; and

(C) the proposed minimization procedures with respect to such surveillance meet the definition
of minimization procedures under section 1801(h) of thistitle; and

if the Attorney General reports such minimization procedures and any changes thereto to the
House Permanent Select Committee on Intelligence and the Senate Select Committee on Intelligence
at least thirty days prior to their effective date, unless the Attorney General determines immediate
action isrequired and notifies the committees immediately of such minimization procedures and the
reason for their becoming effective immediately.

(2) An electronic surveillance authorized by this subsection may be conducted only in accordance
with the Attorney General's certification and the minimization procedures adopted by him. The
Attorney Genera shall assess compliance with such procedures and shall report such assessments to
the House Permanent Select Committee on Intelligence and the Senate Select Committee on
Intelligence under the provisions of section 1808(a) of thistitle.

(3) The Attorney General shall immediately transmit under seal to the court established under
section 1803(a) of thistitle acopy of his certification. Such certification shall be maintained under
security measures established by the Chief Justice with the concurrence of the Attorney General, in
consultation with the Director of National Intelligence, and shall remain sealed unless—

(A) an application for a court order with respect to the surveillance is made under sections

1801(h)(4) and 1804 of thistitle; or

(B) the certification is necessary to determine the legality of the surveillance under section

1806(f) of thistitle.

(4) With respect to electronic surveillance authorized by this subsection, the Attorney General may
direct a specified communication common carrier to—

(A) furnish al information, facilities, or technical assistance necessary to accomplish the
electronic surveillance in such amanner as will protect its secrecy and produce a minimum of
interference with the services that such carrier is providing its customers; and

(B) maintain under security procedures approved by the Attorney General and the Director of
National Intelligence any records concerning the surveillance or the aid furnished which such
carrier wishes to retain.

The Government shall compensate, at the prevailing rate, such carrier for furnishing such aid.

(b) Applications for a court order under this subchapter are authorized if the President has, by
written authorization, empowered the Attorney General to approve applications to the court having
jurisdiction under section 1803 of thistitle, and ajudge to whom an application is made may,
notwithstanding any other law, grant an order, in conformity with section 1805 of thistitle,
approving electronic surveillance of aforeign power or an agent of aforeign power for the purpose
of obtaining foreign intelligence information, except that the court shall not have jurisdiction to grant
any order approving electronic surveillance directed solely as described in paragraph (1)(A) of
subsection (@) unless such surveillance may involve the acquisition of communications of any United
States person.

(Pub. L. 95-511, title |, §102, Oct. 25, 1978, 92 Stat. 1786; Pub. L. 108458, title I, §1071(€), Dec.
17, 2004, 118 Stat. 3691; Pub. L. 111259, title V11, §8806(a)(2), Oct. 7, 2010, 124 Stat. 2748.)



AMENDMENTS

2010—Subsec. (8)(3), (4)(B). Pub. L. 111-259 made technical amendment to directory language of Pub. L.
108-458. See 2004 Amendment note below.

2004—Subsec. (a)(3), (4)(B). Pub. L. 108458, as amended by Pub. L. 111259, substituted "Director of
National Intelligence" for "Director of Central Intelligence”.

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by Pub. L. 108-458 take effect on Apr. 21, 2005, see
Memorandum of President of the United States, Apr. 21, 2005, 70 F.R. 23925, set out as a note under section
3001 of thistitle.

Amendment by Pub. L. 108458 effective not later than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L. 108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 3001 of thistitle.

EX. ORD. NO. 12139. EXERCISE OF CERTAIN AUTHORITY RESPECTING ELECTRONIC
SURVEILLANCE

Ex. Ord. No. 12139, May 23, 1979, 44 F.R. 30311, as amended by Ex. Ord. No. 13383, §1, July 15, 2005,
70 F.R. 41933; Ex. Ord. No. 13475, 81, Oct. 7, 2008, 73 F.R. 60095, provided:

By the authority vested in me as President by Sections 102 and 104 of the Foreign Intelligence Surveillance
Act of 1978 (50 U.S.C. 1802 and 1804), in order to provide as set forth in that Act [this chapter] for the
authorization of electronic surveillance for foreign intelligence purposes, it is hereby ordered as follows:

1-101. Pursuant to Section 102(a)(1) of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1802(a)), the Attorney General is authorized to approve electronic surveillance to acquire foreign intelligence
information without a court order, but only if the Attorney General makes the certifications required by that
Section.

1-102. Pursuant to Section 102(b) of the Foreign Intelligence Act of 1978 (50 U.S.C. 1802(b)), the
Attorney General is authorized to approve applications to the court having jurisdiction under Section 103 of
that Act [50 U.S.C. 1803] to obtain orders for electronic surveillance for the purpose of obtaining foreign
intelligence information.

1-103. Pursuant to Section 104(a)(6) of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1804(a)(6)), the following officias, each of whom is employed in the area of national security or defensg, is
designated to make the certifications required by Section 104(a)(6) of the Act in support of applications to
conduct electronic surveillance:

(a) Secretary of State.

(b) Secretary of Defense.

(c) Director of National Intelligence.

(d) Director of the Federal Bureau of Investigation.

(e) Deputy Secretary of State.

(f) Deputy Secretary of Defense.

(g) Director of the Central Intelligence Agency.

(h) Principal Deputy Director of National Intelligence.

(i) Deputy Director of the Federal Bureau of Investigation.
None of the above officials, nor anyone officially acting in that capacity, may exercise the authority to make
the above certifications, unless that official has been appointed by the President with the advice and consent of
the Senate. The requirement of the preceding sentence that the named official must be appointed by the
President with the advice and consent of the Senate does not apply to the Deputy Director of the Federal
Bureau of Investigation.

[1-104, 1-105. Amended Ex. Ord. No. 12036, formerly set out under section 401 (now 3001) of thistitle]

§1803. Designation of judges

(a) Court to hear applicationsand grant orders; record of denial; transmittal to court of
review
(1) The Chief Justice of the United States shall publicly designate 11 district court judges from at
least seven of the United States judicial circuits of whom no fewer than 3 shall reside within 20 miles
of the District of Columbiawho shall constitute a court which shall have jurisdiction to hear



applications for and grant orders approving electronic surveillance anywhere within the United States
under the procedures set forth in this chapter, except that no judge designated under this subsection
(except when sitting en banc under paragraph (2)) shall hear the same application for electronic
surveillance under this chapter which has been denied previously by another judge designated under
this subsection. If any judge so designated denies an application for an order authorizing electronic
surveillance under this chapter, such judge shall provide immediately for the record awritten
statement of each reason for his decision and, on motion of the United States, the record shall be
transmitted, under seal, to the court of review established in subsection (b).

(2)(A) The court established under this subsection may, on its own initiative, or upon the request
of the Government in any proceeding or a party under section 1861(f) of thistitle or paragraph (4) or
(5) of section 1881&(i) of thistitle, hold a hearing or rehearing, en banc, when ordered by a majority
of the judges that constitute such court upon a determination that—

(1) en banc consideration is necessary to secure or maintain uniformity of the court's decisions;
or
(i) the proceeding involves a question of exceptional importance.

(B) Any authority granted by this chapter to ajudge of the court established under this subsection
may be exercised by the court en banc. When exercising such authority, the court en banc shall
comply with any requirements of this chapter on the exercise of such authority.

(C) For purposes of this paragraph, the court en banc shall consist of all judges who constitute the
court established under this subsection.

(b) Court of review; record, transmittal to Supreme Court

The Chief Justice shall publicly designate three judges, one of whom shall be publicly designated
as the presiding judge, from the United States district courts or courts of appeals who together shall
comprise a court of review which shall have jurisdiction to review the denia of any application made
under this chapter. If such court determines that the application was properly denied, the court shall
provide for the record a written statement of each reason for its decision and, on petition of the
United States for awrit of certiorari, the record shall be transmitted under seal to the Supreme Court,
which shall have jurisdiction to review such decision.

(c) Expeditious conduct of proceedings; security measuresfor maintenance of records

Proceedings under this chapter shall be conducted as expeditiously as possible. The record of
proceedings under this chapter, including applications made and orders granted, shall be maintained
under security measures established by the Chief Justice in consultation with the Attorney General
and the Director of National Intelligence.

(d) Tenure

Each judge designated under this section shall so serve for a maximum of seven years and shall
not be eligible for redesignation, except that the judges first designated under subsection (a) shall be
designated for terms of from one to seven years so that one term expires each year, and that judges
first designated under subsection (b) shall be designated for terms of three, five, and seven years.

(e) Jurisdiction and proceduresfor review of petitions

(1) Three judges designated under subsection (a) who reside within 20 miles of the District of
Columbia, or, if al of such judges are unavailable, other judges of the court established under
subsection (&) as may be designated by the presiding judge of such court, shall comprise a petition
review pool which shall have jurisdiction to review petitions filed pursuant to section 1861(f)(1) or
1881a(i)(4) of thistitle.

(2) Not later than 60 days after March 9, 2006, the court established under subsection (a) shall
adopt and, consistent with the protection of national security, publish procedures for the review of
petitions filed pursuant to section 1861(f)(1) or 1881a(i)(4) of thistitle by the panel established under
paragraph (1). Such procedures shall provide that review of a petition shall be conducted in camera
and shall also provide for the designation of an acting presiding judge.



(f) Stay of order

(1) A judge of the court established under subsection (@), the court established under subsection
(b) or ajudge of that court, or the Supreme Court of the United States or a justice of that court, may,
in accordance with the rules of their respective courts, enter a stay of an order or an order modifying
an order of the court established under subsection (a) or the court established under subsection (b)
entered under any subchapter of this chapter, while the court established under subsection (a)
conducts a rehearing, while an appeal is pending to the court established under subsection (b), or
while a petition of certiorari is pending in the Supreme Court of the United States, or during the
pendency of any review by that court.

(2) The authority described in paragraph (1) shall apply to an order entered under any provision of
this chapter.

(g) Establishment and transmittal of rulesand procedures

(1) The courts established pursuant to subsections (a) and (b) may establish such rules and
procedures, and take such actions, as are reasonably necessary to administer their responsibilities
under this chapter.

(2) Therules and procedures established under paragraph (1), and any modifications of such rules
and procedures, shall be recorded, and shall be transmitted to the following:

(A) All of the judges on the court established pursuant to subsection (a).

(B) All of the judges on the court of review established pursuant to subsection (b).

(C) The Chief Justice of the United States.

(D) The Committee on the Judiciary of the Senate.

(E) The Select Committee on Intelligence of the Senate.

(F) The Committee on the Judiciary of the House of Representatives.

(G) The Permanent Select Committee on Intelligence of the House of Representatives.

(3) The transmissions required by paragraph (2) shall be submitted in unclassified form, but may
include a classified annex.

(h) Compliance with orders, rules, and procedures

Nothing in this chapter shall be construed to reduce or contravene the inherent authority of a court
established under this section to determine or enforce compliance with an order or arule of such
court or with a procedure approved by such court.

(i) Amicuscuriae

(1) Designation

The presiding judges of the courts established under subsections (a) and (b) shall, not later than
180 days after June 2, 2015, jointly designate not fewer than 5 individuals to be eligible to serve as
amicus curiae, who shall serve pursuant to rules the presiding judges may establish. In designating
such individuals, the presiding judges may consider individuals recommended by any source,
including members of the Privacy and Civil Liberties Oversight Board, the judges determine

appropriate.
(2) Authorization

A court established under subsection (@) or (b), consistent with the requirement of subsection (c)
and any other statutory requirement that the court act expeditiously or within a stated time—

(A) shall appoint an individual who has been designated under paragraph (1) to serve as
amicus curiae to assist such court in the consideration of any application for an order or review
that, in the opinion of the court, presents anovel or significant interpretation of the law, unless
the court issues a finding that such appointment is not appropriate; and

(B) may appoint an individual or organization to serve as amicus curiae, including to provide
technical expertise, in any instance as such court deems appropriate or, upon motion, permit an
individual or organization leave to file an amicus curiae brief.

(3) Qualifications of amicuscuriae



(A) Expertise

Individual s designated under paragraph (1) shall be persons who possess expertise in privacy
and civil liberties, intelligence collection, communications technology, or any other area that
may lend legal or technical expertise to a court established under subsection (a) or (b).

(B) Security clearance

Individuals designated pursuant to paragraph (1) shall be persons who are determined to be
eligible for access to classified information necessary to participate in matters before the courts.
Amicus curiae appointed by the court pursuant to paragraph (2) shall be persons who are
determined to be éigible for accessto classified information, if such accessis necessary to
participate in the matters in which they may be appointed.

(4) Duties
If acourt established under subsection (a) or (b) appoints an amicus curiae under paragraph
(2)(A), the amicus curiae shall provide to the court, as appropriate—
(A) legal arguments that advance the protection of individual privacy and civil liberties;
(B) information related to intelligence collection or communications technology; or
(C) legal arguments or information regarding any other area relevant to the issue presented to
the court.

(5) Assistance

An amicus curiae appointed under paragraph (2)(A) may request that the court designate or
appoint additional amici curiae pursuant to paragraph (1) or paragraph (2), to be available to assist
the amicus curiae.

(6) Accessto information

(A) In general
If acourt established under subsection (a) or (b) appoints an amicus curiae under paragraph
(2), the amicus curiae—

(i) shall have access to any legal precedent, application, certification, petition, motion, or
such other materials that the court determines are relevant to the duties of the amicus curiae;
and

(i1) may, if the court determinesthat it is relevant to the duties of the amicus curiae, consult
with any other individuals designated pursuant to paragraph (1) regarding information
relevant to any assigned proceeding.

(B) Briefings
The Attorney General may periodically brief or provide relevant materialsto individuals

designated pursuant to paragraph (1) regarding constructions and interpretations of this chapter
and legal, technological, and other issues related to actions authorized by this chapter.

(C) Classified information

An amicus curiae designated or appointed by the court may have access to classified
documents, information, and other materials or proceedings only if that individual is eligible for
access to classified information and to the extent consistent with the national security of the
United States.

(D) Rule of construction

Nothing in this section shall be construed to require the Government to provide information
to an amicus curiae appointed by the court that is privileged from disclosure.

(7) Notification
A presiding judge of a court established under subsection (a) or (b) shall notify the Attorney
General of each exercise of the authority to appoint an individual to serve as amicus curiae under

paragraph (2).



(8) Assistance

A court established under subsection (@) or (b) may request and receive (including on a
nonreimbursable basis) the assistance of the executive branch in the implementation of this
subsection.

(9) Administration

A court established under subsection (a) or (b) may provide for the designation, appointment,
removal, training, or other support for an individual designated to serve as amicus curiae under
paragraph (1) or appointed to serve as amicus curiae under paragraph (2) in amanner that is not
inconsistent with this subsection.

(10) Receipt of information

Nothing in this subsection shall limit the ability of a court established under subsection (a) or
(b) to request or receive information or materials from, or otherwise communicate with, the
Government or amicus curiae appointed under paragraph (2) on an ex parte basis, nor limit any
special or heightened obligation in any ex parte communication or proceeding.

(11) Compensation

Notwithstanding any other provision of law, a court established under subsection (a) or (b) may
compensate an amicus curiae appointed under paragraph (2) for assistance provided under such
paragraph as the court considers appropriate and at such rate as the court considers appropriate.

() Review of FISA court decisions

Following issuance of an order under this chapter, a court established under subsection (a) shall
certify for review to the court established under subsection (b) any question of law that may affect
resolution of the matter in controversy that the court determines warrants such review because of a
need for uniformity or because consideration by the court established under subsection (b) would
serve the interests of justice. Upon certification of a question of law under this subsection, the court
established under subsection (b) may give binding instructions or require the entire record to be sent
up for decision of the entire matter in controversy.

(k) Review of FISA court of review decisions
(2) Certification

For purposes of section 1254(2) of title 28, the court of review established under subsection (b)
shall be considered to be a court of appeals.

(2) Amicuscuriae briefing

Upon certification of an application under paragraph (1), the Supreme Court of the United
States may appoint an amicus curiae designated under subsection (i)(1), or any other person, to
provide briefing or other assistance.

(Pub. L. 95-511, title |, §103, Oct. 25, 1978, 92 Stat. 1788; Pub. L. 107-56, title |1, §208, Oct. 26,
2001, 115 Stat. 283; Pub. L. 108-458, title |, §1071(€), Dec. 17, 2004, 118 Stat. 3691; Pub. L.
109-177, title |, §8106(f)(1), 109(d), Mar. 9, 2006, 120 Stat. 197, 205; Pub. L. 110-55, §5(a), Aug.
5, 2007, 121 Stat. 556; Pub. L. 110-261, title 1, §109(8)—(b)(2)(A), (c), (d), title 1V,
§403(a)(1)(B)(ii), July 10, 2008, 122 Stat. 2464, 2465, 2474; Pub. L. 111-259, title V111, 88801(2),
806(a)(2), Oct. 7, 2010, 124 Stat. 2746, 2748; Pub. L. 114-23, title 1V, §401, June 2, 2015, 129 Stat.
279; Pub. L. 115-118, title |, §88101(b)(2)(A), 106, title 11, §205(a)(1), (b)(1), Jan. 19, 2018, 132 Stat.
8, 13, 21, 22))

REFERENCESIN TEXT

This chapter, referred to in subsecs. (a), (b), (¢), (f), (9)(2), (h), ()(6)(B), and (j), wasin the original "this
Act", meaning Pub. L. 95-511, Oct. 25, 1978, 92 Stat. 1783, which is classified principally to this chapter. For
complete classification of this Act to the Code, see Short Title note set out under section 1801 of thistitle and
Tables.

AMENDMENTS



2018—Subsec. (8)(2)(A). Pub. L. 115-118, 8101(b)(2)(A), substituted "section 1881a(i)" for "section
1881a(h)".

Subsec. (b). Pub. L. 115-118, §205(b)(1)(A), struck out "immediately" before "provide for the record".

Pub. L. 115118, §205(a)(1), which directed substitution of "designated as the" for "designate as the", could
not be executed because the words "designate as the" do not appear.

Subsec. (e)(1), (2). Pub. L. 115-118, §101(b)(2)(A), which directed substitution of "section 1881a(i)" for
"section 1881a(h)", was executed by substituting "1881a(i)(4)" for "1881a(h)(4)" to reflect the probable intent
of Congress.

Subsec. (h). Pub. L. 115-118, 8205(b)(1)(B), substituted "a court established under this section” for "the
court established under subsection (a)".

Subsec. (i)(11). Pub. L. 115-118, §106, added par. (11).

2015—Subsecs. (i) to (k). Pub. L. 114-23 added subsecs. (i) to (k).

2010—Subsec. (c). Pub. L. 111-259, 8806(8)(2), made technical amendment to directory language of Pub.
L. 108-458. See 2004 Amendment note below.

Subsecs. (h), (i). Pub. L. 111-259, §801(2), redesignated subsec. (i) as (h).

2008—Subsec. (a). Pub. L. 110-261, §109(a)—(b)(2)(A), designated existing provisions as par. (1), inserted
"at least" before "seven of the United States judicial circuits' and "(except when sitting en banc under
paragraph (2))" before "shall hear", and added par. (2).

Subsec. (€)(1), (2). Pub. L. 110-261, §403(a)(1)(B)(ii), which directed substitution of "1861(f)(1) or
1881a(h)(4)" for "1805b(h) or 1861(f)(1)", was executed by making the substitution for " 1861(f)(1)" to reflect
the probable intent of Congress and termination of the temporary amendment by Pub. L. 110-55, 85(a). See
2007 Amendment note and Effective and Termination Dates of 2007 Amendment note below.

Subsecs. (f), (g). Pub. L. 110-261, 8109(c), added subsec. (f) and redesignated former subsec. (f) as (g).

Subsec. (i). Pub. L. 110-261, 8109(d), added subsec. (i).

2007—Subsec. (). Pub. L. 110-55, §85(a), 6(c), temporarily substituted "1805b(h) or 1861(f)(1)" for
"1861(f)(1)" in pars. (1) and (2). See Effective and Termination Dates of 2007 Amendment note below.

2006—Subsecs. (€), (f). Pub. L. 109-177 added subsecs. (€) and (f).

2004—Subsec. (c). Pub. L. 108-458, as amended by Pub. L. 111-259, §806(a)(2), substituted "Director of
National Intelligence” for "Director of Central Intelligence”.

2001—Subsec. (a). Pub. L. 107-56 substituted "11 district court judges" for "seven district court judges’
and inserted "of whom no fewer than 3 shall reside within 20 miles of the District of Columbia" after "judicial
circuits".

EFFECTIVE DATE OF 2008 AMENDMENT

Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110-261, set out as a Transition Procedures note under section 1801 of thistitle, see section 402 of Pub. L.
110-261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

EFFECTIVE AND TERMINATION DATES OF 2007 AMENDMENT

Pub. L. 110-55, 86, Aug. 5, 2007, 121 Stat. 556, as amended by Pub. L. 110-182, §1, Jan. 31, 2008, 122
Stat. 605; Pub. L. 110-261, title IV, 8403(a)(3), July 10, 2008, 122 Stat. 2474, provided that:

"(a) EFFECTIVE DATE.—Except as otherwise provided, the amendments made by this Act [enacting
sections 1805ato 1805c of thistitle and amending this section] shall take effect immediately after the date of
the enactment of this Act [Aug. 5, 2007].

"[(b) Repealed. Pub. L. 110-261, title 1V, §403(a)(3), July 10, 2008, 122 Stat. 2474.]

"(c) SUNSET.—Except as provided in subsection (d), sections 2, 3, 4, and 5 of this Act [enacting sections
1805ato 1805c¢ of thistitle and amending this section], and the amendments made by this Act [enacting
sections 1805a to 1805c of this title and amending this section], shall cease to have effect 195 days after the
date of the enactment of this Act.

"(d) AUTHORIZATIONS IN EFFECT.—Authorizations for the acquisition of foreign intelligence
information pursuant to the amendments made by this Act, and directives issued pursuant to such
authorizations, shall remain in effect until their expiration. Such acquisitions shall be governed by the
applicable provisions of such amendments and shall not be deemed to constitute el ectronic surveillance as that
term is defined in section 101(f) of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801(f))."

[Repeal by Pub. L. 110-261 of section 6(b) of Pub. L. 110-55, set out above, effective July 10, 2008,
except as provided in section 404 of Pub. L. 110-261, set out as a Transition Procedures note under section
1801 of thistitle, see section 402 of Pub. L. 110-261, set out as an Effective Date of 2008 Amendment note
under section 1801 of thistitle]



EFFECTIVE DATE OF 2004 AMENDMENT
For Determination by President that amendment by Pub. L. 108-458 take effect on Apr. 21, 2005, see
Memorandum of President of the United States, Apr. 21, 2005, 70 F.R. 23925, set out as a note under section
3001 of thistitle.
Amendment by Pub. L. 108-458 effective not later than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L. 108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 3001 of thistitle.

81804. Applicationsfor court orders

(a) Submission by Federal officer; approval of Attorney General; contents

Each application for an order approving electronic surveillance under this subchapter shall be
made by a Federal officer in writing upon oath or affirmation to ajudge having jurisdiction under
section 1803 of thistitle. Each application shall require the approval of the Attorney General based
upon hisfinding that it satisfies the criteria and requirements of such application as set forth in this
subchapter. It shall include—

(1) the identity of the Federal officer making the application;
(2) the identity, if known, or a description of the specific target of the electronic surveillance;
(3) astatement of the facts and circumstances relied upon by the applicant to justify his belief
that—

(A) the target of the electronic surveillance is aforeign power or an agent of aforeign power;
and

(B) each of the facilities or places at which the electronic surveillance is directed is being
used, or is about to be used, by aforeign power or an agent of aforeign power;

(4) astatement of the proposed minimization procedures;

(5) adescription of the nature of the information sought and the type of communications or
activities to be subjected to the surveillance;

(6) acertification or certifications by the Assistant to the President for National Security
Affairs, an executive branch official or officials designated by the President from among those
executive officers employed in the area of national security or defense and appointed by the
President with the advice and consent of the Senate, or the Deputy Director of the Federal Bureau
of Investigation, if designated by the President as a certifying official—

(A) that the certifying official deems the information sought to be foreign intelligence
information;
(B) that asignificant purpose of the surveillance is to obtain foreign intelligence information;
(C) that such information cannot reasonably be obtained by normal investigative techniques;
(D) that designates the type of foreign intelligence information being sought according to the
categories described in section 1801(e) of thistitle; and
(E) including a statement of the basis for the certification that—
(i) the information sought is the type of foreign intelligence information designated; and
(i) such information cannot reasonably be obtained by normal investigative techniques;

(7) asummary statement of the means by which the surveillance will be effected and a
statement whether physical entry isrequired to effect the surveillance;

(8) a statement of the facts concerning all previous applications that have been made to any
judge under this subchapter involving any of the persons, facilities, or places specified in the
application, and the action taken on each previous application; and

(9) astatement of the period of time for which the electronic surveillance is required to be
maintained, and if the nature of the intelligence gathering is such that the approval of the use of
electronic surveillance under this subchapter should not automatically terminate when the
described type of information has first been obtained, a description of facts supporting the belief
that additional information of the same type will be obtained thereafter.



(b) Additional affidavitsor certifications

The Attorney General may require any other affidavit or certification from any other officer in
connection with the application.

(c) Additional information

The judge may require the applicant to furnish such other information as may be necessary to
make the determinations required by section 1805 of thistitle.

(d) Personal review by Attorney General

(D)(A) Upon written request of the Director of the Federal Bureau of Investigation, the Secretary
of Defense, the Secretary of State, the Director of National Intelligence, or the Director of the
Central Intelligence Agency, the Attorney General shall personally review under subsection (a) an
application under that subsection for atarget described in section 1801(b)(2) of thistitle.

(B) Except when disabled or otherwise unavailable to make a request referred to in subparagraph
(A), an official referred to in that subparagraph may not delegate the authority to make a request
referred to in that subparagraph.

(C) Each official referred to in subparagraph (A) with authority to make a request under that
subparagraph shall take appropriate actions in advance to ensure that delegation of such authority is
clearly established in the event such official is disabled or otherwise unavailable to make such
request.

(2)(A) If asaresult of arequest under paragraph (1) the Attorney General determines not to
approve an application under the second sentence of subsection (@) for purposes of making the
application under this section, the Attorney General shall provide written notice of the determination
to the official making the request for the review of the application under that paragraph. Except when
disabled or otherwise unavailable to make a determination under the preceding sentence, the
Attorney Genera may not delegate the responsibility to make a determination under that sentence.
The Attorney General shall take appropriate actions in advance to ensure that delegation of such
responsibility is clearly established in the event the Attorney General is disabled or otherwise
unavailable to make such determination.

(B) Notice with respect to an application under subparagraph (A) shall set forth the modifications,
if any, of the application that are necessary in order for the Attorney General to approve the
application under the second sentence of subsection (@) for purposes of making the application under
this section.

(C) Upon review of any modifications of an application set forth under subparagraph (B), the
officia notified of the modifications under this paragraph shall modify the application if such officia
determines that such modification is warranted. Such official shall supervise the making of any
maodification under this subparagraph. Except when disabled or otherwise unavailable to supervise
the making of any modification under the preceding sentence, such official may not delegate the
responsibility to supervise the making of any modification under that preceding sentence. Each such
officia shall take appropriate actionsin advance to ensure that delegation of such responsibility is
clearly established in the event such official is disabled or otherwise unavailable to supervise the
making of such modification.

(Pub. L. 95-511, title |, §104, Oct. 25, 1978, 92 Stat. 1788; Pub. L. 106-567, title VI, 8602(a), Dec.
27, 2000, 114 Stat. 2851; Pub. L. 107-56, title |1, §218, Oct. 26, 2001, 115 Stat. 291; Pub. L.
108458, title |, §1071(€), Dec. 17, 2004, 118 Stat. 3691; Pub. L. 109177, title |, §108(a)(1), Mar.
9, 2006, 120 Stat. 203; Pub. L. 110-261, title |, §104, July 10, 2008, 122 Stat. 2460; Pub. L.
111-259, title V111, §806(a)(2), Oct. 7, 2010, 124 Stat. 2748.)

AMENDMENTS

2010—Subsec. (€)(1)(A). Pub. L. 111-259 made technical amendment to directory language of Pub. L.
108-458, §1071(e). See 2004 Amendment note below.

2008—Subsec. (8)(2) to (4). Pub. L. 110-261, 8104(1)(A), (B), redesignated pars. (3) to (5) as(2) to (4),
respectively, and struck out former par. (2) which read as follows: "the authority conferred on the Attorney
General by the President of the United States and the approval of the Attorney General to make the



application;".

Subsec. (a)(5). Pub. L. 110-261, 8104(1)(B), (C), redesignated par. (6) as (5) and struck out "detailed"
before "description”. Former par. (5) redesignated (4).

Subsec. (a)(6). Pub. L. 110-261, 8104(1)(B), (D), redesignated par. (7) as (6) and substituted "Affairs," for
"Affairs or" and "Senate, or the Deputy Director of the Federal Bureau of Investigation, if designated by the
President as a certifying official—" for "Senate—" in introductory provisions. Former par. (6) redesignated
(5).

Subsec. (a)(7). Pub. L. 110-261, 8104(1)(B), (E), redesignated par. (8) as (7) and substituted "summary
statement of" for "statement of". Former par. (7) redesignated (6).

Subsec. (a)(8) to (11). Pub. L. 110261, §8104(1)(A), (B), redesignated pars. (9) and (10) as (8) and (9),
respectively, and struck out par. (11) which read as follows: "whenever more than one electronic, mechanical
or other surveillance device is to be used with respect to a particular proposed electronic surveillance, the
coverage of the devices involved and what minimization procedures apply to information acquired by each
device." Former par. (8) redesignated (7).

Subsecs. (b) to (e). Pub. L. 110-261, §104(2)—(4), redesignated subsecs. (c) to (e) as (b) to (d), respectively,
in subsec. (d)(1)(A) substituted "the Director of National Intelligence, or the Director of the Central
Intelligence Agency" for "or the Director of National Intelligence", and struck out former subsec. (b) which
related to exclusion of certain information respecting foreign power targets.

2006—Subsec. (a)(3). Pub. L. 109-177 inserted "specific" before "target”.

2004—Subsec. (e)(1)(A). Pub. L. 108458, 81071(e), as amended by Pub. L. 111-259, substituted
"Director of National Intelligence” for "Director of Central Intelligence”.

2001—Subsec. (8)(7)(B). Pub. L. 107-56 substituted "a significant purpose" for "the purpose".

2000—Subsec. (€). Pub. L. 106-567 added subsec. (€).

EFFECTIVE DATE OF 2008 AMENDMENT

Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110261, set out as a Transition Procedures note under section 1801 of thistitle, see section 402 of Pub. L.
110261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by Pub. L. 108-458 take effect on Apr. 21, 2005, see
Memorandum of President of the United States, Apr. 21, 2005, 70 F.R. 23925, set out as a note under section
3001 of thistitle.

Amendment by Pub. L. 108-458 effective not later than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L. 108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 3001 of thistitle.

DESIGNATION OF CERTAIN OFFICIALSTO MAKE CERTIFICATIONS

For designation of certain officials to make certifications required by subsec. (a)(7) of this section, see Ex.
Ord. No. 12139, May 23, 1979, 44 F.R. 30311, set out under section 1802 of thistitle.

81805. I ssuance of order
(a) Necessary findings
Upon an application made pursuant to section 1804 of thistitle, the judge shall enter an ex parte
order as requested or as modified approving the electronic surveillance if he finds that—
(1) the application has been made by a Federal officer and approved by the Attorney General;
(2) on the basis of the facts submitted by the applicant there is probable cause to believe that—
(A) the target of the electronic surveillance is aforeign power or an agent of aforeign power:
Provided, That no United States person may be considered aforeign power or an agent of a
foreign power solely upon the basis of activities protected by the first amendment to the
Constitution of the United States; and
(B) each of the facilities or places at which the electronic surveillance is directed is being
used, or is about to be used, by aforeign power or an agent of aforeign power;

(3) the proposed minimization procedures meet the definition of minimization procedures under



section 1801(h) of thistitle; and

(4) the application which has been filed contains all statements and certifications required by
section 1804 of thistitle and, if the target is a United States person, the certification or
certifications are not clearly erroneous on the basis of the statement made under section

1804(a)(7)(E) 1 of thistitle and any other information furnished under section 1804(d) 1 of this
title.

(b) Determination of probable cause

In determining whether or not probable cause exists for purposes of an order under subsection
(a)(2), ajudge may consider past activities of the target, as well as facts and circumstances relating to
current or future activities of the target.

(c) Specifications and directions of orders
(1) Specifications
An order approving an electronic surveillance under this section shall specify—

(A) theidentity, if known, or a description of the specific target of the electronic surveillance
identified or described in the application pursuant to section 1804(a)(3) of thistitle;

(B) the nature and location of each of the facilities or places at which the electronic
surveillance will be directed, if known;

(C) the type of information sought to be acquired and the type of communications or
activities to be subjected to the surveillance;

(D) the means by which the electronic surveillance will be effected and whether physical
entry will be used to effect the surveillance; and

(E) the period of time during which the electronic surveillance is approved.

(2) Directions
An order approving an electronic surveillance under this section shall direct—

(A) that the minimization procedures be followed;

(B) that, upon the request of the applicant, a specified communication or other common
carrier, landlord, custodian, or other specified person, or in circumstances where the Court
finds, based upon specific facts provided in the application, that the actions of the target of the
application may have the effect of thwarting the identification of a specified person, such other
persons, furnish the applicant forthwith all information, facilities, or technical assistance
necessary to accomplish the electronic surveillance in such a manner as will protect its secrecy
and produce a minimum of interference with the services that such carrier, landlord, custodian,
or other person is providing that target of electronic surveillance;

(C) that such carrier, landlord, custodian, or other person maintain under security procedures
approved by the Attorney General and the Director of National Intelligence any records
concerning the surveillance or the aid furnished that such person wishesto retain; and

(D) that the applicant compensate, at the prevailing rate, such carrier, landlord, custodian, or
other person for furnishing such aid.

(3) Special directionsfor certain orders

An order approving an electronic surveillance under this section in circumstances where the
nature and location of each of the facilities or places at which the surveillance will be directed is
unknown shall direct the applicant to provide notice to the court within ten days after the date on
which surveillance begins to be directed at any new facility or place, unless the court finds good
cause to justify alonger period of up to 60 days, of—

(A) the nature and location of each new facility or place at which the electronic surveillance
is directed;

(B) the facts and circumstances relied upon by the applicant to justify the applicant's belief
that each new facility or place at which the electronic surveillance is directed is or was being
used, or is about to be used, by the target of the surveillance;

(C) astatement of any proposed minimization procedures that differ from those contained in



the original application or order, that may be necessitated by a change in the facility or place at
which the electronic surveillance is directed; and

(D) the total number of electronic surveillances that have been or are being conducted under
the authority of the order.

(d) Duration of order; extensions; review of circumstances under which information was
acquired, retained or disseminated

(1) An order issued under this section may approve an electronic surveillance for the period
necessary to achieve its purpose, or for ninety days, whichever isless, except that (A) an order under
this section shall approve an electronic surveillance targeted against aforeign power, as defined in
section 1801(a)(1), (2), or (3) of thistitle, for the period specified in the application or for one year,
whichever isless, and (B) an order under this chapter for a surveillance targeted against an agent of a
foreign power who is not a United States person may be for the period specified in the application or
for 120 days, whichever isless.

(2) Extensions of an order issued under this subchapter may be granted on the same basis as an
original order upon an application for an extension and new findings made in the same manner as
required for an original order, except that (A) an extension of an order under this chapter for a
surveillance targeted against aforeign power, as defined in paragraph (5), (6), or (7) of section
1801(a) of thistitle, or against aforeign power as defined in section 1801(a)(4) of thistitle that is not
a United States person, may be for a period not to exceed one year if the judge finds probable cause
to believe that no communication of any individual United States person will be acquired during the
period, and (B) an extension of an order under this chapter for a surveillance targeted against an
agent of aforeign power who is not a United States person may be for a period not to exceed 1 year.

(3) At or before the end of the period of time for which electronic surveillance is approved by an
order or an extension, the judge may assess compliance with the minimization procedures by
reviewing the circumstances under which information concerning United States persons was
acquired, retained, or disseminated.

(4) A denial of the application made under section 1804 of thistitle may be reviewed as provided
in section 1803 of thistitle.

(e) Emergency orders
(1) Notwithstanding any other provision of this subchapter, the Attorney General may authorize
the emergency employment of electronic surveillance if the Attorney General—

(A) reasonably determines that an emergency situation exists with respect to the employment of
electronic surveillance to obtain foreign intelligence information before an order authorizing such
surveillance can with due diligence be obtained;

(B) reasonably determines that the factual basis for the issuance of an order under this
subchapter to approve such electronic surveillance exists;

(C) informs, either personally or through a designee, ajudge having jurisdiction under section
1803 of thistitle at the time of such authorization that the decision has been made to employ
emergency electronic surveillance; and

(D) makes an application in accordance with this subchapter to a judge having jurisdiction
under section 1803 of thistitle as soon as practicable, but not later than 7 days after the Attorney
General authorizes such surveillance.

(2) If the Attorney General authorizes the emergency employment of electronic surveillance under
paragraph (1), the Attorney General shall require that the minimization procedures required by this
subchapter for the issuance of ajudicial order be followed.

(3) In the absence of ajudicial order approving such electronic surveillance, the surveillance shall
terminate when the information sought is obtained, when the application for the order is denied, or
after the expiration of 7 days from the time of authorization by the Attorney General, whichever is
earliest.

(4) A denia of the application made under this subsection may be reviewed as provided in section
1803 of thistitle.



(5) In the event that such application for approval is denied, or in any other case where the
electronic surveillance is terminated and no order is issued approving the surveillance, no
information obtained or evidence derived from such surveillance shall be received in evidence or
otherwise disclosed in any trial, hearing, or other proceeding in or before any court, grand jury,
department, office, agency, regulatory body, legislative committee, or other authority of the United
States, a State, or political subdivision thereof, and no information concerning any United States
person acquired from such surveillance shall subsequently be used or disclosed in any other manner
by Federal officers or employees without the consent of such person, except with the approval of the
Attorney General if the information indicates a threat of death or serious bodily harm to any person.

(6) The Attorney General shall assess compliance with the requirements of paragraph (5).

(f) Emergenciesinvolving non-United States per sons

(1) Notwithstanding any other provision of this chapter, the lawfully authorized targeting of a
non-United States person previously believed to be located outside the United States for the
acquisition of foreign intelligence information may continue for a period not to exceed 72 hours from
the time that the non-United States person is reasonably believed to be located inside the United
States and the acquisition is subject to this subchapter or to subchapter 11 of this chapter, provided
that the head of an element of the intelligence community—

(A) reasonably determines that alapse in the targeting of such non-United States person poses a
threat of death or serious bodily harm to any person;

(B) promptly notifies the Attorney General of a determination under subparagraph (A); and

(C) requests, as soon as practicable, the employment of emergency electronic surveillance under
subsection (e) or the employment of an emergency physical search pursuant to section 1824(e) of
thistitle, as warranted.

(2) The authority under this subsection to continue the acquisition of foreign intelligence
information is limited to a period not to exceed 72 hours and shall cease upon the earlier of the
following:

(A) The employment of emergency electronic surveillance under subsection (e) or the
employment of an emergency physical search pursuant to section 1824(e) of thistitle.

(B) An issuance of acourt order under this subchapter or subchapter 11 of this chapter.

(C) The Attorney General provides direction that the acquisition be terminated.

(D) The head of the element of the intelligence community conducting the acquisition
determines that a request under paragraph (1)(C) is not warranted.

(E) When the threat of death or serious bodily harm to any person is no longer reasonably
believed to exist.

(3) Nonpublicly available information concerning unconsenting United States persons acquired
under this subsection shall not be disseminated during the 72 hour time period under paragraph (1)
unless necessary to investigate, reduce, or eliminate the threat of death or serious bodily harm to any
person.

(4) If the Attorney General declines to authorize the employment of emergency electronic
surveillance under subsection () or the employment of an emergency physical search pursuant to
section 1824(e) of thistitle, or a court order is not obtained under this subchapter or subchapter 11 of
this chapter, information obtained during the 72 hour acquisition time period under paragraph (1)
shall not be retained, except with the approval of the Attorney General if the information indicates a
threat of death or serious bodily harm to any person.

(5) Paragraphs (5) and (6) of subsection (€) shall apply to this subsection.

(g) Testing of electronic equipment; discovering unauthorized electronic surveillance; training
of intelligence personnel

Notwithstanding any other provision of this subchapter, officers, employees, or agents of the

United States are authorized in the normal course of their official dutiesto conduct electronic
surveillance not targeted against the communications of any particular person or persons, under



procedures approved by the Attorney General, solely to—
(2) test the capability of electronic equipment, if—

(A) it is not reasonable to obtain the consent of the persons incidentally subjected to the
surveillance;

(B) thetest islimited in extent and duration to that necessary to determine the capability of
the equipment;

(C) the contents of any communication acquired are retained and used only for the purpose of
determining the capability of the equipment, are disclosed only to test personnel, and are
destroyed before or immediately upon completion of the test; and:

(D) Provided, That the test may exceed ninety days only with the prior approval of the
Attorney General;

(2) determine the existence and capability of electronic surveillance equipment being used by
persons not authorized to conduct electronic surveillance, if—

(A) it is not reasonable to obtain the consent of personsincidentally subjected to the
surveillance;

(B) such electronic surveillanceis limited in extent and duration to that necessary to
determine the existence and capability of such equipment; and

(C) any information acquired by such surveillance is used only to enforce chapter 119 of title
18, or section 605 of title 47, or to protect information from unauthorized surveillance; or

(3) train intelligence personnel in the use of electronic surveillance equipment, if—
(A) it is not reasonable to—
(i) obtain the consent of the persons incidentally subjected to the surveillance;
(i) train personsin the course of surveillances otherwise authorized by this subchapter; or
(i) train persons in the use of such equipment without engaging in electronic surveillance;

(B) such electronic surveillanceis limited in extent and duration to that necessary to train the
personnel in the use of the equipment; and

(C) no contents of any communication acquired are retained or disseminated for any purpose,
but are destroyed as soon as reasonably possible.

(h) Retention of certifications, applicationsand orders

Certifications made by the Attorney General pursuant to section 1802(a) of thistitle and
applications made and orders granted under this subchapter shall be retained for a period of at least
ten years from the date of the certification or application.

(i) Bar tolegal action

No cause of action shall liein any court against any provider of awire or electronic
communication service, landlord, custodian, or other person (including any officer, employee, agent,
or other specified person thereof) that furnishes any information, facilities, or technical assistancein
accordance with a court order or request for emergency assistance under this chapter for electronic
surveillance or physical search.

() Pen registersand trap and trace devices

In any case in which the Government makes an application to a judge under this subchapter to
conduct electronic surveillance involving communications and the judge grants such application,
upon the request of the applicant, the judge shall also authorize the installation and use of pen
registers and trap and trace devices, and direct the disclosure of the information set forth in section
1842(d)(2) of thistitle.

(Pub. L. 95-511, title |, §105, Oct. 25, 1978, 92 Stat. 1790; Pub. L. 98-549, 8§6(b)(3), Oct. 30, 1984,
98 Stat. 2804; Pub. L. 106-567, title VI, §602(b), Dec. 27, 2000, 114 Stat. 2851; Pub. L. 107-56,
title 11, §8206, 207(a)(1), (b)(1), 225, Oct. 26, 2001, 115 Stat. 282, 295; Pub. L. 107—108, title 1,
§314(3)(2), (c)(1), Dec. 28, 2001, 115 Stat. 1402, 1403; Pub. L. 107-273, div. B, title IV, §4005(c),



Nov. 2, 2002, 116 Stat. 1812; Pub. L. 108458, title I, §1071(€), Dec. 17, 2004, 118 Stat. 3691; Pub.
L. 109-177, title |, §§102(b)(1), 105(a), 108(a)(2), (b), Mar. 9, 2006, 120 Stat. 195, 203; Pub. L.
110-261, title |, §8105(a), 110(c)(1), July 10, 2008, 122 Stat. 2461, 2466; Pub. L. 111-118, div. B,
§1004(a), Dec. 19, 2009, 123 Stat. 3470; Pub. L. 111-141, §1(a), Feb. 27, 2010, 124 Stat. 37; Pub. L.
111-259, title VI, §806(a)(2), Oct. 7, 2010, 124 Stat. 2748; Pub. L. 112-3, §2(a), Feb. 25, 2011,
125 Stat. 5; Pub. L. 112-14, §2(a), May 26, 2011, 125 Stat. 216; Pub. L. 114-23, title V11, 88701(a),
705(a), (), June 2, 2015, 129 Stat. 298, 300; Pub. L. 115-118, title I1, §205(b)(2), Jan. 19, 2018, 132
Stat. 22; Pub. L. 116-69, div. B, title VI, §1703(a), Nov. 21, 2019, 133 Stat. 1143.)

AMENDMENT OF SUBSECTION (C)(2)

Pub. L. 109-177, title |, 8102(b), Mar. 9, 2006, 120 Sat. 195, as amended by Pub. L. 111-118,
div. B, 81004(a), Dec. 19, 2009, 123 Sat. 3470; Pub. L. 111-141, 81(a), Feb. 27, 2010, 124 Sat. 37;
Pub. L. 112-3, 82(a), Feb. 25, 2011, 125 Sat. 5; Pub. L. 112-14, §2(a), May 26, 2011, 125 Sat.
216; Pub. L. 114-23, title VII, 8705(a), (c), June 2, 2015, 129 Sat. 300; Pub. L. 116-69, div. B, title
VII, 81703(a), Nov. 21, 2019, 133 Sat. 1143, provided that, effective Mar. 15, 2020, with certain
exceptions, subsec. (c)(2) of this section isamended to read asit read on Oct. 25, 2001

(2) direct—

(A) that the minimization procedures be followed;

(B) that, upon the request of the applicant, a specified communication or other common
carrier, landlord, custodian, or other specified person furnish the applicant forthwith all
information, facilities, or technical assistance necessary to accomplish the electronic
surveillance in such a manner aswill protect its secrecy and produce a minimum of interference
with the services that such carrier, landlord, custodian, or other person is providing that target
of electronic surveillance;

(C) that such carrier, landlord, custodian, or other person maintain under security
procedures approved by the Attorney General and the Director of Central Intelligence any
records concerning the surveillance or the aid furnished that such person wishes to retain; and

(D) that the applicant compensate, at the prevailing rate, such carrier, landlord, custodian,
or other person for furnishing such aid.

See 2006, 2009, 2010, 2011, 2015, and 2019 Amendment notes bel ow.

[ Amendment made by Pub. L. 114-23 to section 102(b) of Pub. L. 109-177, delaying the reversion
of subsec. (c)(2) of this section from June 1, 2015, to Dec. 15, 2019, was given effect to reflect the
probable intent of Congress, notwithstanding that Pub. L. 114-23 was enacted on June 2, 2015.]

REFERENCESIN TEXT

Section 1804(a)(7)(E) of thistitle, referred to in subsec. (a)(4), was redesignated section 1804(a)(6)(E) of
thistitle by Pub. L. 110-261, title I, §104(1)(B), July 10, 2008, 122 Stat. 2461.

Section 1804(d) of thistitle, referred to in subsec. (a)(4), was redesignated section 1804(c) of thistitle by
Pub. L. 110-261, title I, 8104(3), July 10, 2008, 122 Stat. 2461.

This chapter, referred to in subsecs. (d), (f)(1), and (i), wasin the original "this Act", meaning Pub. L.
95-511, Oct. 25, 1978, 92 Stat. 1783, which is classified principally to this chapter. For complete
classification of this Act to the Code, see Short Title note set out under section 1801 of thistitle and Tables.

CODIFICATION
Asoriginally enacted, Pub. L. 107-56, 8225, amended this section by adding subsec. (h) relating to bar of
legal action after subsec. (g). The section aready contained a subsec. (h). Both Pub. L. 107-108,
8314(a)(2)(C), and Pub. L. 107-273, §4005(c), made amendments retroactive to the date of enactment of Pub.
L. 107-56 which had the effect of redesignating subsec. (h), relating to bar of legal action, as subsec. (i) and
transferring it to appear at the end of this section. See 2001 Amendment notes, Effective Date of 2002
Amendment note, and Effective Date of 2001 Amendment note below.

AMENDMENTS
2019—Pub. L. 116-69 amended directory language of Pub. L. 109-177, 8102(b)(1). See 2006 Amendment
note below.
2018—Subsec. (d)(4). Pub. L. 115-118 added par. (4).
2015—Subsec. (c)(2). Pub. L. 114-23, §705(a), (c), anended directory language of Pub. L. 109-177,



8102(b)(1). See 2006 Amendment note below. Pursuant to Pub. L. 109-177, §102(b)(1), as amended by Pub.
L. 11214, subsec. (c)(2) was amended, effective June 1, 2015, to read asit read on Oct. 25, 2001. The
amendment by Pub. L. 114-23, which delayed the reversion of subsec. (c)(2) from June 1, 2015, to Dec. 15,
2019, was given effect to reflect the probable intent of Congress, notwithstanding that Pub. L. 114-23 was
enacted on June 2, 2015.

Subsecs. (f) to (j). Pub. L. 114-23, §701(a), added subsec. (f) and redesignated former subsecs. (f) to (i) as
(9) to (j), respectively.

2011—Subsec. (c)(2). Pub. L. 112-14 amended directory language of Pub. L. 109-177, §102(b)(1). See
2006 Amendment note below.

Pub. L. 112-3 amended directory language of Pub. L. 109-177, §102(b)(1). See 2006 Amendment note
below.

2010—Subsec. (c)(2). Pub. L. 111-141 amended directory language of Pub. L. 109-177, 8102(b)(1). See
2006 Amendment note below.

Subsec. (¢)(2)(C). Pub. L. 111-259 made technical amendment to directory language of Pub. L. 108-458,
81071(e). See 2004 Amendment note bel ow.

2009—Subsec. (c)(2). Pub. L. 111-118 amended directory language of Pub. L. 109-177, 8102(b)(1). See
2006 Amendment note below.

2008—Subsec. (a). Pub. L. 110-261, 8105(a)(1), redesignated pars. (2) to (5) as (1) to (4), respectively, and
struck out former par. (1) which read as follows: "the President has authorized the Attorney Genera to
approve applications for electronic surveillance for foreign intelligence information;”.

Subsec. (b). Pub. L. 110-261, 8105(8)(2), substituted "(a)(2)" for "(a)(3)".

Subsec. (¢)(1)(D) to (F). Pub. L. 110-261, 8105(a)(3), inserted "and" after semicolon at and of subpar. (D),
substituted a period for "; and" in subpar. (E), and struck out subpar. (F) which read as follows: "whenever
more than one electronic, mechanical, or other surveillance device is to be used under the order, the authorized
coverage of the devices involved and what minimization procedures shall apply to information subject to
acquisition by each device."

Subsec. (d). Pub. L. 110-261, 8105(a)(4), (5), redesignated subsec. (€) as (d) and struck out former subsec.
(d) which related to exclusion of certain information respecting foreign power targets from ex parte order.

Subsec. (d)(2). Pub. L. 110-261, §110(c)(1), substituted "paragraph (5), (6), or (7) of section 1801(a)" for
"section 1801(a)(5) or (6)".

Subsec. (€). Pub. L. 110-261, 8105(a)(5), (6), redesignated subsec. (f) as (e) and amended it generally. Prior
to amendment, subsec. (€) related to authority of the Attorney General to authorize emergency employment of
electronic surveillance and required application to ajudge within 72 hours after authorization. Former subsec.
(e) redesignated (d).

Subsecs. () to (i). Pub. L. 110-261, 8105(a)(5), (7), added subsec. (i) and redesignated former subsecs. (g)
to (i) as (f) to (h), respectively. Former subsec. (f) redesignated (€).

2006—Subsec. (c)(1). Pub. L. 109-177, §108(b)(1), substituted "(1) SPECIFICATIONS.—AnN order
approving an electronic surveillance under this section shall specify—" for "An order approving an electronic
surveillance under this section shall—

"(1) specify—".

Subsec. (c)(1)(A). Pub. L. 109-177, §108(a)(2)(A), substituted "specific target of the electronic surveillance
identified or described in the application pursuant to section 1804(a)(3) of thistitle" for "target of the
electronic surveillance".

Subsec. (¢)(1)(F). Pub. L. 109-177, 8108(b)(2), substituted period for "; and" at end.

Subsec. (¢)(2). Pub. L. 109-177, 8108(b)(3), inserted par. heading and substituted "An order approving an
electronic surveillance under this section shall direct” for "direct” in introductory provisions.

Pub. L. 109-177, 8102(b)(1), as amended by Pub. L. 111-118, Pub. L. 111-141, Pub. L. 112-3, Pub. L.
112-14, Pub. L. 114-23, §705(a), (c), and Pub. L. 11669, amended par. (2), effective Mar. 15, 2020, so as to
read asit read on Oct. 25, 2001. Prior to amendment, par. (2) established requirements of orders approving
electronic surveillance.

Subsec. (¢)(2)(B). Pub. L. 109-177, 8108(a)(2)(B), substituted "where the Court finds, based upon specific
facts provided in the application,” for "where the Court finds'.

Subsec. (c)(3). Pub. L. 109-177, 8108(b)(4), added par. (3).

Subsec. (e)(1)(B). Pub. L. 109-177, 8105(a)(1), substituted "who is not a United States person” for ", as
defined in section 1801(b)(1)(A) of thistitle".

Subsec. (€)(2)(B). Pub. L. 109-177, 8105(a)(2), substituted "who is not a United States person” for "as
defined in section 1801(b)(1)(A) of thistitle".

2004—Subsec. (c)(2)(C). Pub. L. 108458, §1071(e), as amended by Pub. L. 111259, substituted



"Director of National Intelligence” for "Director of Central Intelligence”.

2002—Subsec. (i). Pub. L. 107—273 amended Pub. L. 107-56, §225. See 2001 Amendment notes below.

2001—Subsec. (c)(1)(B). Pub. L. 107-108, 8314(a)(2)(A), inserted ", if known" before semicolon at end.

Subsec. (¢)(2)(B). Pub. L. 107-56, 8206, inserted ", or in circumstances where the Court finds that the
actions of the target of the application may have the effect of thwarting the identification of a specified person,
such other persons,” after "specified person”.

Subsec. (e)(1). Pub. L. 107-56, 8207(a)(1), inserted "(A)" after "except that" and ", and (B) an order under
this chapter for a surveillance targeted against an agent of aforeign power, as defined in section 1801(b)(1)(A)
of thistitle may be for the period specified in the application or for 120 days, whichever isless" before period
at end.

Subsec. (€)(2). Pub. L. 107-56, 8207(b)(1), as amended by Pub. L. 107-108, 8314(c)(1), inserted "(A)"
after "except that" and ", and (B) an extension of an order under this chapter for a surveillance targeted against
an agent of aforeign power as defined in section 1801(b)(1)(A) of thistitle may be for a period not to exceed
1 year" before period at end.

Subsec. (f). Pub. L. 107-108, 8314(a)(2)(B), substituted "72 hours" for "twenty-four hours' in two placesin
concluding provisions.

Subsec. (h). Pub. L. 107108, §314(a)(2)(C), transferred subsec. (h) added by section 225 of Pub. L.
107-56 to appear after the subsec. (h) redesignated by section 602(b)(2) of Pub. L. 106-567, and redesignated
the transferred subsec. (h) as subsec. (i). See Codification note above.

Subsec. (i). Pub. L. 107-108, 8314(a)(2)(D), inserted "for electronic surveillance or physical search" before
period at end.

Pub. L. 107-108, §314(a)(2)(C), transferred subsec. (h) added by section 225 of Pub. L. 107-56 to appear
after the subsec. (h) redesignated by section 602(b)(2) of Pub. L. 106-567, and redesignated the transferred
subsec. (h) as subsec. (i). See Codification note above.

Pub. L. 107-56, §225, as amended by Pub. L. 107-273, 84005(c), added subsec. (i) relating to bar of legal
action.

2000—Subsecs. (b), (c). Pub. L. 106-567, 8602(b)(1), (2), added subsec. (b) and redesignated former
subsec. (b) as (c). Former subsec. (c) redesignated (d).

Subsec. (d). Pub. L. 106-567, 8602(b)(1), (3), redesignated subsec. (c) as (d) and substituted "subsection
(c)(1)" for "subsection (b)(1)". Former subsec. (d) redesignated (e).

Subsecs. (€) to (h). Pub. L. 106-567, 8602(b)(1), redesignated subsecs. (d) to (g) as (e) to (h), respectively.

1984—Subsec. (f)(2)(C). Pub. L. 98-549 substituted "section 705" for "section 605" in the original to
accommodate renumbering of sectionsin subchapter VI (section 601 et seq.) of chapter 5 of Title 47,
Telegraphs, Telephones, and Radiotel egraphs, by section 6(a) of Pub. L. 98-549. Because both sections
translate as "section 605 of Title 47", the amendment by Pub. L. 98-549 resulted in no change in text.

EFFECTIVE DATE OF 2008 AMENDMENT

Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110261, set out as a Transition Procedures note under section 1801 of this title, see section 402 of Pub. L.
110261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

EFFECTIVE DATE OF 2006 AMENDMENT

Pub. L. 109-177, title I, 8102(b), Mar. 9, 2006, 120 Stat. 195, as amended by Pub. L. 111-118, div. B,
81004(a), Dec. 19, 2009, 123 Stat. 3470; Pub. L. 111-141, 81(a), Feb. 27, 2010, 124 Stat. 37; Pub. L. 112-3,
82(a), Feb. 25, 2011, 125 Stat. 5; Pub. L. 112-14, §82(a), May 26, 2011, 125 Stat. 216; Pub. L. 114-23, title
VI, 8705(a), (c), June 2, 2015, 129 Stat. 300; Pub. L. 116-69, div. B, title VII, §1703(a), Nov. 21, 2019, 133
Stat. 1143, provided that:

"(1) IN GENERAL.—Effective March 15, 2020, the Foreign Intelligence Surveillance Act of 1978 [50
U.S.C. 1801 et seq.] isamended so that title V and section 105(c)(2) [50 U.S.C. 1861 to 1863, and 1805(c)(2)]
read as they read on October 25, 2001.

"(2) EXCEPTION.—With respect to any particular foreign intelligence investigation that began before the
date on which the provisions referred to in paragraph (1) cease to have effect, or with respect to any particular
offense or potential offense that began or occurred before the date on which such provisions cease to have
effect, such provisions shall continue in effect.”

[Pub. L. 109-177, 8102(b)(1), set out above, as amended by Pub. L. 112-14, provided that sections 1861
and 1862 of thistitle and subsec. (c)(2) of this section were amended, effective June 1, 2015, to read as they
read on Oct. 25, 2001. Pub. L. 114-23, §705(a), amended section 102(b)(1) by substituting "December 15,
2019" for "June 1, 2015", thereby delaying the reversion of those provisions until Dec. 15, 2019. Such



amendment was given effect in those provisions by not executing the reversions on June 1, 2015, to reflect the
probable intent of Congress, notwithstanding that Pub. L. 11423 was enacted on June 2, 2015. See
Amendment of Subsection (c)(2) note and 2015 Amendment note for subsec. (c)(2) above and Amendment of
Section, Codification, and 2015 Amendment notes under sections 1861 and 1862 of thistitle.]

EFFECTIVE DATE OF 2004 AMENDMENT
For Determination by President that amendment by Pub. L. 108-458 take effect on Apr. 21, 2005, see
Memorandum of President of the United States, Apr. 21, 2005, 70 F.R. 23925, set out as a note under section
3001 of thistitle.
Amendment by Pub. L. 108458 effective not later than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L. 108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 3001 of thistitle.

EFFECTIVE DATE OF 2002 AMENDMENT

Pub. L. 107-273, div. B, title IV, 84005(c), Nov. 2, 2002, 116 Stat. 1812, provided that the amendment
made by section 4005(c) is effective Oct. 26, 2001.

EFFECTIVE DATE OF 2000 AMENDMENT

Pub. L. 107-108, title I11, 8314(c), Dec. 28, 2001, 115 Stat. 1402, provided in part that the amendment
made by section 314(c)(1) of Pub. L. 107-108 is effective as of Oct. 26, 2001, and asif included in Pub. L.
107-56 as originally enacted.

EFFECTIVE DATE OF 1984 AMENDMENT

Amendment by Pub. L. 98-549 effective 60 days after Oct. 30, 1984, except where otherwise expressly
provided, see section 9(a) of Pub. L. 98-549, set out as a note under section 521 of Title 47,
Telecommunications.

1 See References in Text note below.

§81805a to 1805c. Repealed. Pub. L. 110-261, title |V, §403(a)(1)(A), July 10,
2008, 122 Stat. 2473

Section 1805a, Pub. L. 95-511, title |, 8105A, as added Pub. L. 110-55, 82, Aug. 5, 2007, 121 Stat. 552,
related to clarification of electronic surveillance of persons outside the United States.

Section 1805b, Pub. L. 95-511, title I, 8105B, as added Pub. L. 110-55, 82, Aug. 5, 2007, 121 Stat. 552,
related to additional procedure for authorizing certain acquisitions concerning persons located outside the
United States.

Section 1805c¢, Pub. L. 95-511, title |, 8105C, as added Pub. L. 110-55, 83, Aug. 5, 2007, 121 Stat. 555,
related to submission to court review of procedures.

EFFECTIVE DATE OF REPEAL

Repeal effective July 10, 2008, except as provided in section 404 of Pub. L. 110-261, set out as a Transition
Procedures note under section 1801 of thistitle, see section 402 of Pub. L. 110261, set out as an Effective
Date of 2008 Amendment note under section 1801 of thistitle.

81806. Use of infor mation

(a) Compliance with minimization procedures; privileged communications; lawful purposes

Information acquired from an electronic surveillance conducted pursuant to this subchapter
concerning any United States person may be used and disclosed by Federal officers and employees
without the consent of the United States person only in accordance with the minimization procedures
required by this subchapter. No otherwise privileged communication obtained in accordance with, or
in violation of, the provisions of this subchapter shall lose its privileged character. No information
acquired from an electronic surveillance pursuant to this subchapter may be used or disclosed by
Federal officers or employees except for lawful purposes.



(b) Statement for disclosure

No information acquired pursuant to this subchapter shall be disclosed for law enforcement
purposes unless such disclosure is accompanied by a statement that such information, or any
information derived therefrom, may only be used in acrimina proceeding with the advance
authorization of the Attorney General.

(c) Notification by United States

Whenever the Government intends to enter into evidence or otherwise use or disclosein any tria,
hearing, or other proceeding in or before any court, department, officer, agency, regulatory body, or
other authority of the United States, against an aggrieved person, any information obtained or
derived from an electronic surveillance of that aggrieved person pursuant to the authority of this
subchapter, the Government shall, prior to the trial, hearing, or other proceeding or at a reasonable
time prior to an effort to so disclose or so use that information or submit it in evidence, notify the
aggrieved person and the court or other authority in which the information is to be disclosed or used
that the Government intends to so disclose or so use such information.

(d) Notification by Statesor political subdivisions

Whenever any State or political subdivision thereof intends to enter into evidence or otherwise use
or disclosein any trial, hearing, or other proceeding in or before any court, department, officer,
agency, regulatory body, or other authority of a State or a political subdivision thereof, against an
aggrieved person any information obtained or derived from an electronic surveillance of that
aggrieved person pursuant to the authority of this subchapter, the State or political subdivision
thereof shall notify the aggrieved person, the court or other authority in which the information isto
be disclosed or used, and the Attorney General that the State or political subdivision thereof intends
to so disclose or so use such information.

(e) Motion to suppress
Any person against whom evidence obtained or derived from an electronic surveillance to which

he is an aggrieved person is to be, or has been, introduced or otherwise used or disclosed in any trial,
hearing, or other proceeding in or before any court, department, officer, agency, regulatory body, or
other authority of the United States, a State, or a political subdivision thereof, may move to suppress
the evidence obtained or derived from such electronic surveillance on the grounds that—

(2) the information was unlawfully acquired; or

(2) the surveillance was not made in conformity with an order of authorization or approval.

Such amotion shall be made before the trial, hearing, or other proceeding unless there was no
opportunity to make such a motion or the person was not aware of the grounds of the motion.

() In camera and ex partereview by district court

Whenever a court or other authority is notified pursuant to subsection (c) or (d), or whenever a
motion is made pursuant to subsection (€), or whenever any motion or request is made by an
aggrieved person pursuant to any other statute or rule of the United States or any State before any
court or other authority of the United States or any State to discover or obtain applications or orders
or other materials relating to electronic surveillance or to discover, obtain, or suppress evidence or
information obtained or derived from electronic surveillance under this chapter, the United States
district court or, where the motion is made before another authority, the United States district court
in the same district as the authority, shall, notwithstanding any other law, if the Attorney General
files an affidavit under oath that disclosure or an adversary hearing would harm the national security
of the United States, review in camera and ex parte the application, order, and such other materials
relating to the surveillance as may be necessary to determine whether the surveillance of the
aggrieved person was lawfully authorized and conducted. In making this determination, the court
may disclose to the aggrieved person, under appropriate security procedures and protective orders,
portions of the application, order, or other materials relating to the surveillance only where such
disclosure is necessary to make an accurate determination of the legality of the surveillance.



(g) Suppression of evidence; denial of motion

If the United States district court pursuant to subsection (f) determines that the surveillance was
not lawfully authorized or conducted, it shall, in accordance with the requirements of law, suppress
the evidence which was unlawfully obtained or derived from electronic surveillance of the aggrieved
person or otherwise grant the motion of the aggrieved person. If the court determines that the
surveillance was lawfully authorized and conducted, it shall deny the motion of the aggrieved person
except to the extent that due process requires discovery or disclosure.

(h) Finality of orders

Orders granting motions or requests under subsection (g), decisions under this section that
electronic surveillance was not lawfully authorized or conducted, and orders of the United States
district court requiring review or granting disclosure of applications, orders, or other materials
relating to a surveillance shall be final orders and binding upon all courts of the United States and the
several States except a United States court of appeals and the Supreme Court.

() Destruction of unintentionally acquired information

In circumstances involving the unintentional acquisition by an electronic, mechanical, or other
surveillance device of the contents of any communication, under circumstances in which a person
has a reasonabl e expectation of privacy and awarrant would be required for law enforcement
purposes, and if both the sender and all intended recipients are located within the United States, such
contents shall be destroyed upon recognition, unless the Attorney General determines that the
contents indicate a threat of death or serious bodily harm to any person.

(1) Notification of emergency employment of electronic surveillance; contents; postponement,
suspension or elimination

If an emergency employment of electronic surveillance is authorized under subsection (e) or (f) of
section 1805 of thistitle and a subsequent order approving the surveillance is not obtained, the judge
shall cause to be served on any United States person named in the application and on such other
United States persons subject to electronic surveillance as the judge may determine in his discretion
itisintheinterest of justiceto serve, notice of—

(1) the fact of the application;
(2) the period of the surveillance; and
(3) the fact that during the period information was or was not obtained.

On an ex parte showing of good cause to the judge the serving of the notice required by this
subsection may be postponed or suspended for a period not to exceed ninety days. Thereafter, on a
further ex parte showing of good cause, the court shall forego ordering the serving of the notice
required under this subsection.

(k) Coordination with law enfor cement on national security matters

(1) Federal officers who conduct el ectronic surveillance to acquire foreign intelligence
information under this subchapter may consult with Federal law enforcement officers or law
enforcement personnel of a State or political subdivision of a State (including the chief executive
officer of that State or political subdivision who has the authority to appoint or direct the chief law
enforcement officer of that State or political subdivision) to coordinate efforts to investigate or
protect against—

(A) actual or potential attack or other grave hostile acts of aforeign power or an agent of a
foreign power;

(B) sabotage, international terrorism, or the international proliferation of weapons of mass
destruction by aforeign power or an agent of aforeign power; or

(C) clandestine intelligence activities by an intelligence service or network of aforeign power
or by an agent of aforeign power.

(2) Coordination authorized under paragraph (1) shall not preclude the certification required by



section 1804(a)(7)(B) 1 of thistitle or the entry of an order under section 1805 of thistitle.

(Pub. L. 95-511, title |, §106, Oct. 25, 1978, 92 Stat. 1793; Pub. L. 107-56, title \V, §504(a), Oct. 26,
2001, 115 Stat. 364; Pub. L. 107—296, title V111, §898, Nov. 25, 2002, 116 Stat. 2258; Pub. L.
110-261, title |, §8106, 110(b)(1), July 10, 2008, 122 Stat. 2462, 2466; Pub. L. 114-23, title VI,
§701(b), June 2, 2015, 129 Stat. 299.)

REFERENCESIN TEXT

This chapter, referred to in subsec. (f), was in the origina "this Act”, meaning Pub. L. 95-511, Oct. 25,
1978, 92 Stat. 1783, which is classified principally to this chapter. For complete classification of this Act to
the Code, see Short Title note set out under section 1801 of thistitle and Tables.

Section 1804(a)(7)(B) of thistitle, referred to in subsec. (k)(2), was redesignated section 1804(a)(6)(B) of
thistitle by Pub. L. 110-261, title I, 8104(1)(B), July 10, 2008, 122 Stat. 2461.

AMENDMENTS

2015—Subsec. (j). Pub. L. 114-23 substituted "subsection (€) or (f) of section 1805 of thistitle" for
"section 1805(e) of thistitle".

2008—Subsec. (i). Pub. L. 110261, §106, substituted "communication" for "radio communication".

Subsec. (k)(1)(B). Pub. L. 110-261, 8110(b)(1), substituted "sabotage, international terrorism, or the
international proliferation of weapons of mass destruction” for "sabotage or international terrorism”.

2002—Subsec. (k)(1). Pub. L. 107-296, in introductory provisions, inserted "or law enforcement personnel
of a State or political subdivision of a State (including the chief executive officer of that State or political
subdivision who has the authority to appoint or direct the chief law enforcement officer of that State or
political subdivision)" after "law enforcement officers’.

2001—Subsec. (k). Pub. L. 107-56 added subsec. (k).

EFFECTIVE DATE OF 2008 AMENDMENT

Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110-261, set out as a Transition Procedures note under section 1801 of thistitle, see section 402 of Pub. L.
110-261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

EFFECTIVE DATE OF 2002 AMENDMENT

Amendment by Pub. L. 107-296 effective 60 days after Nov. 25, 2002, see section 4 of Pub. L. 107-296,
set out as an Effective Date note under section 101 of Title 6, Domestic Security.

REPORT ON MECHANISMSFOR DETERMINATIONS OF DISCLOSURE OF INFORMATION
FOR LAW ENFORCEMENT PURPOSES

Pub. L. 106-567, title VI, 8604(b), Dec. 27, 2000, 114 Stat. 2853, provided that:

"(1) The Attorney General shall submit to the appropriate committees of Congress areport on the
authorities and procedures utilized by the Department of Justice for determining whether or not to disclose
information acquired under the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) for law
enforcement purposes.

"(2) In this subsection, the term ‘appropriate committees of Congress means the following:

"(A) The Select Committee on Intelligence and the Committee on the Judiciary of the Senate.
"(B) The Permanent Select Committee on Intelligence and the Committee on the Judiciary of the
House of Representatives.”

1 see References in Text note below.

81807. Report of electronic surveillance

(&) Annual report

In April of each year, the Attorney General shall transmit to the Administrative Office of the
United States Courts and to the congressional intelligence committees and the Committees on the
Judiciary of the House of Representatives and the Senate a report setting forth with respect to the
preceding calendar year—



(1) the total number of applications made for orders and extensions of orders approving
electronic surveillance under this subchapter;

(2) the total number of such orders and extensions either granted, modified, or denied; and

(3) the total number of subjects targeted by electronic surveillance conducted under an order or
emergency authorization under this subchapter, rounded to the nearest 500, including the number
of such individuals who are United States persons, reported to the nearest band of 500, starting
with 0-499.

(b) Form

Each report under subsection (&) shall be submitted in unclassified form, to the extent consistent
with national security. Not later than 7 days after the date on which the Attorney General submits
each such report, the Attorney General shall make the report publicly available, or, if the Attorney
General determines that the report cannot be made publicly available consistent with national
security, the Attorney General may make publicly available an unclassified summary of the report or
aredacted version of the report.

(Pub. L. 95-511, title |, §107, Oct. 25, 1978, 92 Stat. 1795; Pub. L. 115-118, title |, §107(a), Jan. 19,
2018, 132 Stat. 14.)

AMENDMENTS

2018—Pub. L. 115-118 amended section generally. Prior to amendment, section related to report to
Administrative Office of the United States Court and to Congress.

§1808. Report of Attorney General to Congressional committees; limitation on
authority or responsibility of information gathering activities of
Congressional committees; report of Congressional committeesto Congress

(a)(2) On asemiannual basisthe Attorney General shall fully inform the Permanent Select
Committee on Intelligence and the Committee on the Judiciary of the House of Representatives and
the Select Committee on Intelligence and the Committee on the Judiciary of the Senate concerning
all electronic surveillance under this subchapter. Nothing in this subchapter shall be deemed to limit
the authority and responsibility of the appropriate committees of each House of Congressto obtain
such information as they may need to carry out their respective functions and duties.

(2) Each report under the first sentence of paragraph (1) shall include a description of—

(A) the total number of applications made for orders and extensions of orders approving
electronic surveillance under this subchapter where the nature and location of each facility or
place at which the electronic surveillance will be directed is unknown;

(B) each criminal case in which information acquired under this chapter has been authorized for
use at trial during the period covered by such report;

(C) the total number of emergency employments of electronic surveillance under section
1805(e) of thistitle and the total number of subsequent orders approving or denying such
electronic surveillance; and

(D) the total number of authorizations under section 1805(f) of thistitle and the total number of
subsequent emergency employments of electronic surveillance under section 1805(e) of thistitle

or emergency physical searches pursuant to section 301(e)..

(b) On or before one year after October 25, 1978, and on the same day each year for four years
thereafter, the Permanent Select Committee on Intelligence and the Senate Select Committee on
Intelligence shall report respectively to the House of Representatives and the Senate, concerning the
implementation of this chapter. Said reports shall include but not be limited to an analysis and
recommendations concerning whether this chapter should be (1) amended, (2) repealed, or (3)
permitted to continue in effect without amendment.

(Pub. L. 95511, titlel, 8108, Oct. 25, 1978, 92 Stat. 1795; Pub. L. 106-567, title VI, 8604(a), Dec.



27, 2000, 114 Stat. 2853; Pub. L. 109-177, title I, §108(c), Mar. 9, 2006, 120 Stat. 204; Pub. L.
110-261, title I, §105(b), July 10, 2008, 122 Stat. 2462; Pub. L. 114-23, title VI, §605(a), title V11,
§701(c), June 2, 2015, 129 Stat. 297, 299.)

REFERENCESIN TEXT

Section 301, referred to in subsec. (8)(2)(D), means section 301 of Pub. L. 95-511, which is classified to
section 1821 of thistitle, relates to definitions for terms used in subchapter |1 of this chapter, and does not
contain a subsec. (e). Section 304(e) of Pub. L. 95-511, which is classified to section 1824(e) of thistitle,
relates to authorizations and orders for emergency physical searches.

This chapter, referred to in subsec. (b), wasin the original "this Act”", meaning Pub. L. 95-511, Oct. 25,
1978, 92 Stat. 1783, which is classified principally to this chapter. For complete classification of this Act to
the Code, see Short Title note set out under section 1801 of thistitle and Tables.

AMENDMENTS

2015—Subsec. (a)(1). Pub. L. 11423, 8605(a), substituted "the Permanent Select Committee on
Intelligence and the Committee on the Judiciary of the House of Representatives and the Select Committee on
Intelligence and the Committee on the Judiciary of the Senate" for "the House Permanent Select Committee
on Intelligence and the Senate Select Committee on Intelligence, and the Committee on the Judiciary of the
Senate,".
Subsec. (a)(2)(D). Pub. L. 114-23, §701(c), added subpar. (D).
2008—Subsec. (8)(2)(C). Pub. L. 110-261 substituted "1805(e)" for "1805(f)".
2006—Subsec. (a)(1). Pub. L. 109-177, 8108(c)(1), inserted ", and the Committee on the Judiciary of the
Senate," after " Senate Select Committee on Intelligence”.
Subsec. (8)(2). Pub. L. 109-177, 8108(c)(2), anended par. (2) generally. Prior to amendment, par. (2) read
asfollows: "Each report under the first sentence of paragraph (1) shall include a description of—
"(A) each criminal case in which information acquired under this chapter has been passed for law
enforcement purposes during the period covered by such report; and
"(B) each criminal case in which information acquired under this chapter has been authorized for use at
trial during such reporting period."
2000—Subsec. (8). Pub. L. 106-567 designated existing provisions as par. (1) and added par. (2).

EFFECTIVE DATE OF 2008 AMENDMENT

Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110261, set out as a Transition Procedures note under section 1801 of this title, see section 402 of Pub. L.
110261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

1 See References in Text note below.

81809. Criminal sanctions

(a) Prohibited activities
A person is guilty of an offenseif he intentionally—

(1) engages in electronic surveillance under color of law except as authorized by this chapter,
chapter 119, 121, or 206 of title 18, or any express statutory authorization that is an additional
exclusive means for conducting electronic surveillance under section 1812 of thistitle;

(2) discloses or uses information obtained under color of law by electronic surveillance,
knowing or having reason to know that the information was obtained through electronic
surveillance not authorized by this chapter, chapter 119, 121, or 206 of title 18, or any express
statutory authorization that is an additional exclusive means for conducting electronic surveillance
under section 1812 of thistitle.

(b) Defense
It is a defense to a prosecution under subsection (a) that the defendant was alaw enforcement or

investigative officer engaged in the course of his official duties and the electronic surveillance was
authorized by and conducted pursuant to a search warrant or court order of a court of competent



jurisdiction.
(c) Penalties

An offense described in this section is punishable by afine of not more than $10,000 or
imprisonment for not more than five years, or both.

(d) Federal jurisdiction
There is Federal jurisdiction over an offense under this section if the person committing the
offense was an officer or employee of the United States at the time the offense was committed.

(Pub. L. 95511, title I, 8109, Oct. 25, 1978, 92 Stat. 1796; Pub. L. 110-261, title 1, §102(b), July 10,
2008, 122 Stat. 2459; Pub. L. 111-259, title VI, 8801(3), Oct. 7, 2010, 124 Stat. 2746.)

REFERENCESIN TEXT

This chapter, referred to in subsec. (a), wasin the original "this Act", meaning Pub. L. 95-511, Oct. 25,
1978, 92 Stat. 1783, which is classified principally to this chapter. For complete classification of this Act to
the Code, see Short Title note set out under section 1801 of thistitle and Tables.

AMENDMENTS
2010—Subsec. (a)(1). Pub. L. 111-259, 8801(3)(A), substituted "section 1812 of thistitle;" for "section
1812 of thistitle.;".
Subsec. (a)(2). Pub. L. 111-259, §801(3)(B), substituted "title." for "title..”
2008—Subsec. (a). Pub. L. 110-261 substituted "authorized by this chapter, chapter 119, 121, or 206 of
title 18, or any express statutory authorization that is an additional exclusive means for conducting electronic
surveillance under section 1812 of thistitle." for "authorized by statute” in pars. (1) and (2).

EFFECTIVE DATE OF 2008 AMENDMENT

Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110-261, set out as a Transition Procedures note under section 1801 of thistitle, see section 402 of Pub. L.
110261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

§1810. Civil liability

An aggrieved person, other than aforeign power or an agent of aforeign power, as defined in
section 1801(a) or (b)(1)(A) of thistitle, respectively, who has been subjected to an electronic
surveillance or about whom information obtained by electronic surveillance of such person has been
disclosed or used in violation of section 1809 of thistitle shall have a cause of action against any
person who committed such violation and shall be entitled to recover—

(a) actual damages, but not less than liquidated damages of $1,000 or $100 per day for each day
of violation, whichever is greater;

(b) punitive damages; and

(c) reasonabl e attorney's fees and other investigation and litigation costs reasonably incurred.

(Pub. L. 95-511, title |, 8110, Oct. 25, 1978, 92 Stat. 1796.)

81811. Authorization during time of war

Notwithstanding any other law, the President, through the Attorney General, may authorize
electronic surveillance without a court order under this subchapter to acquire foreign intelligence
information for a period not to exceed fifteen calendar days following a declaration of war by the
Congress.

(Pub. L. 95511, titlel, 8111, Oct. 25, 1978, 92 Stat. 1796.)

81812. Statement of exclusive means by which electronic surveillance and
inter ception of certain communications may be conducted



(a) Except as provided in subsection (b), the procedures of chapters 119, 121, and 206 of title 18
and this chapter shall be the exclusive means by which electronic surveillance and the interception of
domestic wire, oral, or electronic communications may be conducted.

(b) Only an express statutory authorization for electronic surveillance or the interception of
domestic wire, oral, or electronic communications, other than as an amendment to this chapter or
chapters 119, 121, or 206 of title 18 shall constitute an additional exclusive means for the purpose of
subsection (a).

(Pub. L. 95-511, title, 8112, as added Pub. L. 110-261, title |, §102(a), July 10, 2008, 122 Stat.
2459.)

REFERENCESIN TEXT
This chapter, referred to in text, wasin the original "this Act", meaning Pub. L. 95-511, Oct. 25, 1978, 92
Stat. 1783, which is classified principally to this chapter. For complete classification of this Act to the Code,
see Short Title note set out under section 1801 of thistitle and Tables.
EFFECTIVE DATE OF 2006 AMENDMENT

Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110261, set out as a Transition Procedures note under section 1801 of thistitle, see section 402 of Pub. L.
110261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

81813. Proceduresfor theretention of incidentally acquired communications
(a) Definitions
In this section:

(1) Covered communication
The term "covered communication” means any nonpublic telephone or electronic
communication acquired without the consent of a person who is a party to the communication,
including communications in electronic storage.
(2) Head of an element of the intelligence community
The term "head of an element of the intelligence community" means, as appropriate—
(A) the head of an element of the intelligence community; or
(B) the head of the department or agency containing such element.
(3) United States person
The term "United States person” has the meaning given that term in section 1801 of thistitle.

(b) Proceduresfor covered communications

(1) Requirement to adopt

Not later than 2 years after December 19, 2014, each head of an element of the intelligence
community shall adopt procedures approved by the Attorney General for such element that ensure
compliance with the requirements of paragraph (3).
(2) Coordination and approval

The procedures required by paragraph (1) shall be—

(A) prepared in coordination with the Director of National Intelligence; and
(B) approved by the Attorney General prior to issuance.

(3) Procedures
(A) Application
The procedures required by paragraph (1) shall apply to any intelligence collection activity
not otherwise authorized by court order (including an order or certification issued by a court

established under subsection (a) or (b) of section 1803 of thistitle), subpoena, or similar legal
process that is reasonably anticipated to result in the acquisition of a covered communication to



or from a United States person and shall permit the acquisition, retention, and dissemination of
covered communications subject to the limitation in subparagraph (B).

(B) Limitation on retention

A covered communication shall not be retained in excess of 5 years, unless—

() the communication has been affirmatively determined, in whole or in part, to constitute
foreign intelligence or counterintelligence or is necessary to understand or assess foreign
intelligence or counterintelligence;

(i) the communication is reasonably believed to constitute evidence of acrimeand is
retained by alaw enforcement agency;

(iii) the communication is enciphered or reasonably believed to have a secret meaning;

(iv) al parties to the communication are reasonably believed to be non-United States
persons;

(V) retention is necessary to protect against an imminent threat to human life, in which case
both the nature of the threat and the information to be retained shall be reported to the
congressional intelligence committees not later than 30 days after the date such retention is
extended under this clause;

(vi) retention is necessary for technical assurance or compliance purposes, including a
court order or discovery obligation, in which case access to information retained for technical
assurance or compliance purposes shall be reported to the congressional intelligence
committees on an annual basis; or

(vii) retention for aperiod in excess of 5 yearsis approved by the head of the element of
the intelligence community responsible for such retention, based on a determination that
retention is necessary to protect the national security of the United States, in which case the
head of such element shall provide to the congressional intelligence committees a written
certification describing—

(I the reasons extended retention is necessary to protect the national security of the

United States,

(1) the duration for which the head of the element is authorizing retention;

(111) the particular information to be retained; and

(1) the measures the element of the intelligence community istaking to protect the
privacy interests of United States persons or persons located inside the United States.

(Pub. L. 113-293, title I11, 8309, Dec. 19, 2014, 128 Stat. 3998.)

CODIFICATION

Section was enacted as part of the Intelligence Authorization Act for Fiscal Y ear 2015, and not as part of
the Foreign Intelligence Surveillance Act of 1978 which comprises this chapter.

DEFINITIONS

For definitions of "congressional intelligence committees" and "intelligence community" as used in this
section, see section 2 of Pub. L. 113-293, set out as a note under section 3003 of thistitle.

SUBCHAPTER II—PHY SICAL SEARCHES

81821. Definitions

Asused in this subchapter:

(1) The terms"foreign power", "agent of aforeign power", "international terrorism",
"sabotage”, "foreign intelligence information”, "Attorney General", "United States person”,
"United States”, "person”, "weapon of mass destruction”, and " State" shall have the same
meanings as in section 1801 of thistitle, except as specifically provided by this subchapter.

(2) "Aggrieved person” means a person whose premises, property, information, or material is



the target of physical search or any other person whose premises, property, information, or
material was subject to physical search.

(3) "Foreign Intelligence Surveillance Court™ means the court established by section 1803(a) of
thistitle.

(4) "Minimization procedures’ with respect to physical search, means—

(A) specific procedures, which shall be adopted by the Attorney General, that are reasonably
designed in light of the purposes and technique of the particular physical search, to minimize
the acquisition and retention, and prohibit the dissemination, of nonpublicly available
information concerning unconsenting United States persons consistent with the need of the
United States to obtain, produce, and disseminate foreign intelligence information;

(B) procedures that require that nonpublicly available information, which is not foreign
intelligence information, as defined in section 1801(e)(1) of thistitle, shall not be disseminated
in amanner that identifies any United States person, without such person's consent, unless such
person'sidentity is necessary to understand such foreign intelligence information or assess its
importance;

(C) notwithstanding subparagraphs (A) and (B), procedures that allow for the retention and
dissemination of information that is evidence of a crime which has been, is being, or is about to
be committed and that isto be retained or disseminated for law enforcement purposes; and

(D) notwithstanding subparagraphs (A), (B), and (C), with respect to any physical search
approved pursuant to section 1822(a) of thistitle, procedures that require that no information,
material, or property of a United States person shall be disclosed, disseminated, or used for any
purpose or retained for longer than 72 hours unless a court order under section 1824 of thistitle
isobtained or unless the Attorney General determines that the information indicates a threat of
death or serious bodily harm to any person.

(5) "Physical search" means any physical intrusion within the United States into premises or
property (including examination of the interior of property by technical means) that is intended to
result in a seizure, reproduction, inspection, or alteration of information, material, or property,
under circumstances in which a person has a reasonable expectation of privacy and awarrant
would be required for law enforcement purposes, but does not include (A) "electronic
surveillance", as defined in section 1801(f) of thistitle, or (B) the acquisition by the United States
Government of foreign intelligence information from international or foreign communications, or
foreign intelligence activities conducted in accordance with otherwise applicable Federal law
involving aforeign electronic communications system, utilizing a means other than electronic
surveillance as defined in section 1801(f) of thistitle.

(Pub. L. 95-511, title 111, §301, as added Pub. L. 103-359, title V111, §807(a)(3), Oct. 14, 1994, 108
Stat. 3443; amended Pub. L. 107-108, title 11, §314(a)(3), Dec. 28, 2001, 115 Stat. 1402; Pub. L.
110-261, title |, §110(c)(2), July 10, 2008, 122 Stat. 2467; Pub. L. 111-259, title V111, §801(4), Oct.
7, 2010, 124 Stat. 2746.)

PRIOR PROVISIONS

A prior section 301 of Pub. L. 95-511 was renumbered section 701 and was set out as a note under section
1801 of thistitle, prior to repeal by Pub. L. 110-261.

AMENDMENTS
2010—FPar. (1). Pub. L. 111-259 substituted " 'United States, 'person’, ‘weapon of mass destruction’, and
'State' " for " 'United States, 'person’, ‘weapon of mass destruction’, and 'State' .
2008—FPar. (1). Pub. L. 110-261 which directed the insertion of "weapon of mass destruction,” after
"person,”, was executed by making the insertion after " 'person’,” to reflect the probable intent of Congress.
2001—~Par. (4)(D). Pub. L. 107-108 substituted "72 hours" for "24 hours".

EFFECTIVE DATE OF 2008 AMENDMENT

Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110-261, set out as a Transition Procedures note under section 1801 of thistitle, see section 402 of Pub. L.
110-261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.



EFFECTIVE DATE

Pub. L. 103-359, title VII1, 8807(c), Oct. 14, 1994, 108 Stat. 3453, provided that: "The amendments made
by subsections (a) and (b) [enacting this subchapter and amending provisions set out as a hote under section
1801 of thistitle] shall take effect 90 days after the date of enactment of this Act [Oct. 14, 1994], except that
any physical search approved by the Attorney General of the United States to gather foreign intelligence
information shall not be deemed unlawful for failure to follow the procedures of title 111 of the Foreign
Intelligence Surveillance Act of 1978 [this subchapter] (as added by this Act), if that search is conducted
within 180 days after the date of enactment of this Act pursuant to regulations issued by the Attorney General,
which were in the possession of the Select Committee on Intelligence of the Senate and the Permanent Select
Committee on Intelligence of the House of Representatives before the date of enactment of this Act.”

§1822. Authorization of physical searchesfor foreign intelligence purposes

(a) Presidential authorization

(1) Notwithstanding any other provision of law, the President, acting through the Attorney
General, may authorize physical searches without a court order under this subchapter to acquire
foreign intelligence information for periods of up to one year if—

(A) the Attorney General certifiesin writing under oath that—

(i) the physical searchis solely directed at premises, information, material, or property used
exclusively by, or under the open and exclusive control of, aforeign power or powers (as
defined in section 1801(a)(1), (2), or (3) of thistitle);

(ii) there is no substantial likelihood that the physical search will involve the premises,
information, material, or property of a United States person; and

(iii) the proposed minimization procedures with respect to such physical search meet the
definition of minimization procedures under subparagraphs (A) through (D) of section 1821(4)
of thistitle; and

(B) the Attorney General reports such minimization procedures and any changes thereto to the
Permanent Select Committee on Intelligence of the House of Representatives and the Select
Committee on Intelligence of the Senate at least 30 days before their effective date, unless the
Attorney Genera determines that immediate action is required and notifies the committees
immediately of such minimization procedures and the reason for their becoming effective
immediately.

(2) A physical search authorized by this subsection may be conducted only in accordance with the
certification and minimization procedures adopted by the Attorney General. The Attorney General
shall assess compliance with such procedures and shall report such assessments to the Permanent
Select Committee on Intelligence of the House of Representatives and the Select Committee on
Intelligence of the Senate under the provisions of section 1826 of thistitle.

(3) The Attorney General shall immediately transmit under seal to the Foreign Intelligence
Surveillance Court a copy of the certification. Such certification shall be maintained under security
measures established by the Chief Justice of the United States with the concurrence of the Attorney
General, in consultation with the Director of National Intelligence, and shall remain sealed unless—

(A) an application for a court order with respect to the physical search is made under section

1821(4) of thistitle and section 1823 of thistitle; or

(B) the certification is necessary to determine the legality of the physical search under section
1825(g) of thistitle.

(4)(A) With respect to physical searches authorized by this subsection, the Attorney General may
direct a specified landlord, custodian, or other specified person to—
(i) furnish al information, facilities, or assistance necessary to accomplish the physical search
in such amanner as will protect its secrecy and produce a minimum of interference with the
services that such landlord, custodian, or other person is providing the target of the physical



search; and

(if) maintain under security procedures approved by the Attorney General and the Director of
National Intelligence any records concerning the search or the aid furnished that such person
wishes to retain.

(B) The Government shall compensate, at the prevailing rate, such landlord, custodian, or other
person for furnishing such aid.

(b) Application for order; authorization

Applications for a court order under this subchapter are authorized if the President has, by written
authorization, empowered the Attorney General to approve applications to the Foreign Intelligence
Surveillance Court. Notwithstanding any other provision of law, ajudge of the court to whom
application is made may grant an order in accordance with section 1824 of thistitle approving a
physical search in the United States of the premises, property, information, or material of aforeign
power or an agent of aforeign power for the purpose of collecting foreign intelligence information.

(c) Jurisdiction of Foreign Intelligence Surveillance Court

The Foreign Intelligence Surveillance Court shall have jurisdiction to hear applications for and
grant orders approving a physical search for the purpose of obtaining foreign intelligence
information anywhere within the United States under the procedures set forth in this subchapter,
except that no judge (except when sitting en banc) shall hear the same application which has been
denied previously by another judge designated under section 1803(a) of thistitle. If any judge so
designated denies an application for an order authorizing a physical search under this subchapter,
such judge shall provide immediately for the record a written statement of each reason for such
decision and, on motion of the United States, the record shall be transmitted, under seal, to the court
of review established under section 1803(b) of thistitle.

(d) Court of review; record; transmittal to Supreme Court

The court of review established under section 1803(b) of thistitle shall have jurisdiction to review
the denial of any application made under this subchapter. If such court determines that the
application was properly denied, the court shall provide for the record a written statement of each
reason for its decision and, on petition of the United States for awrit of certiorari, the record shall be
transmitted under seal to the Supreme Court, which shall have jurisdiction to review such decision.

(e) Expeditious conduct of proceedings; security measuresfor maintenance of records

Judicia proceedings under this subchapter shall be concluded as expeditiously as possible. The
record of proceedings under this subchapter, including applications made and orders granted, shall be
maintained under security measures established by the Chief Justice of the United Statesin
consultation with the Attorney General and the Director of National Intelligence.

(Pub. L. 95-511, title 111, §302, as added Pub. L. 103-359, title V111, §807(a)(3), Oct. 14, 1994, 108
Stat. 3444; amended Pub. L. 108-458, title |, §1071(€), Dec. 17, 2004, 118 Stat. 3691; Pub. L.
110-261, title I, §109(b)(2)(B), July 10, 2008, 122 Stat. 2465; Pub. L. 111259, title VIII,
8806(a)(2), Oct. 7, 2010, 124 Stat. 2748; Pub. L. 115-118, title 11, §205(a)(2), (b)(3), Jan. 19, 2018,
132 Stat. 21, 22.)

AMENDMENTS

2018—Subsec. (8)(1)(A)(iii). Pub. L. 115-118, 8205(a)(2), substituted "subparagraphs (A) through (D)" for
"paragraphs (1) through (4)".

Subsec. (d). Pub. L. 115-118, 8205(b)(3), struck out "immediately" after "the court shall”.

2010—Subsecs. (a)(3), (4)(A)(ii), (e). Pub. L. 111-259 made technical amendment to directory language of
Pub. L. 108-458. See 2004 Amendment note below.

2008—Subsec. (c). Pub. L. 110-261 inserted " (except when sitting en banc)" after "except that no judge”.

2004—Subsecs. (3)(3), (4)(A)(ii), (€). Pub. L. 108-458, as amended by Pub. L. 111-259, substituted
"Director of National Intelligence” for "Director of Central Intelligence”.

EFFECTIVE DATE OF 2008 AMENDMENT



Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110261, set out as a Transition Procedures note under section 1801 of thistitle, see section 402 of Pub. L.
110-261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by Pub. L. 108-458 take effect on Apr. 21, 2005, see
Memorandum of President of the United States, Apr. 21, 2005, 70 F.R. 23925, set out as a note under section
3001 of thistitle.

Amendment by Pub. L. 108458 effective not later than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L. 108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 3001 of thistitle.

EFFECTIVE DATE

Section effective 90 days after Oct. 14, 1994, with exception for certain physical searches approved by the
Attorney General to gather foreign intelligence information, see section 807(c) of Pub. L. 103-359, set out as
anote under section 1821 of thistitle.

EX. ORD. NO. 12949. FOREIGN INTELLIGENCE PHYSICAL SEARCHES

Ex. Ord. No. 12949, Feb. 9, 1995, 60 F.R. 8169, as amended by Ex. Ord. No. 13383, §2, July 15, 2005, 70
F.R. 41933; Ex. Ord. No. 13475, 82, Oct. 7, 2008, 73 F.R. 60095, provided:

By the authority vested in me as President by the Constitution and the laws of the United States, including
sections 302 and 303 of the Foreign Intelligence Surveillance Act of 1978 ("Act") (50 U.S.C. 1801, et seq.), as
amended by Public Law 103-359 [50 U.S.C. 1822, 1823], and in order to provide for the authorization of
physical searches for foreign intelligence purposes as set forth in the Act, it is hereby ordered as follows:

SECTION 1. Pursuant to section 302(a)(1) of the Act, the Attorney General is authorized to approve
physical searches, without a court order, to acquire foreign intelligence information for periods of up to one
year, if the Attorney General makes the certifications required by that section.

SEC. 2. Pursuant to section 302(b) of the Act, the Attorney General is authorized to approve applications to
the Foreign Intelligence Surveillance Court under section 303 of the Act to obtain orders for physical searches
for the purpose of collecting foreign intelligence information.

SEC. 3. Pursuant to section 303(a)(6) of the Act, the following officials, each of whom is employed in the
area of national security or defense, is designated to make the certifications required by section 303(a)(6) of
the Act in support of applications to conduct physical searches:

(a) Secretary of State;

(b) Secretary of Defense;

[(c)] Director of National Intelligence;

(d) Director of the Federal Bureau of Investigation,

(e) Deputy Secretary of State;

(f) Deputy Secretary of Defense;

(g) Director of the Central Intelligence Agency;

(h) Principal Deputy Director of National Intelligence; and

(i) Deputy Director of the Federal Bureau of Investigation.
None of the above officials, nor anyone officially acting in that capacity, may exercise the authority to make
the above certifications, unless that official has been appointed by the President, by and with the advice and
consent of the Senate. The requirement of the preceding sentence that the named official must be appointed by
the President with the advice and consent of the Senate does not apply to the Deputy Director of the Federal
Bureau of Investigation.

81823. Application for order

(a) Submission by Federal officer; approval of Attorney General; contents
Each application for an order approving a physical search under this subchapter shall be made by a
Federal officer in writing upon oath or affirmation to a judge of the Foreign Intelligence Surveillance
Court. Each application shall require the approval of the Attorney General based upon the Attorney
Genera'sfinding that it satisfies the criteria and requirements for such application as set forth in this
subchapter. Each application shall include—
(1) the identity of the Federal officer making the application;



(2) the identity, if known, or a description of the target of the search, and a description of the
premises or property to be searched and of the information, material, or property to be seized,
reproduced, or altered,;

(3) astatement of the facts and circumstances relied upon by the applicant to justify the
applicant's belief that—

(A) the target of the physical search isaforeign power or an agent of aforeign power;

(B) the premises or property to be searched contains foreign intelligence information; and

(C) the premises or property to be searched is or is about to be owned, used, possessed by, or
isin transit to or from aforeign power or an agent of aforeign power;

(4) a statement of the proposed minimization procedures,

(5) astatement of the nature of the foreign intelligence sought and the manner in which the
physical search isto be conducted;

(6) acertification or certifications by the Assistant to the President for National Security
Affairs, an executive branch official or officials designated by the President from among those
executive branch officers employed in the area of national security or defense and appointed by
the President, by and with the advice and consent of the Senate, or the Deputy Director of the
Federal Bureau of Investigation, if designated by the President as a certifying official—

(A) that the certifying official deems the information sought to be foreign intelligence
information;

(B) that a significant purpose of the search is to obtain foreign intelligence information;

(C) that such information cannot reasonably be obtained by normal investigative techniques;

(D) that designates the type of foreign intelligence information being sought according to the
categories described in section 1801(e) of thistitle; and

(E) includes a statement explaining the basis for the certifications required by subparagraphs
(C) and (D);

(7) where the physical search involves a search of the residence of a United States person, the
Attorney Genera shall state what investigative techniques have previously been utilized to obtain
the foreign intelligence information concerned and the degree to which these techniques resulted
in acquiring such information; and

(8) a statement of the facts concerning all previous applications that have been made to any
judge under this subchapter involving any of the persons, premises, or property specified in the
application, and the action taken on each previous application.

(b) Additional affidavitsor certifications

The Attorney General may require any other affidavit or certification from any other officer in
connection with the application.

(c) Additional information

The judge may require the applicant to furnish such other information as may be necessary to
make the determinations required by section 1824 of thistitle.

(d) Personal review by Attorney General

(2)(A) Upon written request of the Director of the Federal Bureau of Investigation, the Secretary
of Defense, the Secretary of State, the Director of National Intelligence, or the Director of the
Centra Intelligence Agency, the Attorney General shall personally review under subsection (@) an
application under that subsection for atarget described in section 1801(b)(2) of thistitle.

(B) Except when disabled or otherwise unavailable to make a request referred to in subparagraph
(A), an official referred to in that subparagraph may not delegate the authority to make a request
referred to in that subparagraph.

(C) Each official referred to in subparagraph (A) with authority to make a request under that
subparagraph shall take appropriate actions in advance to ensure that delegation of such authority is
clearly established in the event such official is disabled or otherwise unavailable to make such



request.

(2)(A) If asaresult of arequest under paragraph (1) the Attorney General determines not to
approve an application under the second sentence of subsection (a) for purposes of making the
application under this section, the Attorney General shall provide written notice of the determination
to the official making the request for the review of the application under that paragraph. Except when
disabled or otherwise unavailable to make a determination under the preceding sentence, the
Attorney General may not delegate the responsibility to make a determination under that sentence.
The Attorney General shall take appropriate actions in advance to ensure that delegation of such
responsibility is clearly established in the event the Attorney General is disabled or otherwise
unavailable to make such determination.

(B) Notice with respect to an application under subparagraph (A) shall set forth the modifications,
if any, of the application that are necessary in order for the Attorney General to approve the
application under the second sentence of subsection (&) for purposes of making the application under
this section.

(C) Upon review of any modifications of an application set forth under subparagraph (B), the
officia notified of the modifications under this paragraph shall modify the application if such officia
determines that such modification is warranted. Such official shall supervise the making of any
modification under this subparagraph. Except when disabled or otherwise unavailable to supervise
the making of any modification under the preceding sentence, such official may not delegate the
responsibility to supervise the making of any modification under that preceding sentence. Each such
officia shall take appropriate actionsin advance to ensure that delegation of such responsibility is
clearly established in the event such official is disabled or otherwise unavailable to supervise the
making of such modification.

(Pub. L. 95-511, title 111, §303, as added Pub. L. 103-359, title V111, §807(a)(3), Oct. 14, 1994, 108
Stat. 3446; amended Pub. L. 106-567, title VI, §603(a), Dec. 27, 2000, 114 Stat. 2852; Pub. L.
107-56, title 11, §218, Oct. 26, 2001, 115 Stat. 291; Pub. L. 108-458, title |, §1071(e), Dec. 17, 2004,
118 Stat. 3691; Pub. L. 110-261, title |, §107(a), July 10, 2008, 122 Stat. 2462; Pub. L. 111259,
title V111, §806(a)(2), Oct. 7, 2010, 124 Stat. 2748.)

AMENDMENTS

2010—Subsec. (d)(1)(A). Pub. L. 111-259 made technical amendment to directory language of Pub. L.
108-458. See 2004 Amendment note below.

2008—Subsec. (8)(2). Pub. L. 110-261, 8107(a)(1)(A)—C), redesignated par. (3) as (2), struck out
"detailed" before "description of the premises’, and struck out former par. (2) which read asfollows: "the
authority conferred on the Attorney General by the President and the approval of the Attorney General to
make the application;”.

Subsec. (a)(3). Pub. L. 110-261, 8107(a)(1)(B), (D), redesignated par. (4) as (3) and inserted "or is about to
be" before "owned" in subpar. (C). Former par. (3) redesignated (2).

Subsec. (a)(4), (5). Pub. L. 110-261, §107(a)(1)(B), redesignated pars. (5) and (6) as (4) and (5),
respectively. Former par. (4) redesignated (3).

Subsec. (a)(6). Pub. L. 110-261, §107(a)(1)(B), (E), redesignated par. (7) as (6) and substituted "Affairs,"
for "Affairs or" and "Senate, or the Deputy Director of the Federal Bureau of Investigation, if designated by
the President as a certifying official—" for " Senate—" in introductory provisions. Former par. (6)
redesignated (5).

Subsec. (a)(7) to (9). Pub. L. 110-261, 8107(a)(1)(B), redesignated pars. (8) and (9) as (7) and (8),
respectively. Former par. (7) redesignated (6).

Subsec. (d)(1)(A). Pub. L. 110-261, 8107(a)(2), substituted "the Director of National Intelligence, or the
Director of the Central Intelligence Agency” for "or the Director of National Intelligence”.

2004—Subsec. (d)(1)(A). Pub. L. 108458, as amended by Pub. L. 111-259, substituted "Director of
National Intelligence" for "Director of Central Intelligence”.

2001—Subsec. (a)(7)(B). Pub. L. 107-56 substituted "a significant purpose" for "the purpose’”.

2000—Subsec. (d). Pub. L. 106-567 added subsec. (d).

EFFECTIVE DATE OF 2008 AMENDMENT

Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110261, set out as a Transition Procedures note under section 1801 of thistitle, see section 402 of Pub. L.



110261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

EFFECTIVE DATE OF 2004 AMENDMENT
For Determination by President that amendment by Pub. L. 108-458 take effect on Apr. 21, 2005, see
Memorandum of President of the United States, Apr. 21, 2005, 70 F.R. 23925, set out as a note under section
3001 of thistitle.
Amendment by Pub. L. 108-458 effective not later than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L. 108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 3001 of thistitle.

EFFECTIVE DATE
Section effective 90 days after Oct. 14, 1994, with exception for certain physical searches approved by the
Attorney General to gather foreign intelligence information, see section 807(c) of Pub. L. 103-359, set out as
anote under section 1821 of thistitle.

OFFICIALSDESIGNATED TO MAKE CERTIFICATIONS
For provisions listing officials designated by President to make certifications required by subsec. (8)(7) of
this section, see Ex. Ord. No. 12949, 83, Feb. 9, 1995, 60 F.R. 8169, set out as a note under section 1822 of
thistitle.

81824. | ssuance of order

(a) Necessary findings
Upon an application made pursuant to section 1823 of thistitle, the judge shall enter an ex parte
order as requested or as modified approving the physical search if the judge finds that—
(2) the application has been made by a Federal officer and approved by the Attorney General;
(2) on the basis of the facts submitted by the applicant there is probable cause to believe that—
(A) the target of the physical search isaforeign power or an agent of aforeign power, except
that no United States person may be considered an agent of aforeign power solely upon the
basis of activities protected by the first amendment to the Constitution of the United States; and
(B) the premises or property to be searched is or is about to be owned, used, possessed by, or
isintransit to or from an agent of aforeign power or aforeign power;

(3) the proposed minimization procedures meet the definition of minimization contained in this
subchapter; and

(4) the application which has been filed contains all statements and certifications required by
section 1823 of thistitle, and, if the target is a United States person, the certification or
certifications are not clearly erroneous on the basis of the statement made under section
1823(a)(6)(E) of thistitle and any other information furnished under section 1823(c) of thistitle.

(b) Determination of probable cause

In determining whether or not probable cause exists for purposes of an order under subsection
(8)(2), ajudge may consider past activities of the target, as well as facts and circumstances relating to
current or future activities of the target.

(c) Specifications and directions of orders
An order approving aphysical search under this section shall—
(1) specify—

(A) the identity, if known, or adescription of the target of the physical search;

(B) the nature and location of each of the premises or property to be searched;

(C) the type of information, material, or property to be seized, altered, or reproduced,;

(D) astatement of the manner in which the physical search is to be conducted and, whenever
more than one physical search is authorized under the order, the authorized scope of each search
and what minimization procedures shall apply to the information acquired by each search; and

(E) the period of time during which physical searches are approved; and



(2) direct—

(A) that the minimization procedures be followed;

(B) that, upon the request of the applicant, a specified landlord, custodian, or other specified
person furnish the applicant forthwith al information, facilities, or assistance necessary to
accomplish the physical search in such a manner as will protect its secrecy and produce a
minimum of interference with the services that such landlord, custodian, or other person is
providing the target of the physical search;

(C) that such landlord, custodian, or other person maintain under security procedures
approved by the Attorney General and the Director of National Intelligence any records
concerning the search or the aid furnished that such person wishesto retain;

(D) that the applicant compensate, at the prevailing rate, such landlord, custodian, or other
person for furnishing such aid; and

(E) that the Federal officer conducting the physical search promptly report to the court the
circumstances and results of the physical search.

(d) Duration of order; extensions; assessment of compliance

(1) An order issued under this section may approve a physical search for the period necessary to
achieve its purpose, or for 90 days, whichever isless, except that (A) an order under this section shall
approve a physical search targeted against aforeign power, as defined in paragraph (1), (2), or (3) of
section 1801(a) of thistitle, for the period specified in the application or for one year, whichever is
less, and (B) an order under this section for a physical search targeted against an agent of aforeign
power who is not a United States person may be for the period specified in the application or for 120
days, whichever isless.

(2) Extensions of an order issued under this subchapter may be granted on the same basis as the
original order upon an application for an extension and new findings made in the same manner as
required for the original order, except that an extension of an order under this chapter for aphysical
search targeted against aforeign power, as defined in paragraph (5), (6), or (7) of section 1801(a) of
thistitle, or against aforeign power, as defined in section 1801(a)(4) of thistitle, that is not a United
States person, or against an agent of aforeign power who is not a United States person, may be for a
period not to exceed one year if the judge finds probable cause to believe that no property of any
individual United States person will be acquired during the period.

(3) At or before the end of the period of time for which a physical search is approved by an order
or an extension, or at any time after a physical search is carried out, the judge may assess compliance
with the minimization procedures by reviewing the circumstances under which information
concerning United States persons was acquired, retained, or disseminated.

(e) Emergency orders
(1) Notwithstanding any other provision of this subchapter, the Attorney General may authorize
the emergency employment of a physical search if the Attorney General—

(A) reasonably determines that an emergency situation exists with respect to the employment of
aphysical search to obtain foreign intelligence information before an order authorizing such
physical search can with due diligence be obtained;

(B) reasonably determines that the factual basis for issuance of an order under this subchapter to
approve such physical search exists,

(C) informs, either personally or through a designee, ajudge of the Foreign Intelligence
Surveillance Court at the time of such authorization that the decision has been made to employ an
emergency physical search; and

(D) makes an application in accordance with this subchapter to ajudge of the Foreign
Intelligence Surveillance Court as soon as practicable, but not more than 7 days after the Attorney
Genera authorizes such physical search.

(2) If the Attorney General authorizes the emergency employment of a physical search under
paragraph (1), the Attorney General shall require that the minimization procedures required by this



subchapter for the issuance of ajudicia order be followed.

(3) In the absence of ajudicia order approving such physical search, the physical search shall
terminate when the information sought is obtained, when the application for the order is denied, or
after the expiration of 7 days from the time of authorization by the Attorney General, whichever is
earliest.

(4) A denid of the application made under this subsection may be reviewed as provided in section
1803 of thistitle.

(5) In the event that such application for approval isdenied, or in any other case where the
physical search isterminated and no order isissued approving the physical search, no information
obtained or evidence derived from such physical search shall be received in evidence or otherwise
disclosed in any trial, hearing, or other proceeding in or before any court, grand jury, department,
office, agency, regulatory body, legidlative committee, or other authority of the United States, a
State, or political subdivision thereof, and no information concerning any United States person
acquired from such physical search shall subsequently be used or disclosed in any other manner by
Federal officers or employees without the consent of such person, except with the approval of the
Attorney General if the information indicates a threat of death or serious bodily harm to any person.

(6) The Attorney General shall assess compliance with the requirements of paragraph (5).

() Retention of applicationsand orders

Applications made and orders granted under this subchapter shall be retained for a period of at
least 10 years from the date of the application.

(Pub. L. 95-511, title 111, §304, as added Pub. L. 103-359, title V111, §807(a)(3), Oct. 14, 1994, 108
Stat. 3447; amended Pub. L. 106-567, title VI, §603(b), Dec. 27, 2000, 114 Stat. 2853; Pub. L.
107-56, title |1, §207(a)(2), (b)(2), Oct. 26, 2001, 115 Stat. 282; Pub. L. 107108, title 11,
§314(a)(4), Dec. 28, 2001, 115 Stat. 1402; Pub. L. 108-458, title |, §1071(€), Dec. 17, 2004, 118
Stat. 3691; Pub. L. 109-177, title I, §105(b), Mar. 9, 2006, 120 Stat. 195; Pub. L. 110-261, title|,
§8107(b), (c)(1), 110(c)(3), July 10, 2008, 122 Stat. 2463, 2464, 2467; Pub. L. 111-259, title VI,
§8801(5), 806(a)(2), Oct. 7, 2010, 124 Stat. 2746, 2748.)

REFERENCESIN TEXT

This chapter, referred to in subsec. (d)(2), wasin the original "this Act", meaning Pub. L. 95-511, Oct. 25,
1978, 92 Stat. 1783, as amended, which is classified principally to this chapter. For complete classification of
this Act to the Code, see Short Title note set out under section 1801 of thistitle and Tables.

AMENDMENTS

2010—Subsec. (b). Pub. L. 111-259, 8801(5), substituted "subsection (a)(2)" for "subsection (a)(3)".

Subsec. (¢)(2)(C). Pub. L. 111-259, §806(a)(2), made technical amendment to directory language of Pub. L.
108-458. See 2004 Amendment note below.

2008—Subsec. (a). Pub. L. 110261, §107(b)(1), (c)(1), redesignated pars. (2) to (5) as (1) to (4),
respectively, inserted "or is about to be" before "owned" in par. (2)(B), substituted "1823(a)(6)(E)" for
"1823(a)(7)(E)" in par. (4), and struck out former par. (1) which read as follows:. "the President has authorized
the Attorney General to approve applications for physical searches for foreign intelligence purposes;”.

Subsec. (d)(2). Pub. L. 110-261, 8110(c)(3), substituted "paragraph (5), (6), or (7) of section 1801(a)" for
"section 1801(a)(5) or (6)".

Subsec. (€). Pub. L. 110-261, 8107(b)(2), amended subsec. (€) generally. Prior to amendment, subsec. (€)
related to the power of the Attorney General to authorize the emergency employment of a physical search and
required an application be made to ajudge within 72 hours after the authorization.

2006—Subsec. (d)(1)(B), (2). Pub. L. 109-177 substituted "who is not a United States person” for "as
defined in section 1801(b)(1)(A) of thistitle".

2004—Subsec. (¢)(2)(C). Pub. L. 108-458, as amended by Pub. L. 111-259, §806(a)(2), substituted
"Director of National Intelligence” for "Director of Central Intelligence”.

2001—Subsec. (d)(1). Pub. L. 107-56, 8207(a)(2), substituted "90 days," for "forty-five days," and inserted
"(A)" after "except that" and ", and (B) an order under this section for a physical search targeted against an
agent of aforeign power as defined in section 1801(b)(1)(A) of thistitle may be for the period specified in the
application or for 120 days, whichever isless' before period at end.

Subsec. (d)(2). Pub. L. 107-56, 8207(b)(2), inserted "or against an agent of aforeign power as defined in



section 1801(b)(1)(A) of thistitle," after "not a United States person,”.

Subsec. (e)(1)(A)(ii), (3)(C). Pub. L. 107-108 substituted "72 hours' for "24 hours'.

2000—Subsecs. (b) to (f). Pub. L. 106-567 added subsec. (b) and redesignated former subsecs. (b) to (e) as
(c) to (f), respectively.

EFFECTIVE DATE OF 2008 AMENDMENT

Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110-261, set out as a Transition Procedures note under section 1801 of thistitle, see section 402 of Pub. L.
110261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by Pub. L. 108-458 take effect on Apr. 21, 2005, see
Memorandum of President of the United States, Apr. 21, 2005, 70 F.R. 23925, set out as a note under section
3001 of thistitle.

Amendment by Pub. L. 108-458 effective not later than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L. 108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 3001 of thistitle.

EFFECTIVE DATE

Section effective 90 days after Oct. 14, 1994, with exception for certain physical searches approved by the
Attorney General to gather foreign intelligence information, see section 807(c) of Pub. L. 103-359, set out as
anote under section 1821 of thistitle.

81825. Use of information

(a) Compliance with minimization procedures; lawful purposes

Information acquired from aphysical search conducted pursuant to this subchapter concerning any
United States person may be used and disclosed by Federal officers and employees without the
consent of the United States person only in accordance with the minimization procedures required by
this subchapter. No information acquired from a physical search pursuant to this subchapter may be
used or disclosed by Federal officers or employees except for lawful purposes.

(b) Notice of search and identification of property seized, altered, or reproduced

Where a physical search authorized and conducted pursuant to section 1824 of thistitle involves
the residence of a United States person, and, at any time after the search the Attorney General
determines there is no national security interest in continuing to maintain the secrecy of the search,
the Attorney General shall provide notice to the United States person whose residence was searched
of the fact of the search conducted pursuant to this chapter and shall identify any property of such
person seized, altered, or reproduced during such search.

(c) Statement for disclosure

No information acquired pursuant to this subchapter shall be disclosed for law enforcement
purposes unless such disclosure is accompanied by a statement that such information, or any
information derived therefrom, may only be used in acrimina proceeding with the advance
authorization of the Attorney General.

(d) Notification by United States

Whenever the United States intends to enter into evidence or otherwise use or disclosein any trial,
hearing, or other proceeding in or before any court, department, officer, agency, regulatory body, or
other authority of the United States, against an aggrieved person, any information obtained or
derived from a physical search pursuant to the authority of this subchapter, the United States shall,
prior to thetrial, hearing, or the other proceeding or at areasonable time prior to an effort to so
disclose or so use that information or submit it in evidence, notify the aggrieved person and the court
or other authority in which the information isto be disclosed or used that the United States intends to
so disclose or so use such information.



(e) Notification by States or political subdivisions

Whenever any State or political subdivision thereof intends to enter into evidence or otherwise use
or disclosein any trial, hearing, or other proceeding in or before any court, department, officer,
agency, regulatory body, or other authority of a State or a political subdivision thereof against an
aggrieved person any information obtained or derived from a physical search pursuant to the
authority of this subchapter, the State or political subdivision thereof shall notify the aggrieved
person, the court or other authority in which the information is to be disclosed or used, and the
Attorney General that the State or political subdivision thereof intends to so disclose or so use such
information.

(f) Motion to suppress

(1) Any person against whom evidence obtained or derived from a physical search to which heis
an aggrieved person isto be, or has been, introduced or otherwise used or disclosed in any trial,
hearing, or other proceeding in or before any court, department, officer, agency, regulatory body, or
other authority of the United States, a State, or a political subdivision thereof, may move to suppress
the evidence obtained or derived from such search on the grounds that—

(A) the information was unlawfully acquired; or
(B) the physical search was not made in conformity with an order of authorization or approval.

(2) Such amoation shall be made before the trial, hearing, or other proceeding unless there was no
opportunity to make such a motion or the person was not aware of the grounds of the motion.

(g) In camera and ex partereview by district court

Whenever a court or other authority is notified pursuant to subsection (d) or (€), or whenever a
motion is made pursuant to subsection (f), or whenever any motion or request is made by an
aggrieved person pursuant to any other statute or rule of the United States or any State before any
court or other authority of the United States or any State to discover or obtain applications or orders
or other materials relating to a physical search authorized by this subchapter or to discover, obtain, or
suppress evidence or information obtained or derived from a physical search authorized by this
subchapter, the United States district court or, where the motion is made before another authority, the
United States district court in the same district as the authority shall, notwithstanding any other
provision of law, if the Attorney General files an affidavit under oath that disclosure or any
adversary hearing would harm the national security of the United States, review in camera and ex
parte the application, order, and such other materials relating to the physical search as may be
necessary to determine whether the physical search of the aggrieved person was lawfully authorized
and conducted. In making this determination, the court may disclose to the aggrieved person, under
appropriate security procedures and protective orders, portions of the application, order, or other
materials relating to the physical search, or may require the Attorney General to provide to the
aggrieved person asummary of such materials, only where such disclosure is necessary to make an
accurate determination of the legality of the physical search.

(h) Suppression of evidence; denial of motion

If the United States district court pursuant to subsection (g) determines that the physical search
was not lawfully authorized or conducted, it shall, in accordance with the requirements of law,
suppress the evidence which was unlawfully obtained or derived from the physical search of the
aggrieved person or otherwise grant the motion of the aggrieved person. If the court determines that
the physical search was lawfully authorized or conducted, it shall deny the motion of the aggrieved
person except to the extent that due process requires discovery or disclosure.

(i) Finality of orders

Orders granting motions or requests under subsection (h), decisions under this section that a
physical search was not lawfully authorized or conducted, and orders of the United States district
court requiring review or granting disclosure of applications, orders, or other materials relating to the
physical search shall be final orders and binding upon all courts of the United States and the several
States except a United States Court of Appeals or the Supreme Court.



() Notification of emergency execution of physical sear ch; contents; postponement, suspension,
or elimination

(1) If an emergency execution of aphysical search is authorized under section 1824(d) 1 of this
title and a subsequent order approving the search is not obtained, the judge shall cause to be served
on any United States person named in the application and on such other United States persons
subject to the search as the judge may determine in hisdiscretion it isin the interests of justice to
serve, notice of—

(A) the fact of the application;
(B) the period of the search; and
(C) thefact that during the period information was or was not obtained.

(2) On an ex parte showing of good cause to the judge, the serving of the notice required by this
subsection may be postponed or suspended for a period not to exceed 90 days. Thereafter, on a
further ex parte showing of good cause, the court shall forego ordering the serving of the notice
required under this subsection.

(k) Coordination with law enfor cement on national security matters

(1) Federal officers who conduct physical searches to acquire foreign intelligence information
under this subchapter may consult with Federal law enforcement officers or law enforcement
personnel of a State or political subdivision of a State (including the chief executive officer of that
State or political subdivision who has the authority to appoint or direct the chief law enforcement
officer of that State or political subdivision) to coordinate efforts to investigate or protect against—

(A) actual or potential attack or other grave hostile acts of aforeign power or an agent of a
foreign power;

(B) sabotage, international terrorism, or the international proliferation of weapons of mass
destruction by aforeign power or an agent of aforeign power; or

(C) clandestine intelligence activities by an intelligence service or network of aforeign power
or by an agent of aforeign power.

(2) Coordination authorized under paragraph (1) shall not preclude the certification required by
section 1823(a)(6) of thistitle or the entry of an order under section 1824 of thistitle.

(Pub. L. 95-511, title 111, §305, as added Pub. L. 103359, title V111, §807(a)(3), Oct. 14, 1994, 108
Stat. 3449; amended Pub. L. 107-56, title V/, §504(b), Oct. 26, 2001, 115 Stat. 364; Pub. L. 107296,
title V111, §899, Nov. 25, 2002, 116 Stat. 2258; Pub. L. 110261, title |, §§107(c)(2), 110(b)(2), July
10, 2008, 122 Stat. 2464, 2466.)

REFERENCESIN TEXT

This chapter, referred to in subsec. (b), wasin the original "this Act", meaning Pub. L. 95-511, Oct. 25,
1978, 92 Stat. 1783, which is classified principally to this chapter. For complete classification of this Act to
the Code, see Short Title note set out under section 1801 of thistitle and Tables.

Section 1824(d) of thistitle, referred to in subsec. (j)(1), was redesignated section 1824(e) of thistitle by
Pub. L. 106-567, title VI, 8603(b)(1), Dec. 27, 2000, 114 Stat. 2853.

AMENDMENTS

2008—Subsec. (k)(1)(B). Pub. L. 110-261, 8110(b)(2), substituted "sabotage, international terrorism, or the
international proliferation of weapons of mass destruction” for "sabotage or international terrorism".

Subsec. (k)(2). Pub. L. 110261, §107(c)(2), substituted "1823(a)(6)" for "1823(a)(7)".

2002—Subsec. (k)(1). Pub. L. 107-296, in introductory provision, inserted "or law enforcement personnel
of a State or political subdivision of a State (including the chief executive officer of that State or political
subdivision who has the authority to appoint or direct the chief law enforcement officer of that State or
political subdivision)" after "law enforcement officers'.

2001—Subsec. (k). Pub. L. 107-56 added subsec. (k).

EFFECTIVE DATE OF 2008 AMENDMENT
Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.



110261, set out as a Transition Procedures note under section 1801 of this title, see section 402 of Pub. L.
110261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

EFFECTIVE DATE OF 2002 AMENDMENT

Amendment by Pub. L. 107—296 effective 60 days after Nov. 25, 2002, see section 4 of Pub. L. 107-296,
set out as an Effective Date note under section 101 of Title 6, Domestic Security.

EFFECTIVE DATE

Section effective 90 days after Oct. 14, 1994, with exception for certain physical searches approved by the
Attorney General to gather foreign intelligence information, see section 807(c) of Pub. L. 103-359, set out as
anote under section 1821 of thistitle.

1 See References in Text note below.

81826. Congressional oversight

On asemiannual basis the Attorney General shall fully inform the Permanent Select Committee on
Intelligence and the Committee on the Judiciary of the House of Representatives and the Select
Committee on Intelligence and the Committee on the Judiciary of the Senate concerning all physical
searches conducted pursuant to this subchapter. On a semiannual basis the Attorney General shall
also provide to those committees a report setting forth with respect to the preceding six-month
period—

(2) the total number of applications made for orders approving physical searches under this
subchapter;

(2) the total number of such orders either granted, modified, or denied;

(3) the number of physical searches which involved searches of the residences, offices, or
personal property of United States persons, and the number of occasions, if any, where the
Attorney Genera provided notice pursuant to section 1825(b) of thistitle; and

(4) the total number of emergency physical searches authorized by the Attorney General under
section 1824(e) of thistitle and the total number of subsequent orders approving or denying such
physical searches.

(Pub. L. 95-511, title 111, §306, as added Pub. L. 103-359, title V111, §807(a)(3), Oct. 14, 1994, 108
Stat. 3451; amended Pub. L. 109-177, title |, §109(a), Mar. 9, 2006, 120 Stat. 204; Pub. L. 114-23,
title VI, 8605(b), June 2, 2015, 129 Stat. 298.)

AMENDMENTS

2015—Pub. L. 114-23, in introductory provisions, substituted " Permanent Select Committee on
Intelligence and the Committee on the Judiciary of the House of Representatives and the Select Committee on
Intelligence and the Committee on the Judiciary of the Senate” for "Permanent Select Committee on
Intelligence of the House of Representatives and the Select Committee on Intelligence of the Senate, and the
Committee on the Judiciary of the Senate," and struck out "and the Committee on the Judiciary of the House
of Representatives' after "those committees'.

2006—Pub. L. 109-177, 8109(a)(1), (2), in introductory provisions, inserted ", and the Committee on the
Judiciary of the Senate," after " Select Committee on Intelligence of the Senate" and substituted "and the
Committee on the Judiciary of the House of Representatives' for "and the Committees on the Judiciary of the
House of Representatives and the Senate”.

Par. (4). Pub. L. 109-177, 8109(a)(3)—(5), added par. (4).

EFFECTIVE DATE

Section effective 90 days after Oct. 14, 1994, with exception for certain physical searches approved by the
Attorney General to gather foreign intelligence information, see section 807(c) of Pub. L. 103-359, set out as
anote under section 1821 of thistitle.

81827. Penalties



(a) Prohibited activities
A person is guilty of an offenseif he intentionally—
(1) under color of law for the purpose of obtaining foreign intelligence information, executes a
physical search within the United States except as authorized by statute; or
(2) discloses or uses information obtained under color of law by physical search within the
United States, knowing or having reason to know that the information was obtained through
physical search not authorized by statute, for the purpose of obtaining intelligence information.

(b) Defense

It is a defense to a prosecution under subsection (a) that the defendant was alaw enforcement or
investigative officer engaged in the course of hisofficia duties and the physical search was
authorized by and conducted pursuant to a search warrant or court order of a court of competent
jurisdiction.
(c) Fineor imprisonment

An offense described in this section is punishable by afine of not more than $10,000 or
imprisonment for not more than five years, or both.

(d) Federal jurisdiction

Thereis Federal jurisdiction over an offense under this section if the person committing the
offense was an officer or employee of the United States at the time the offense was committed.

(Pub. L. 95-511, title 111, §307, as added Pub. L. 103359, title V111, §807(a)(3), Oct. 14, 1994, 108
Stat. 3452.)

EFFECTIVE DATE
Section effective 90 days after Oct. 14, 1994, with exception for certain physical searches approved by the
Attorney General to gather foreign intelligence information, see section 807(c) of Pub. L. 103-359, set out as
anote under section 1821 of thistitle.

§1828. Civil liability

An aggrieved person, other than aforeign power or an agent of aforeign power, as defined in
section 1801(a) or (b)(1)(A), respectively, of thistitle, whose premises, property, information, or
material has been subjected to a physical search within the United States or about whom information
obtained by such a physical search has been disclosed or used in violation of section 1827 of thistitle
shall have a cause of action against any person who committed such violation and shall be entitled to
recover—

(1) actual damages, but not less than liquidated damages of $1,000 or $100 per day for each day
of violation, whichever is greater;
(2) punitive damages; and
(3) reasonable attorney's fees and other investigative and litigation costs reasonably incurred.
(Pub. L. 95511, title 11, 8308, as added Pub. L. 103-359, title V111, 8807(a)(3), Oct. 14, 1994, 108
Stat. 3452.)

EFFECTIVE DATE

Section effective 90 days after Oct. 14, 1994, with exception for certain physical searches approved by the
Attorney General to gather foreign intelligence information, see section 807(c) of Pub. L. 103-359, set out as
anote under section 1821 of thistitle.

81829. Authorization during time of war

Notwithstanding any other provision of law, the President, through the Attorney General, may
authorize physical searches without a court order under this subchapter to acquire foreign
intelligence information for a period not to exceed 15 calendar days following a declaration of war



by the Congress.

(Pub. L. 95-511, title 111, §309, as added Pub. L. 103-359, title V111, §807(a)(3), Oct. 14, 1994, 108
Stat. 3452.)

EFFECTIVE DATE

Section effective 90 days after Oct. 14, 1994, with exception for certain physical searches approved by the
Attorney General to gather foreign intelligence information, see section 807(c) of Pub. L. 103-359, set out as
anote under section 1821 of thistitle.

SUBCHAPTER I1I|—PEN REGISTERS AND TRAP AND TRACE DEVICES
FOR FOREIGN INTELLIGENCE PURPOSES

81841. Definitions

As used in this subchapter:

(1) The terms "foreign power", "agent of aforeign power", "international terrorism", "foreign
intelligence information”, "Attorney General", "United States person”, "United States', "person”,
and "State" shall have the same meanings as in section 1801 of thistitle.

(2) The terms "pen register" and "trap and trace device" have the meanings given such termsin
section 3127 of title 18.

(3) The term "aggrieved person” means any person—

(A) whose telephone line was subject to the installation or use of a pen register or trap and
trace device authorized by this subchapter; or

(B) whose communication instrument or device was subject to the use of a pen register or
trap and trace device authorized by this subchapter to capture incoming electronic or other
communications impul ses.

(4)(A) The term "specific selection term”—

(i) isaterm that specifically identifies a person, account, address, or personal device, or any
other specific identifier; and

(i) isused to limit, to the greatest extent reasonably practicable, the scope of information
sought, consistent with the purpose for seeking the use of the pen register or trap and trace
device.

(B) A specific selection term under subparagraph (A) does not include an identifier that does
not limit, to the greatest extent reasonably practicable, the scope of information sought, consi stent
with the purpose for seeking the use of the pen register or trap and trace device, such asan
identifier that—

(1) identifies an electronic communication service provider (as that term is defined in section
1881 of thistitle) or aprovider of remote computing service (as that term is defined in section
2711 of title 18), when not used as part of a specific identifier as described in subparagraph (A),
unless the provider isitself a subject of an authorized investigation for which the specific
selection term is used as the basis for the use; or

(i1) identifies a broad geographic region, including the United States, a city, a county, a State,
azip code, or an area code, when not used as part of a specific identifier as described in
subparagraph (A).

(C) For purposes of subparagraph (A), the term "address' means a physical address or
electronic address, such as an electronic mail address or temporarily assigned network address
(including an Internet protocol address).

(D) Nothing in this paragraph shall be construed to preclude the use of multiple terms or



identifiers to meet the requirements of subparagraph (A).

(Pub. L. 95-511, title IV, 8401, as added Pub. L. 105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2404; amended Pub. L. 114-23, title 11, §201(b), June 2, 2015, 129 Stat. 277.)

PRIOR PROVISIONS

A prior section 401 of Pub. L. 95-511 was renumbered section 701 and was set out as a note under section
1801 of thistitle, prior to repeal by Pub. L. 110-261.

AMENDMENTS
2015—Par. (4). Pub. L. 114-23 added par. (4).

§1842. Pen registersand trap and trace devicesfor foreign intelligence and
inter national terrorism investigations

(a) Application for authorization or approval

(1) Notwithstanding any other provision of law, the Attorney General or a designated attorney for
the Government may make an application for an order or an extension of an order authorizing or
approving the installation and use of a pen register or trap and trace device for any investigation to
obtain foreign intelligence information not concerning a United States person or to protect against
international terrorism or clandestine intelligence activities, provided that such investigation of a
United States person is not conducted solely upon the basis of activities protected by the first
amendment to the Constitution which is being conducted by the Federal Bureau of Investigation
under such guidelines as the Attorney General approves pursuant to Executive Order No. 12333, or a
successor order.

(2) The authority under paragraph (1) isin addition to the authority under subchapter | of this
chapter to conduct the electronic surveillance referred to in that paragraph.

(b) Form of application; recipient
Each application under this section shall be in writing under oath or affirmation to—
(1) ajudge of the court established by section 1803(a) of thistitle; or
(2) aUnited States Magistrate Judge under chapter 43 of title 28 who is publicly designated by
the Chief Justice of the United States to have the power to hear applications for and grant orders
approving the installation and use of a pen register or trap and trace device on behalf of ajudge of
that court.

(c) Executive approval; contents of application
Each application under this section shall require the approval of the Attorney General, or a
designated attorney for the Government, and shall include—

(1) the identity of the Federal officer seeking to use the pen register or trap and trace device
covered by the application;

(2) acertification by the applicant that the information likely to be obtained is foreign
intelligence information not concerning a United States person or is relevant to an ongoing
investigation to protect against international terrorism or clandestine intelligence activities,
provided that such investigation of a United States person is not conducted solely upon the basis
of activities protected by the first amendment to the Constitution; and

(3) a specific selection term to be used as the basis for the use of the pen register or trap and
trace device.

(d) Ex partejudicial order of approval
(1) Upon an application made pursuant to this section, the judge shall enter an ex parte order as
requested, or as modified, approving the installation and use of a pen register or trap and trace device
if the judge finds that the application satisfies the requirements of this section.
(2) An order issued under this section—
(A) shall specify—



(i) the identity, if known, of the person who is the subject of the investigation;

(ii) the identity, if known, of the person to whom is leased or in whose name is listed the
telephone line or other facility to which the pen register or trap and trace device isto be
attached or applied; and

(iii) the attributes of the communications to which the order applies, such as the number or
other identifier, and, if known, the location of the telephone line or other facility to which the
pen register or trap and trace device isto be attached or applied and, in the case of atrap and
trace device, the geographic limits of the trap and trace order;

(B) shall direct that—

(i) upon request of the applicant, the provider of awire or electronic communication service,
landlord, custodian, or other person shall furnish any information, facilities, or technical
assistance necessary to accomplish the installation and operation of the pen register or trap and
trace device in such amanner as will protect its secrecy and produce a minimum amount of
interference with the services that such provider, landlord, custodian, or other person is
providing the person concerned;

(i1) such provider, landlord, custodian, or other person—

(1) shall not disclose the existence of the investigation or of the pen register or trap and
trace device to any person unless or until ordered by the court; and
(1) shall maintain, under security procedures approved by the Attorney General and the

Director of National Intelligence pursuant to section 1805(b)(2)(C) L of thistitle, any records
concerning the pen register or trap and trace device or the aid furnished; and

(iii) the applicant shall compensate such provider, landlord, custodian, or other person for
reasonable expenses incurred by such provider, landlord, custodian, or other person in providing
such information, facilities, or technical assistance; and

(C) shall direct that, upon the request of the applicant, the provider of awire or electronic
communication service shall disclose to the Federal officer using the pen register or trap and trace
device covered by the order—

(i) in the case of the customer or subscriber using the service covered by the order (for the
period specified by the order)—

(I the name of the customer or subscriber;

(1) the address of the customer or subscriber;

(111) the telephone or instrument number, or other subscriber number or identifier, of the
customer or subscriber, including any temporarily assigned network address or associated
routing or transmission information;

(1V) the length of the provision of service by such provider to the customer or subscriber
and the types of services utilized by the customer or subscriber;

(V) inthe case of aprovider of local or long distance telephone service, any local or long
distance telephone records of the customer or subscriber;

(V1) if applicable, any records reflecting period of usage (or sessions) by the customer or
subscriber; and

(V1) any mechanisms and sources of payment for such service, including the number of
any credit card or bank account utilized for payment for such service; and

(it) if available, with respect to any customer or subscriber of incoming or outgoing
communications to or from the service covered by the order—
(I the name of such customer or subscriber;
(1) the address of such customer or subscriber;
(111) the telephone or instrument number, or other subscriber number or identifier, of such
customer or subscriber, including any temporarily assigned network address or associated
routing or transmission information; and



(V) the length of the provision of service by such provider to such customer or subscriber
and the types of services utilized by such customer or subscriber.

(3) A deniad of the application made under this subsection may be reviewed as provided in section
1803 of thistitle.

(e) Timelimitation

(1) Except as provided in paragraph (2), an order issued under this section shall authorize the
installation and use of a pen register or trap and trace device for a period not to exceed 90 days.
Extensions of such an order may be granted, but only upon an application for an order under this
section and upon the judicial finding required by subsection (d). The period of extension shall be for
aperiod not to exceed 90 days.

(2) In the case of an application under subsection (c) where the applicant has certified that the
information likely to be obtained is foreign intelligence information not concerning a United States
person, an order, or an extension of an order, under this section may be for a period not to exceed
oneyear.

(f) Cause of action barred

No cause of action shall liein any court against any provider of awire or electronic
communication service, landlord, custodian, or other person (including any officer, employee, agent,
or other specified person thereof) that furnishes any information, facilities, or technical assistance
under subsection (d) in accordance with the terms of an order issued under this section.

(9) Furnishing of results

Unless otherwise ordered by the judge, the results of a pen register or trap and trace device shall
be furnished at reasonable intervals during regular business hours for the duration of the order to the
authorized Government official or officials.

(h) Privacy procedures

(2) In general

The Attorney General shall ensure that appropriate policies and procedures are in place to
safeguard nonpublicly available information concerning United States persons that is collected
through the use of a pen register or trap and trace device installed under this section. Such policies
and procedures shall, to the maximum extent practicable and consistent with the need to protect
national security, include privacy protections that apply to the collection, retention, and use of
information concerning United States persons.

(2) Rule of construction

Nothing in this subsection limits the authority of the court established under section 1803(a) of
thistitle or of the Attorney General to impose additional privacy or minimization procedures with
regard to the installation or use of a pen register or trap and trace device.

(Pub. L. 95-511, title 1V, 8402, as added Pub. L. 105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2405; amended Pub. L. 107-56, title 11, §214(a), Oct. 26, 2001, 115 Stat. 286; Pub. L. 107—108, title
111, §314(a)(5), Dec. 28, 2001, 115 Stat. 1402; Pub. L. 108458, title I, §1071(€), Dec. 17, 2004, 118
Stat. 3691; Pub. L. 109-177, title |, §§105(c), 128(a), Mar. 9, 2006, 120 Stat. 195, 228; Pub. L.
111-259, title V11, §806(8)(2), Oct. 7, 2010, 124 Stat. 2748; Pub. L. 114-23, title |1, §§201(a),
202(a), June 2, 2015, 129 Stat. 277; Pub. L. 115-118, title 11, §205(b)(4), Jan. 19, 2018, 132 Stat.
22)

REFERENCESIN TEXT

Executive Order No. 12333, referred to in subsec. (a)(1), is set out as a note under section 3001 of thistitle.
Section 1805(b)(2)(C) of thistitle, referred to in subsec. (d)(2)(B)(ii)(11), was redesignated section
1805(c)(2)(C) of thistitle by Pub. L. 106-567, title VI, 8602(b)(1), Dec. 27, 2000, 114 Stat. 2851.

AMENDMENTS
2018—Subsec. (d)(3). Pub. L. 115-118 added par. (3).



2015—Subsec. (¢)(3). Pub. L. 114-23, §201(a), added par. (3).

Subsec. (h). Pub. L. 114-23, §202(a), added subsec. (h).

2010—Subsec. (d)(2)(B)(ii)(I1). Pub. L. 111-259 made technical amendment to directory language of Pub.
L. 108-458. See 2004 Amendment note bel ow.

2006—Subsec. (d)(2)(A). Pub. L. 109-177, 8128(a)(1), inserted "and" at end of cl. (ii) and substituted
semicolon for period at end of cl. (iii).

Subsec. (d)(2)(C). Pub. L. 109-177, §128(a)(2), (3), added subpar. (C).

Subsec. (€). Pub. L. 109-177, 8105(c), designated existing provisions as par. (1), substituted "Except as
provided in paragraph (2), an order issued" for "An order issued", and added par. (2).

2004—Subsec. (d)(2)(B)(ii)(11). Pub. L. 108-458, as amended by Pub. L. 111-259, substituted "Director of
National Intelligence” for "Director of Central Intelligence”.

2001—Subsec. (a)(1). Pub. L. 107-56, §214(a)(1), substituted "for any investigation to obtain foreign
intelligence information not concerning a United States person or to protect against international terrorism or
clandestine intelligence activities, provided that such investigation of a United States person is not conducted
solely upon the basis of activities protected by the first amendment to the Constitution™ for "for any
investigation to gather foreign intelligence information or information concerning international terrorism".

Subsec. (c)(1). Pub. L. 107-108, 8314(a)(5)(A), inserted "and" after semicolon at end.

Subsec. (€)(2). Pub. L. 107-56, §214(a)(2), amended par. (2) generally. Prior to amendment, par. (2) read as
follows: "a certification by the applicant that the information likely to be obtained is relevant to an ongoing
foreign intelligence or international terrorism investigation being conducted by the Federal Bureau of
Investigation under guidelines approved by the Attorney General; and"”.

Subsec. (¢)(3). Pub. L. 107-56, §214(a)(3), struck out par. (3) which read as follows: "information which
demonstrates that there is reason to believe that the telephone line to which the pen register or trap and trace
deviceisto be attached, or the communication instrument or device to be covered by the pen register or trap
and trace device, has been or is about to be used in communication with—

"(A) anindividual who is engaging or has engaged in international terrorism or clandestine
intelligence activities that involve or may involve aviolation of the criminal laws of the United States; or

"(B) aforeign power or agent of aforeign power under circumstances giving reason to believe that the
communication concerns or concerned international terrorism or clandestine intelligence activities that
involve or may involve aviolation of the criminal laws of the United States.”

Subsec. (d)(2)(A). Pub. L. 107-56, §214(a)(4), amended subpar. (A) generaly. Prior to amendment, subpar.
(A) read asfollows: "shall specify—

"(i) the identity, if known, of the person who is the subject of the foreign intelligence or international
terrorism investigation;
"(ii) in the case of an application for the installation and use of a pen register or trap and trace device
with respect to atelephone line—
"(1) the identity, if known, of the person to whom is leased or in whose name the telephone lineis
listed; and
"(11) the number and, if known, physical location of the telephone line; and
"(iii) in the case of an application for the use of a pen register or trap and trace device with respect to a
communication instrument or device not covered by clause (ii)—
"(1) the identity, if known, of the person who owns or leases the instrument or device or in whose
name the instrument or deviceislisted; and
"(11) the number of the instrument or device; and".
Subsec. (f). Pub. L. 107-108, §314(a)(5)(B), substituted "terms of an order issued" for "terms of a court".

EFFECTIVE DATE OF 2004 AMENDMENT

For Determination by President that amendment by Pub. L. 108-458 take effect on Apr. 21, 2005, see
Memorandum of President of the United States, Apr. 21, 2005, 70 F.R. 23925, set out as a note under section
3001 of thistitle.

Amendment by Pub. L. 108-458 effective not later than six months after Dec. 17, 2004, except as otherwise
expressly provided, see section 1097(a) of Pub. L. 108-458, set out in an Effective Date of 2004 Amendment;
Transition Provisions note under section 3001 of thistitle.

1 See References in Text note below.



81843. Authorization during emergencies

(a) Requirementsfor authorization

Notwithstanding any other provision of this subchapter, when the Attorney General makes a
determination described in subsection (b), the Attorney General may authorize the installation and
use of apen register or trap and trace device on an emergency basisto gather foreign intelligence
information not concerning a United States person or information to protect against international
terrorism or clandestine intelligence activities, provided that such investigation of a United States
person is not conducted solely upon the basis of activities protected by the first amendment to the
Consgtitution if—

(1) ajudgereferred to in section 1842(b) of thistitle isinformed by the Attorney General or his
designee at the time of such authorization that the decision has been made to install and use the
pen register or trap and trace device, as the case may be, on an emergency basis; and

(2) an application in accordance with section 1842 of thistitle is made to such judge as soon as
practicable, but not more than 7 days, after the Attorney General authorizes the installation and
use of the pen register or trap and trace device, as the case may be, under this section.

(b) Determination of emergency and factual basis

A determination under this subsection is a reasonable determination by the Attorney General
that—

(1) an emergency requires the installation and use of a pen register or trap and trace device to
obtain foreign intelligence information not concerning a United States person or information to
protect against international terrorism or clandestine intelligence activities, provided that such
investigation of a United States person is not conducted solely upon the basis of activities
protected by the first amendment to the Constitution before an order authorizing the installation
and use of the pen register or trap and trace device, as the case may be, can with due diligence be
obtained under section 1842 of thistitle; and

(2) the factual basis for issuance of an order under such section 1842 of thistitle to approve the
installation and use of the pen register or trap and trace device, as the case may be, exists.

(c) Effect of absence of order

(1) In the absence of an order applied for under subsection (a)(2) approving the installation and
use of a pen register or trap and trace device authorized under this section, the installation and use of
the pen register or trap and trace device, as the case may be, shall terminate at the earlier of—

(A) when the information sought is obtained;
(B) when the application for the order is denied under section 1842 of thistitle; or
(C) 7 days after the time of the authorization by the Attorney General.

(2) In the event that an application for an order applied for under subsection (a)(2) is denied, or in
any other case where the installation and use of a pen register or trap and trace device under this
section is terminated and no order under section 1842 of thistitle isissued approving the installation
and use of the pen register or trap and trace device, as the case may be, no information obtained or
evidence derived from the use of the pen register or trap and trace device, as the case may be, shall
be received in evidence or otherwise disclosed in any trial, hearing, or other proceeding in or before
any court, grand jury, department, office, agency, regulatory body, legis ative committee, or other
authority of the United States, a State, or political subdivision thereof, and no information
concerning any United States person acquired from the use of the pen register or trap and trace
device, asthe case may be, shall subsequently be used or disclosed in any other manner by Federal
officers or employees without the consent of such person, except with the approval of the Attorney
Generd if the information indicates a threat of death or serious bodily harm to any person.

(3) A denia of the application made under subsection (a)(2) may be reviewed as provided in
section 1803 of thistitle.

(d) Privacy procedures
Information collected through the use of a pen register or trap and trace device installed under this



section shall be subject to the policies and procedures required under section 1842(h) of thistitle.

(Pub. L. 95-511, title 1V, §403, as added Pub. L. 105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2407: amended Pub. L. 107-56, title |1, §214(b), Oct. 26, 2001, 115 Stat. 287; Pub. L. 110261, title
|, §108, July 10, 2008, 122 Stat. 2464; Pub. L. 11423, title I1, §202(b), June 2, 2015, 129 Stat. 278;
Pub. L. 115-118, title 11, §205(b)(5), Jan. 19, 2018, 132 Stat. 22.)

AMENDMENTS

2018—Subsec. (¢)(3). Pub. L. 115-118 added par. (3).

2015—Subsec. (d). Pub. L. 114-23 added subsec. (d).

2008—Subsecs. (a)(2), (c)(1)(C). Pub. L. 110-261 substituted "7 days" for "48 hours".

2001—Subsec. (a). Pub. L. 107-56, §214(b)(1), substituted "foreign intelligence information not
concerning a United States person or information to protect against international terrorism or clandestine
intelligence activities, provided that such investigation of a United States person is hot conducted solely upon
the basis of activities protected by the first amendment to the Constitution” for "foreign intelligence
information or information concerning international terrorism" in introductory provisions.

Subsec. (b)(1). Pub. L. 107-56, §214(b)(2), substituted "foreign intelligence information not concerning a
United States person or information to protect against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States person is not conducted solely upon the basis of
activities protected by the first amendment to the Constitution” for "foreign intelligence information or
information concerning international terrorism"”.

EFFECTIVE DATE OF 2008 AMENDMENT

Amendment by Pub. L. 110-261 effective July 10, 2008, except as provided in section 404 of Pub. L.
110-261, set out as a Transition Procedures note under section 1801 of thistitle, see section 402 of Pub. L.
110261, set out as an Effective Date of 2008 Amendment note under section 1801 of thistitle.

§1844. Authorization during time of war

Notwithstanding any other provision of law, the President, through the Attorney General, may
authorize the use of apen register or trap and trace device without a court order under this
subchapter to acquire foreign intelligence information for a period not to exceed 15 calendar days
following a declaration of war by Congress.

(Pub. L. 95-511, title 1V, §404, as added Pub. L. 105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2408.)

§1845. Use of information

(&) In general

(1) Information acquired from the use of a pen register or trap and trace device installed pursuant
to this subchapter concerning any United States person may be used and disclosed by Federal
officers and employees without the consent of the United States person only in accordance with the
provisions of this section.

(2) No information acquired from a pen register or trap and trace device installed and used
pursuant to this subchapter may be used or disclosed by Federal officers or employees except for
lawful purposes.

(b) Disclosurefor law enfor cement purposes

No information acquired pursuant to this subchapter shall be disclosed for law enforcement
purposes unless such disclosure is accompanied by a statement that such information, or any
information derived therefrom, may only be used in a criminal proceeding with the advance
authorization of the Attorney General.

(c) Notification of intended disclosure by United States
Whenever the United States intends to enter into evidence or otherwise use or disclosein any trial,



hearing, or other proceeding in or before any court, department, officer, agency, regulatory body, or
other authority of the United States against an aggrieved person any information obtained or derived
from the use of a pen register or trap and trace device pursuant to this subchapter, the United States
shall, before the trial, hearing, or the other proceeding or at a reasonable time before an effort to so
disclose or so use that information or submit it in evidence, notify the aggrieved person and the court
or other authority in which the information is to be disclosed or used that the United States intends to
so disclose or so use such information.

(d) Natification of intended disclosure by State or political subdivision

Whenever any State or political subdivision thereof intends to enter into evidence or otherwise use
or disclosein any trial, hearing, or other proceeding in or before any court, department, officer,
agency, regulatory body, or other authority of the State or political subdivision thereof against an
aggrieved person any information obtained or derived from the use of a pen register or trap and trace
device pursuant to this subchapter, the State or political subdivision thereof shall notify the aggrieved
person, the court or other authority in which the information is to be disclosed or used, and the
Attorney General that the State or political subdivision thereof intends to so disclose or so use such
information.

(e) Motion to suppress

(1) Any aggrieved person against whom evidence obtained or derived from the use of a pen
register or trap and trace device is to be, or has been, introduced or otherwise used or disclosed in
any trial, hearing, or other proceeding in or before any court, department, officer, agency, regulatory
body, or other authority of the United States, or a State or political subdivision thereof, may move to
suppress the evidence obtained or derived from the use of the pen register or trap and trace device, as
the case may be, on the grounds that—

(A) the information was unlawfully acquired; or
(B) the use of the pen register or trap and trace device, as the case may be, was not madein
conformity with an order of authorization or approval under this subchapter.

(2) A motion under paragraph (1) shall be made before the trial, hearing, or other proceeding
unless there was no opportunity to make such a motion or the aggrieved person concerned was not
aware of the grounds of the motion.

(f) In camera and ex partereview

(1) Whenever a court or other authority is notified pursuant to subsection (c) or (d), whenever a
motion is made pursuant to subsection (€), or whenever any motion or request is made by an
aggrieved person pursuant to any other statute or rule of the United States or any State before any
court or other authority of the United States or any State to discover or obtain applications or orders
or other materials relating to the use of a pen register or trap and trace device authorized by this
subchapter or to discover, obtain, or suppress evidence or information obtained or derived from the
use of a pen register or trap and trace device authorized by this subchapter, the United States district
court or, where the motion is made before another authority, the United States district court in the
same district as the authority shall, notwithstanding any other provision of law and if the Attorney
General files an affidavit under oath that disclosure or any adversary hearing would harm the
national security of the United States, review in camera and ex parte the application, order, and such
other materials relating to the use of the pen register or trap and trace device, as the case may be, as
may be necessary to determine whether the use of the pen register or trap and trace device, asthe
case may be, was lawfully authorized and conducted.

(2) In making a determination under paragraph (1), the court may disclose to the aggrieved person,
under appropriate security procedures and protective orders, portions of the application, order, or
other materials relating to the use of the pen register or trap and trace device, as the case may be, or
may require the Attorney General to provide to the aggrieved person a summary of such materials,
only where such disclosure is necessary to make an accurate determination of the legality of the use
of the pen register or trap and trace device, as the case may be.



(g) Effect of determination of lawfulness

(2) If the United States district court determines pursuant to subsection (f) that the use of a pen
register or trap and trace device was not lawfully authorized or conducted, the court may, in
accordance with the requirements of law, suppress the evidence which was unlawfully obtained or
derived from the use of the pen register or trap and trace device, as the case may be, or otherwise
grant the motion of the aggrieved person.

(2) If the court determines that the use of the pen register or trap and trace device, as the case may
be, was lawfully authorized or conducted, it may deny the motion of the aggrieved person except to
the extent that due process requires discovery or disclosure.

(h) Binding final orders

Orders granting motions or requests under subsection (g), decisions under this section that the use
of apen register or trap and trace device was not lawfully authorized or conducted, and orders of the
United States district court requiring review or granting disclosure of applications, orders, or other
materials relating to the installation and use of a pen register or trap and trace device shall be fina
orders and binding upon all courts of the United States and the several States except a United States
Court of Appeals or the Supreme Court.

(Pub. L. 95-511, title IV, §405, as added Pub. L. 105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2408.)

81846. Congressional oversight

(a) On asemiannual basis, the Attorney General shall fully inform the Permanent Select
Committee on Intelligence of the House of Representatives and the Select Committee on Intelligence
of the Senate, and the Committee on the Judiciary of the House of Representatives and the
Committee on the Judiciary of the Senate, concerning all uses of pen registers and trap and trace
devices pursuant to this subchapter.

(b) On asemiannual basis, the Attorney General shall also provide to the committees referred to in
subsection (&) areport setting forth with respect to the preceding 6-month period—

(2) the total number of applications made for orders approving the use of pen registers or trap
and trace devices under this subchapter;

(2) the total number of such orders either granted, modified, or denied;

(3) the total number of pen registers and trap and trace devices whose installation and use was
authorized by the Attorney General on an emergency basis under section 1843 of thistitle, and the
total number of subsequent orders approving or denying the installation and use of such pen
registers and trap and trace devices;

(4) each department or agency on behalf of which the Attorney General or a designated attorney
for the Government has made an application for an order authorizing or approving the installation
and use of a pen register or trap and trace device under this subchapter;

(5) for each department or agency described in paragraph (4), each number described in
paragraphs (1), (2), and (3); and

(6) agood faith estimate of the total number of subjects who were targeted by the installation
and use of a pen register or trap and trace device under an order or emergency authorization issued
under this subchapter, rounded to the nearest 500, including—

(A) the number of such subjects who are United States persons, reported to the nearest band
of 500, starting with 0—499; and

(B) of the number of United States persons described in subparagraph (A), the number of
persons whose information acquired pursuant to such order was reviewed or accessed by a
Federal officer, employee, or agent, reported to the nearest band of 500, starting with 0—499.

(c) Each report under subsection (b) shall be submitted in unclassified form, to the extent
consistent with national security. Not later than 7 days after the date on which the Attorney General
submits such areport, the Attorney General shall make the report publicly available, or, if the



Attorney General determines that the report cannot be made publicly available consistent with
national security, the Attorney General may make publicly available an unclassified summary of the
report or aredacted version of the report.

(Pub. L. 95-511, title IV, §406, as added Pub. L. 105-272, title VI, §601(2), Oct. 20, 1998, 112 Stat.
2410; amended Pub. L. 109-177, title |, §8109(b), 128(b), Mar. 9, 2006, 120 Stat. 204, 229; Pub. L.
114-23, title VI, 8605(c), June 2, 2015, 129 Stat. 298; Pub. L. 115-118, title |, §107(b), title 1,
§205(a)(3), Jan. 19, 2018, 132 Stat. 14, 21.)

AMENDMENTS

2018—Subsec. (b). Pub. L. 115-118, §205(a)(3), struck out "and to the Committees on the Judiciary of the
House of Representatives and the Senate” after "to the committees referred to in subsection (8)" in
introductory provisions.

Subsec. (b)(6). Pub. L. 115-118, §107(b)(1), added par. (6).

Subsec. (c). Pub. L. 115-118, §107(b)(2), added subsec. (c).

2015—Subsec. (b)(4), (5). Pub. L. 114-23 added pars. (4) and (5).

2006—Subsec. (a). Pub. L. 109-177, 8128(b), inserted ", and the Committee on the Judiciary of the House
of Representatives and the Committee on the Judiciary of the Senate," after "Select Committee on Intelligence
of the Senate".

Subsec. (b)(3). Pub. L. 109-177, 8109(b), added par. (3).

SUBCHAPTER IV—ACCESS TO CERTAIN BUSINESS RECORDS FOR
FOREIGN INTELLIGENCE PURPOSES

81861. Accessto certain businessrecordsfor foreign intelligence and
inter national terrorism investigations

(a) Application for order; conduct of investigation generally

(1) Subject to paragraph (3), the Director of the Federal Bureau of Investigation or a designee of
the Director (whose rank shall be no lower than Assistant Special Agent in Charge) may make an
application for an order requiring the production of any tangible things (including books, records,
papers, documents, and other items) for an investigation to obtain foreign intelligence information
not concerning a United States person or to protect against international terrorism or clandestine
intelligence activities, provided that such investigation of a United States person is not conducted
solely upon the basis of activities protected by the first amendment to the Constitution.

(2) Aninvestigation conducted under this section shall—

(A) be conducted under guidelines approved by the Attorney General under Executive Order

12333 (or a successor order); and

(B) not be conducted of a United States person solely upon the basis of activities protected by
the first amendment to the Constitution of the United States.

(3) In the case of an application for an order requiring the production of library circulation records,
library patron lists, book sales records, book customer lists, firearms sales records, tax return records,
educational records, or medical records containing information that would identify a person, the
Director of the Federal Bureau of Investigation may delegate the authority to make such application
to either the Deputy Director of the Federal Bureau of Investigation or the Executive Assistant
Director for National Security (or any successor position). The Deputy Director or the Executive
Assistant Director may not further delegate such authority.

(b) Recipient and contents of application

Each application under this section—
(1) shall be made to—



(A) ajudge of the court established by section 1803(a) of thistitle; or

(B) aUnited States Magistrate Judge under chapter 43 of title 28, who is publicly designated
by the Chief Justice of the United States to have the power to hear applications and grant orders
for the production of tangible things under this section on behalf of ajudge of that court; and

(2) shall include—

(A) aspecific selection term to be used as the basis for the production of the tangible things
sought;

(B) in the case of an application other than an application described in subparagraph (C)
(including an application for the production of call detail records other than in the manner
described in subparagraph (C)), a statement of facts showing that there are reasonable grounds
to believe that the tangible things sought are relevant to an authorized investigation (other than a
threat assessment) conducted in accordance with subsection (a)(2) to obtain foreign intelligence
information not concerning a United States person or to protect against international terrorism
or clandestine intelligence activities, such things being presumptively relevant to an authorized
investigation if the applicant shows in the statement of the facts that they pertain to—

(i) aforeign power or an agent of aforeign power;

(i) the activities of a suspected agent of aforeign power who is the subject of such
authorized investigation; or

(iii) an individual in contact with, or known to, a suspected agent of aforeign power who is
the subject of such authorized investigation;

(C) inthe case of an application for the production on an ongoing basis of call detail records
created before, on, or after the date of the application relating to an authorized investigation
(other than a threat assessment) conducted in accordance with subsection (a)(2) to protect
against international terrorism, a statement of facts showing that—

(i) there are reasonable grounds to believe that the call detail records sought to be produced
based on the specific selection term required under subparagraph (A) are relevant to such
investigation; and

(ii) there is areasonable, articulable suspicion that such specific selectiontermis
associated with aforeign power engaged in international terrorism or activities in preparation
therefor, or an agent of aforeign power engaged in international terrorism or activitiesin
preparation therefor; and

(D) an enumeration of the minimization procedures adopted by the Attorney General under
subsection (g) that are applicable to the retention and dissemination by the Federal Bureau of
Investigation of any tangible things to be made available to the Federal Bureau of Investigation
based on the order requested in such application.

(c) Ex partejudicial order of approval

(1) Upon an application made pursuant to this section, if the judge finds that the application meets
the requirements of subsections (@) and (b) and that the minimization procedures submitted in
accordance with subsection (b)(2)(D) meet the definition of minimization procedures under
subsection (g), the judge shall enter an ex parte order as requested, or as modified, approving the
release of tangible things. Such order shall direct that minimization procedures adopted pursuant to
subsection (g) be followed.

(2) An order under this subsection—

(A) shall describe the tangible things that are ordered to be produced with sufficient
particularity to permit them to be fairly identified, including each specific selection term to be
used as the basis for the production;

(B) shall include the date on which the tangible things must be provided, which shall alow a
reasonable period of time within which the tangible things can be assembled and made available;

(C) shall provide clear and conspicuous notice of the principles and procedures described in
subsection (d);



(D) may only require the production of atangible thing if such thing can be obtained with a
subpoena duces tecum issued by a court of the United Statesin aid of agrand jury investigation or
with any other order issued by a court of the United States directing the production of records or
tangible things;

(E) shall not disclose that such order isissued for purposes of an investigation described in
subsection (a); and

(F) in the case of an application described in subsection (b)(2)(C), shall—

(1) authorize the production on a daily basis of call detail records for a period not to exceed
180 days;

(i) provide that an order for such production may be extended upon application under
subsection (b) and the judicial finding under paragraph (1) of this subsection;

(iii) provide that the Government may require the prompt production of afirst set of call
detail records using the specific selection term that satisfies the standard required under
subsection (b)(2)(C)(ii);

(iv) provide that the Government may require the prompt production of a second set of call
detail records using session-identifying information or atelephone calling card number
identified by the specific selection term used to produce call detail records under clause (iii);

(v) provide that, when produced, such records be in aform that will be useful to the
Government;

(vi) direct each person the Government directs to produce call detail records under the order
to furnish the Government forthwith all information, facilities, or technical assistance necessary
to accomplish the production in such a manner as will protect the secrecy of the production and
produce a minimum of interference with the services that such person is providing to each
subject of the production; and

(vii) direct the Government to—

(I adopt minimization procedures that require the prompt destruction of all call detail
records produced under the order that the Government determines are not foreign intelligence
information; and

(I1) destroy all call detail records produced under the order as prescribed by such
procedures.

(3) No order issued under this subsection may authorize the collection of tangible things without
the use of a specific selection term that meets the requirements of subsection (b)(2).

(4) A denia of the application made under this subsection may be reviewed as provided in section
1803 of thistitle.

(d) Nondisclosure

(1) No person shall disclose to any other person that the Federal Bureau of Investigation has
sought or obtained tangible things pursuant to an order issued or an emergency production required
under this section, other than to—

(A) those persons to whom disclosure is hecessary to comply with such order or such
emergency production;

(B) an attorney to obtain legal advice or assistance with respect to the production of thingsin
response to the order or the emergency production; or

(C) other persons as permitted by the Director of the Federal Bureau of Investigation or the
designee of the Director.

(2)(A) A person to whom disclosure is made pursuant to paragraph (1) shall be subject to the
nondisclosure requirements applicable to a person to whom an order or emergency production is
directed under this section in the same manner as such person.

(B) Any person who discloses to a person described in subparagraph (A), (B), or (C) of paragraph
(1) that the Federal Bureau of Investigation has sought or obtained tangible things pursuant to an
order or emergency production under this section shall notify such person of the nondisclosure
requirements of this subsection.



(C) At therequest of the Director of the Federal Bureau of Investigation or the designee of the
Director, any person making or intending to make a disclosure under subparagraph (A) or (C) of
paragraph (1) shall identify to the Director or such designee the person to whom such disclosure will
be made or to whom such disclosure was made prior to the request.

(e) Liability for good faith disclosure; waiver
(1) No cause of action shall liein any court against a person who—
(A) produces tangible things or provides information, facilities, or technical assistancein
accordance with an order issued or an emergency production required under this section; or
(B) otherwise provides technical assistance to the Government under this section or to
implement the amendments made to this section by the USA FREEDOM Act of 2015.

(2) A production or provision of information, facilities, or technical assistance described in
paragraph (1) shall not be deemed to constitute awaiver of any privilege in any other proceeding or
context.

(f) Judicial review of FISA orders

(1) Inthis subsection—

(A) the term "production order" means an order to produce any tangible thing under this
section; and

(B) the term "nondisclosure order" means an order imposed under subsection (d).

(2)(A)(i) A person receiving a production order may challenge the legality of the production order
or any nondisclosure order imposed in connection with the production order by filing a petition with
the pool established by section 1803(e)(1) of thistitle.

(if) The presiding judge shall immediately assign a petition under clause (i) to 1 of the judges
serving in the pool established by section 1803(e)(1) of thistitle. Not later than 72 hours after the
assignment of such petition, the assigned judge shall conduct an initial review of the petition. If the
assigned judge determines that the petition is frivolous, the assigned judge shall immediately deny
the petition and affirm the production order or nondisclosure order. If the assigned judge determines
the petition is not frivolous, the assigned judge shall promptly consider the petition in accordance
with the procedures established under section 1803(e)(2) of thistitle.

(iii) The assigned judge shall promptly provide a written statement for the record of the reasons
for any determination under this subsection. Upon the request of the Government, any order setting
aside a nondisclosure order shall be stayed pending review pursuant to paragraph (3).

(B) A judge considering a petition to modify or set aside a production order may grant such
petition only if the judge finds that such order does not meet the requirements of this section or is
otherwise unlawful. If the judge does not modify or set aside the production order, the judge shall
immediately affirm such order, and order the recipient to comply therewith.

(C)(i) A judge considering a petition to modify or set aside a nondisclosure order may grant such
petition only if the judge finds that there is no reason to believe that disclosure may endanger the
national security of the United States, interfere with acriminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic relations, or endanger the life or physical
safety of any person.

(it) If the judge denies a petition to modify or set aside a nondisclosure order, the recipient of such
order shall be precluded for aperiod of 1 year from filing another such petition with respect to such
nondisclosure order.

(D) Any production or nondisclosure order not explicitly modified or set aside consistent with this
subsection shall remain in full effect.

(3) A petition for review of a decision under paragraph (2) to affirm, modify, or set aside an order
by the Government or any person receiving such order shall be made to the court of review
established under section 1803(b) of thistitle, which shall have jurisdiction to consider such
petitions. The court of review shall provide for the record a written statement of the reasons for its
decision and, on petition by the Government or any person receiving such order for writ of certiorari,



the record shall be transmitted under seal to the Supreme Court of the United States, which shall
have jurisdiction to review such decision.

(4) Judicia proceedings under this subsection shall be concluded as expeditiously as possible. The
record of proceedings, including petitions filed, orders granted, and statements of reasons for
decision, shall be maintained under security measures established by the Chief Justice of the United
States, in consultation with the Attorney General and the Director of National Intelligence.

(5) All petitions under this subsection shall be filed under seal. In any proceedings under this
subsection, the court shall, upon request of the Government, review ex parte and in camera any
Government submission, or portions thereof, which may include classified information.

(g9) Minimization procedures
(2) In general
The Attorney General shall adopt, and update as appropriate, specific minimization procedures
governing the retention and dissemination by the Federal Bureau of Investigation of any tangible

things, or information therein, received by the Federal Bureau of Investigation in response to an
order under this subchapter.
(2) Defined

In this section, the term "minimization procedures’ means—

(A) specific procedures that are reasonably designed in light of the purpose and technique of
an order for the production of tangible things, to minimize the retention, and prohibit the
dissemination, of nonpublicly available information concerning unconsenting United States
persons consistent with the need of the United States to obtain, produce, and disseminate
foreign intelligence information;

(B) procedures that require that nonpublicly available information, which is not foreign
intelligence information, as defined in section 1801(e)(1) of thistitle, shall not be disseminated
in amanner that identifies any United States person, without such person's consent, unless such
person's identity is necessary to understand foreign intelligence information or assess its
importance; and

(C) notwithstanding subparagraphs (A) and (B), procedures that allow for the retention and
dissemination of information that is evidence of a crime which has been, is being, or is about to
be committed and that isto be retained or disseminated for law enforcement purposes.

(3) Rule of construction

Nothing in this subsection shall limit the authority of the court established under section
1803(a) of thistitle to impose additional, particularized minimization procedures with regard to
the production, retention, or dissemination of nonpublicly available information concerning
unconsenting United States persons, including additional, particul arized procedures related to the
destruction of information within a reasonable time period.

(h) Use of information

Information acquired from tangible things received by the Federal Bureau of Investigation in
response to an order under this subchapter concerning any United States person may be used and
disclosed by Federal officers and employees without the consent of the United States person only in
accordance with the minimization procedures adopted pursuant to subsection (g). No otherwise
privileged information acquired from tangible things received by the Federal Bureau of Investigation
in accordance with the provisions of this subchapter shall lose its privileged character. No
information acquired from tangible things received by the Federal Bureau of Investigation in
response to an order under this subchapter may be used or disclosed by Federal officers or
employees except for lawful purposes.

(i) Emergency authority for production of tangible things

(1) Notwithstanding any other provision of this section, the Attorney General may require the
emergency production of tangible thingsif the Attorney General—
(A) reasonably determines that an emergency situation requires the production of tangible



things before an order authorizing such production can with due diligence be obtained,;

(B) reasonably determines that the factual basis for the issuance of an order under this section to
approve such production of tangible things exists;

(C) informs, either personally or through a designee, ajudge having jurisdiction under this
section at the time the Attorney General requires the emergency production of tangible things that
the decision has been made to employ the authority under this subsection; and

(D) makes an application in accordance with this section to a judge having jurisdiction under
this section as soon as practicable, but not later than 7 days after the Attorney General requires the
emergency production of tangible things under this subsection.

(2) If the Attorney General requires the emergency production of tangible things under paragraph
(1), the Attorney General shall require that the minimization procedures required by this section for
the issuance of ajudicial order be followed.

(3) In the absence of ajudicial order approving the production of tangible things under this
subsection, the production shall terminate when the information sought is obtained, when the
application for the order is denied, or after the expiration of 7 days from the time the Attorney
General begins requiring the emergency production of such tangible things, whichever is earliest.

(4) A denial of the application made under this subsection may be reviewed as provided in section
1803 of thistitle.

(5) If such application for approval is denied, or in any other case where the production of tangible
thingsis terminated and no order isissued approving the production, no information obtained or
evidence derived from such production shall be received in evidence or otherwise disclosed in any
trial, hearing, or other proceeding in or before any court, grand jury, department, office, agency,
regulatory body, legisative committee, or other authority of the United States, a State, or a political
subdivision thereof, and no information concerning any United States person acquired from such
production shall subsequently be used or disclosed in any other manner by Federal officers or
employees without the consent of such person, except with the approval of the Attorney General if
the information indicates a threat of death or serious bodily harm to any person.

(6) The Attorney General shall assess compliance with the requirements of paragraph (5).

(1) Compensation
The Government shall compensate a person for reasonable expenses incurred for—

(1) producing tangible things or providing information, facilities, or assistance in accordance
with an order issued with respect to an application described in subsection (b)(2)(C) or an
emergency production under subsection (i) that, to comply with subsection (i)(1)(D), requires an
application described in subsection (b)(2)(C); or

(2) otherwise providing technical assistance to the Government under this section or to
implement the amendments made to this section by the USA FREEDOM Act of 2015.

(k) Definitions
In this section:

(2) In general

The terms "foreign power", "agent of aforeign power", "international terrorism”, "foreign
intelligence information”, "Attorney General”, "United States person”, "United States’, "person”,
and "State" have the meanings provided those terms in section 1801 of thistitle.

(2) Address

The term "address' means a physical address or electronic address, such as an electronic mail
address or temporarily assigned network address (including an Internet protocol address).
(3) Call detail record

The term "call detail record"—
(A) means session-identifying information (including an originating or terminating telephone
number, an International Maobile Subscriber Identity number, or an International Mobile Station



Equipment Identity number), atelephone calling card number, or the time or duration of acall;
and
(B) does not include—
(i) the contents (as defined in section 2510(8) of title 18) of any communication;
(i) the name, address, or financial information of a subscriber or customer; or
(iii) cell site location or global positioning system information.

(4) Specific selection term
(A) Tangiblethings

(i) In general
Except as provided in subparagraph (B), a " specific selection term"—
(I isaterm that specifically identifies a person, account, address, or personal device, or
any other specific identifier; and
(1) is used to limit, to the greatest extent reasonably practicable, the scope of tangible
things sought consistent with the purpose for seeking the tangible things.
(i) Limitation

A specific selection term under clause (i) does not include an identifier that does not limit,
to the greatest extent reasonably practicable, the scope of tangible things sought consistent
with the purpose for seeking the tangible things, such as an identifier that—

(I identifies an electronic communication service provider (asthat termis defined in
section 1881 of thistitle) or a provider of remote computing service (as that term is defined
in section 2711 of title 18), when not used as part of a specific identifier as described in
clause (i), unless the provider isitself a subject of an authorized investigation for which the
specific selection term is used as the basis for the production; or

(I1) identifies a broad geographic region, including the United States, a city, a county, a
State, a zip code, or an area code, when not used as part of a specific identifier as described
in clause (i).

(iii) Rule of construction

Nothing in this paragraph shall be construed to preclude the use of multiple terms or
identifiers to meet the requirements of clause (i).

(B) Call detail record applications

For purposes of an application submitted under subsection (b)(2)(C), the term "specific
selection term” means aterm that specifically identifies an individual, account, or personal
device.

(Pub. L. 95-511, title V, §501, as added Pub. L. 107-56, title I1, §215, Oct. 26, 2001, 115 Stat. 287
amended Pub. L. 107-108, title I11, §314(a)(6), Dec. 28, 2001, 115 Stat. 1402; Pub. L. 109-177, title
|, §8102(b)(1), 106(a)~(€), (F)(2), (g), Mar. 9, 2006, 120 Stat. 195-198; Pub. L. 109-178, 8§83, 4(a),
Mar. 9, 2006, 120 Stat. 278, 280; Pub. L. 111-118, div. B, §1004(a), Dec. 19, 2009, 123 Stat. 3470;
Pub. L. 111-141, §1(a), Feb. 27, 2010, 124 Stat. 37; Pub. L. 112-3, §2(a), Feb. 25, 2011, 125 Stat. 5;
Pub. L. 112-14, §2(a), May 26, 2011, 125 Stat. 216; Pub. L. 114-23, title I, §§101-107, title V11,
§705(a), (C), June 2, 2015, 129 Stat. 269-273, 300; Pub. L. 115-118, title 11, §205(b)(6), Jan. 19,
2018, 132 Stat. 22; Pub. L. 116-69, div. B, title V11, §1703(a), Nov. 21, 2019, 133 Stat. 1143.)

AMENDMENT OF SECTION

Pub. L. 109-177, title |, 8102(b), Mar. 9, 2006, 120 Sat. 195, as amended by Pub. L. 111-118,
div. B, 81004(a), Dec. 19, 2009, 123 Sat. 3470; Pub. L. 111-141, 81(a), Feb. 27, 2010, 124 Sat. 37;
Pub. L. 112-3, 82(a), Feb. 25, 2011, 125 Sat. 5; Pub. L. 112-14, 8§2(a), May 26, 2011, 125 Sat.
216; Pub. L. 114-23, title VII, §705(a), (c), June 2, 2015, 129 Sat. 300; Pub. L. 116-69, div. B, title
VII, 81703(a), Nov. 21, 2019, 133 Sat. 1143, provided that, effective Mar. 15, 2020, with certain
exceptions, this section is amended to read as it read on Oct. 25, 2001:



§1861. DEFINITIONS

As used in this subchapter:

(1) Theterms "foreign power", "agent of a foreign power", "foreign intelligence information”,
"international terrorism”, and "Attorney General" shall have the same meanings asin section
1801 of thistitle.

(2) Theterm"common carrier" means any person or entity transporting people or property by
land, rail, water, or air for compensation.

(3) Theterm "physical storage facility" means any business or entity that provides space for the
storage of goods or materials, or servicesrelated to the storage of goods or materials, to the
public or any segment ther eof.

(4) The term " public accommodation facility" means any inn, hotel, motel, or other
establishment that provides lodging to transient guests.

(5) Theterm "vehicle rental facility" means any person or entity that provides vehicles for rent,
lease, loan, or other similar use to the public or any segment ther eof.

See 2006, 2009, 2010, 2011, 2015, and 2019 Amendment notes bel ow.

[ Amendment made by Pub. L. 114-23 to section 102(b) of Pub. L. 109-177, delaying the reversion
of this section from June 1, 2015, to Dec. 15, 2019, was given effect to reflect the probable intent of
Congress, notwithstanding that Pub. L. 114-23 was enacted on June 2, 2015.]

REFERENCESIN TEXT

Executive Order No. 12333, referred to in subsec. (a)(2)(A), is set out as a note under section 3001 of this
title.

The USA FREEDOM Act of 2015, referred to in subsecs. (€)(1)(B) and (j)(2), aso known as the Uniting
and Strengthening America by Fulfilling Rights and Ensuring Effective Discipline Over Monitoring Act of
2015, isPub. L. 114-23, June 2, 2015, 129 Stat. 268. For complete classification of this Act to the Code, see
Short Title of 2015 Amendment note set out under section 1801 of thistitle and Tables.

CODIFICATION

Pursuant to Pub. L. 109-177, 8102(b)(1), as amended by Pub. L. 112-14, this section was amended,
effective June 1, 2015, to read asit read on Oct. 25, 2001. The amendments made by Pub. L. 114-23, which
was enacted June 2, 2015, were directed to this section asit read prior to such reversion and were executed as
if the reversion had not taken place, to reflect the probable intent of Congress and the extension of the
provisions of this section to Dec. 15, 2019, by Pub. L. 114-23, §705(a), (c). See 2015 Amendment notes
below.

PRIOR PROVISIONS

A prior section 1861, Pub. L. 95-511, title VV, 8501, as added Pub. L. 105-272, title VI, 8602, Oct. 20,
1998, 112 Stat. 2410, defined terms used in this subchapter, prior to repeal by Pub. L. 107-56, title |1, §215,
Oct. 26, 2001, 115 Stat. 287. See Amendment of Section note above.

AMENDMENTS

2019—Pub. L. 11669 amended directory language of Pub. L. 109-177, 8102(b)(1). See 2006 Amendment
note below.

2018—Subsec. (c)(4). Pub. L. 115-118 added par. (4).

2015—Pub. L. 114-23, §705(a), (c), amended directory language of Pub. L. 109-177, §102(b)(1). See
Codification note above and 2006 Amendment note below.

Subsec. (b)(2)(A). Pub. L. 114-23, 8103(a), added subpar. (A). Former subpar. (A) redesignated (B).

Pub. L. 114-23, 8101(a)(1)(A), substituted "in the case of an application other than an application described
in subparagraph (C) (including an application for the production of call detail records other than in the manner
described in subparagraph (C)), a statement” for "a statement” in introductory provisions.

Subsec. (b)(2)(A)(iii). Pub. L. 114-23, §101(a)(1)(B), struck out "and" at end.

Subsec. (b)(2)(B). Pub. L. 114-23, 8101(a)(2), redesignated subpar. (A) as (B). Former subpar. (B)
redesignated (D).

Subsec. (b)(2)(C). Pub. L. 114-23, 8101(8)(3), added subpar. (C).

Subsec. (b)(2)(D). Pub. L. 114-23, §101(a)(2), redesignated subpar. (B) as (D).

Subsec. (c)(1). Pub. L. 114-23, 8104(a)(1), inserted "and that the minimization procedures submitted in
accordance with subsection (b)(2)(D) meet the definition of minimization procedures under subsection (g)"



after "subsections (a) and (b)".

Subsec. (€)(2)(A). Pub. L. 114-23, 8103(b)(1), inserted before semicolon at end ", including each specific
selection term to be used as the basis for the production”.

Subsec. (c)(2)(F). Pub. L. 114-23, §101(b), added subpar. (F).

Subsec. (c)(3). Pub. L. 114-23, §103(b)(2), added par. (3).

Subsec. (d)(1). Pub. L. 114-23, 8102(b)(1)(A), substituted "pursuant to an order issued or an emergency
production required” for "pursuant to an order” in introductory provisions.

Subsec. (d)(1)(A). Pub. L. 114-23, 8102(b)(1)(B), substituted "such order or such emergency production”
for "such order".

Subsec. (d)(1)(B). Pub. L. 114-23, 8102(b)(1)(C), substituted "the order or the emergency production” for
"the order".

Subsec. (d)(2)(A). Pub. L. 114-23, 8102(b)(2)(A), substituted "an order or emergency production” for "an
order".

Subsec. (d)(2)(B). Pub. L. 114-23, 8102(b)(2)(B), substituted "an order or emergency production” for "an
order".

Subsec. (€). Pub. L. 114-23, 8105, amended subsec. (€) generally. Prior to amendment, text read as follows:
"A person who, in good faith, produces tangible things under an order pursuant to this section shall not be
liable to any ather person for such production. Such production shall not be deemed to constitute a waiver of
any privilegein any other proceeding or context."

Subsec. (f)(2)(A)(i). Pub. L. 114-23, 8104(b)(1), substituted "the production order or any nondisclosure
order imposed in connection with the production order” for "that order" and struck out at end "Not less than 1
year after the date of the issuance of the production order, the recipient of a production order may challenge
the nondisclosure order imposed in connection with such production order by filing a petition to modify or set
aside such nondisclosure order, consistent with the requirements of subparagraph (C), with the pool
established by section 1803(e)(1) of thistitle.”

Subsec. (f)(2)(C)(ii), (iii). Pub. L. 114-23, §104(b)(2), redesignated cl. (iii) as (ii) and struck out former cl.
(ii) which read as follows: "If, upon filing of such a petition, the Attorney General, Deputy Attorney General,
an Assistant Attorney General, or the Director of the Federal Bureau of Investigation certifies that disclosure
may endanger the national security of the United States or interfere with diplomatic relations, such
certification shall be treated as conclusive, unless the judge finds that the certification was made in bad faith."

Subsec. (g)(1). Pub. L. 114-23, 8104(a)(3), substituted "The" for "Not later than 180 days after March 9,
2006, the" and inserted ", and update as appropriate,” after "adopt".

Subsec. (g)(3). Pub. L. 11423, §104(a)(2), added par. (3).

Subsec. (i). Pub. L. 114-23, 8102(a), which directed adding subsec. (i) at the end of this section, effective
after the addition of subsecs. (j) and (k), was executed by adding subsec. (i) after subsec. (h) to reflect the
probable intent of Congress.

Subsec. (j). Pub. L. 114-23, 8106, added subsec. (j).

Subsec. (k). Pub. L. 114-23, 8107, added subsec. (k).

2011—Pub. L. 112-14 amended directory language of Pub. L. 109-177, 8102(b)(1). See 2006 Amendment
note below.

Pub. L. 112-3 amended directory language of Pub. L. 109-177, §102(b)(1). See 2006 Amendment note
below.

2010—Pub. L. 111-141 amended directory language of Pub. L. 109-177, 8102(b)(1). See 2006
Amendment note below.

2009—Pub. L. 111-118 amended directory language of Pub. L. 109-177, 8102(b)(1). See 2006
Amendment note below.

2006—Pub. L. 109-177, §102(b)(1), as amended by Pub. L. 111-118, Pub. L. 111-141, Pub. L. 112-3,
Pub. L. 112-14, Pub. L. 114-23, 8705(a), (c), and Pub. L. 11669, amended section effective Mar. 15, 2020,
so asto read asit read on Oct. 25, 2001. Prior to amendment, section related to access to certain business
records for foreign intelligence and international terrorism investigations.

Subsec. (a)(1). Pub. L. 109-177, 8106(a)(1), substituted " Subject to paragraph (3), the Director" for "The
Director”.

Subsec. (a)(3). Pub. L. 109-177, 8106(a)(2), added par. (3).

Subsec. (b)(2). Pub. L. 109-177, §106(b), amended par. (2) generally. Prior to amendment, par. (2) read as
follows: "shall specify that the records concerned are sought for an authorized investigation conducted in
accordance with subsection (a)(2) to obtain foreign intelligence information not concerning a United States
person or to protect against international terrorism or clandestine intelligence activities.”

Subsec. (¢). Pub. L. 109-177, 8106(c), (d), amended subsec. (c) generaly. Prior to amendment, text read as



follows:

"(1) Upon an application made pursuant to this section, the judge shall enter an ex parte order as requested,
or as maodified, approving the release of recordsif the judge finds that the application meets the requirements
of this section.

"(2) An order under this subsection shall not disclose that it isissued for purposes of an investigation
described in subsection (a)."

Subsec. (d). Pub. L. 109-177, 8106(e), amended subsec. (d) generally. Prior to amendment, text read as
follows: "No person shall disclose to any other person (other than those persons necessary to produce the
tangible things under this section) that the Federal Bureau of Investigation has sought or obtained tangible
things under this section.”

Subsec. (d)(2)(C). Pub. L. 109-178, 84(a), amended subpar. (C) generally. Prior to amendment, subpar. (C)
read as follows: "At the request of the Director of the Federal Bureau of Investigation or the designee of the
Director, any person making or intending to make a disclosure under this section shall identify to the Director
or such designee the person to whom such disclosure will be made or to whom such disclosure was made prior
to the request, but in no circumstance shall a person be required to inform the Director or such designee that
the person intends to consult an attorney to obtain legal advice or legal assistance.”

Subsec. (f). Pub. L. 109-178, 83, amended subsec. (f) generally. Prior to amendment, subsec. (f) provided
for judicial proceedings relating to challenging an order to produce tangible things.

Pub. L. 109-177, 8106(f)(2), added subsec. (f).

Subsecs. (g), (h). Pub. L. 109-177, 8106(g), added subsecs. (g) and (h).

2001—Subsec. (a)(1). Pub. L. 107-108 inserted "to obtain foreign intelligence information not concerning a
United States person or" after "an investigation".

EFFECTIVE DATE OF 2015 AMENDMENT
Pub. L. 114-23, title 1, 8109(a), June 2, 2015, 129 Stat. 276, provided that: " The amendments made by
sections 101 through 103 [amending this section] shall take effect on the date that is 180 days after the date of
the enactment of this Act [June 2, 2015]."

EFFECTIVE DATE OF 2006 AMENDMENT
Amendment by section 102(b)(1) of Pub. L. 109-177 effective Mar. 15, 2020, except that former provisions
to continue in effect with respect to any particular foreign intelligence investigation that began before Mar. 15,
2020, or with respect to any particular offense or potential offense that began or occurred before Mar. 15,
2020, see section 102(b) of Pub. L. 109-177, set out as a note under section 1805 of thistitle.

CONSTRUCTION OF PUB. L. 114-23

Pub. L. 114-23, title |, 8109(b), June 2, 2015, 129 Stat. 276, provided that: "Nothing in this Act [see Tables
for classification] shall be construed to alter or eliminate the authority of the Government to obtain an order
under title VV of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1861 et seq.) asin effect prior to
the effective date described in subsection (a) [see Effective Date of 2015 Amendment note above] during the
period ending on such effective date."

Pub. L. 114-23, title |, 8110, June 2, 2015, 129 Stat. 276, provided that: "Nothing in this Act [see Tables for
classification] shall be construed to authorize the production of the contents (as such term is defined in section
2510(8) of title 18, United States Code) of any electronic communication from an electronic communication
service provider (as such term is defined in section 701(b)(4) of the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1881(b)(4))) under title V of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1861 et seq.).”

81862. Congressional over sight

(a) On an annual basis, the Attorney General shall fully inform the Permanent Select Committee
on Intelligence and the Committee on the Judiciary of the House of Representatives and the Select
Committee on Intelligence and the Committee on the Judiciary of the Senate concerning all requests
for the production of tangible things under section 1861 of thistitle.

(b) In April of each year, the Attorney General shall submit to the House and Senate Committees
on the Judiciary and the House Permanent Select Committee on Intelligence and the Senate Select
Committee on Intelligence a report setting forth with respect to the preceding calendar year—

(1) asummary of all compliance reviews conducted by the Government for the production of



tangible things under section 1861 of thistitle;
(2) the total number of applications described in section 1861(b)(2)(B) of thistitle made for
orders approving requests for the production of tangible things;
(3) the total number of such orders either granted, modified, or denied;
(4) the total number of applications described in section 1861(b)(2)(C) of thistitle made for
orders approving requests for the production of call detail records;
(5) the total number of such orders either granted, modified, or denied;
(6) the total number of applications made for orders approving requests for the production of
tangible things under section 1861 of thistitle;
(7) the total number of such orders either granted, modified, or denied; and
(8) the number of such orders either granted, modified, or denied for the production of each of
the following:
(A) Library circulation records, library patron lists, book sales records, or book customer
lists.
(B) Firearms sales records.
(C) Tax return records.
(D) Educational records.
(E) Medical records containing information that would identify a person.

(©)(D) In April of each year, the Attorney General shall submit to Congress areport setting forth
with respect to the preceding year—

(A) the total number of applications made for orders approving requests for the production of
tangible things under section 1861 of thistitle;

(B) the total number of such orders either granted, modified, or denied,;

(C) the total number of applications made for orders approving requests for the production of
tangible things under section 1861 of this title in which the specific selection term does not
specifically identify an individual, account, or personal device;

(D) the total number of orders described in subparagraph (C) either granted, modified, or
denied; and

(E) with respect to orders described in subparagraph (D) that have been granted or modified,
whether the court established under section 1803 of this title has directed additional, particularized
minimization procedures beyond those adopted pursuant to section 1861(g) of thistitle.

(2) Each report under this subsection shall be submitted in unclassified form.

(Pub. L. 95-511, title V/, §502, as added Pub. L. 107-56, title |1, §215, Oct. 26, 2001, 115 Stat. 288;
amended Pub. L. 107108, title I11, §314(a)(7), Dec. 28, 2001, 115 Stat. 1402; Pub. L. 109-177, title
|, §8102(b)(1), 106(h), Mar. 9, 2006, 120 Stat. 195, 199; Pub. L. 111-118, div. B, §1004(a), Dec. 19,
2009, 123 Stat. 3470; Pub. L. 111-141, §1(a), Feb. 27, 2010, 124 Stat. 37; Pub. L. 111-259, title
VII1, 8801(6), Oct. 7, 2010, 124 Stat. 2746; Pub. L. 112-3, §2(a), Feb. 25, 2011, 125 Stat. 5; Pub. L.
112-14, §2(a), May 26, 2011, 125 Stat. 216; Pub. L. 114-23, title VI, §8601, 605(d), title VI,
§705(a), (C), June 2, 2015, 129 Stat. 291, 298, 300; Pub. L. 116-69, div. B, title VII, §1703(a), Nov.
21, 2019, 133 Stat. 1143.)

AMENDMENT OF SECTION

Pub. L. 109-177, title I, 8102(b), Mar. 9, 2006, 120 Sat. 195, as amended by Pub. L. 111-118,
div. B, 81004(a), Dec. 19, 2009, 123 Sat. 3470; Pub. L. 111-141, 81(a), Feb. 27, 2010, 124 Sat. 37;
Pub. L. 112-3, 82(a), Feb. 25, 2011, 125 Sat. 5; Pub. L. 112-14, §2(a), May 26, 2011, 125 Sat.
216; Pub. L. 114-23, title VII, §705(a), (c), June 2, 2015, 129 Sat. 300; Pub. L. 116-69, div. B, title
VII, 81703(a), Nov. 21, 2019, 133 Sat. 1143, provided that, effective Mar. 15, 2020, with certain
exceptions, this section is amended to read asit read on Oct. 25, 2001

§1862. ACCESSTO CERTAIN BUSINESS RECORDS FOR FOREIGN INTELLIGENCE
AND INTERNATIONAL TERRORISM INVESTIGATIONS



(a) Application for authorization

The Director of the Federal Bureau of Investigation or a designee of the Director (whose rank
shall be no lower than Assistant Special Agent in Charge) may make an application for an order
authorizing a common carrier, public accommodation facility, physical storage facility, or vehicle
rental facility to release recordsin its possession for an investigation to gather foreign intelligence
information or an investigation concerning international terrorism which investigation is being
conducted by the Federal Bureau of Investigation under such guidelines as the Attorney General
approves pursuant to Executive Order No. 12333, or a successor order.

(b) Recipient and contents of application

Each application under this section—
(1) shall be made to—
(A) ajudge of the court established by section 1803(a) of thistitle; or
(B) a United Sates Magistrate Judge under chapter 43 of title 28 who is publicly designated
by the Chief Justice of the United States to have the power to hear applications and grant
ordersfor the release of records under this section on behalf of a judge of that court; and

(2) shall specify that—
(A) the records concerned are sought for an investigation described in subsection (a); and
(B) there are specific and articulable facts giving reason to believe that the person to whom
the records pertain is a foreign power or an agent of a foreign power.

(c) Ex partejudicial order of approval

(1) Upon application made pursuant to this section, the judge shall enter an ex parte order as
requested, or as modified, approving the release of records if the judge finds that the application
satisfies the requirements of this section.

(2) An order under this subsection shall not disclose that it isissued for purposes of an
investigation described in subsection (a).

(d) Compliance; nondisclosure

(1) Any common carrier, public accommodation facility, physical storage facility, or vehicle rental
facility shall comply with an order under subsection (c).

(2) No common carrier, public accommodation facility, physical storage facility, or vehicle rental
facility, or officer, employee, or agent thereof, shall disclose to any person (other than those officers,
agents, or employees of such common carrier, public accommodation facility, physical storage
facility, or vehicle rental facility necessary to fulfill the requirement to disclose information to the
Federal Bureau of Investigation under this section) that the Federal Bureau of Investigation has
sought or obtained records pursuant to an order under this section.

See 2006, 2009, 2010, 2011, 2015, and 2019 Amendment notes bel ow.

[ Amendment made by Pub. L. 114-23 to section 102(b) of Pub. L. 109-177, delaying the reversion
of this section from June 1, 2015, to Dec. 15, 2019, was given effect to reflect the probable intent of
Congress, notwithstanding that Pub. L. 114-23 was enacted on June 2, 2015.]

CODIFICATION

Pursuant to Pub. L. 109-177, 8102(b)(1), as amended by Pub. L. 112-14, this section was amended,
effective June 1, 2015, to read asit read on Oct. 25, 2001. The amendments made by Pub. L. 114-23, which
was enacted June 2, 2015, were directed to this section asit read prior to such reversion and were executed as
if the reversion had not taken place, to reflect the probable intent of Congress and the extension of the
provisions of this section to Dec. 15, 2019, by Pub. L. 114-23, 8705(a), (c). See 2015 Amendment notes
below.

PRIOR PROVISIONS
A prior section 1862, Pub. L. 95-511, title VV, 8502, as added Pub. L. 105-272, title VI, 8602, Oct. 20,
1998, 112 Stat. 2411, which related to access to certain business records for foreign intelligence and
international terrorism investigations, was repealed by Pub. L. 107-56, title 1, §215, Oct. 26, 2001, 115 Stat.
287. See section 1861 of thistitle and see Amendment of Section note above.



AMENDMENTS

2019—Pub. L. 116-69 amended directory language of Pub. L. 109-177, 8102(b)(1). See 2006 Amendment
note below.

2015—Pub. L. 114-23, §705(a), (c), amended directory language of Pub. L. 109-177, §102(b)(1). See
Codification note above and 2006 Amendment note below.

Subsec. (a). Pub. L. 114-23, 8605(d), substituted "Permanent Select Committee on Intelligence and the
Committee on the Judiciary of the House of Representatives and the Select Committee on Intelligence and the
Committee on the Judiciary of the Senate" for "Permanent Select Committee on Intelligence of the House of
Representatives and the Select Committee on Intelligence and the Committee on the Judiciary of the Senate”.

Subsec. (b). Pub. L. 11423, §601(a), added pars. (1) to (5) and redesignated former pars. (1) to (3) as (6) to
(8), respectively.

Subsec. (¢)(2)(C) to (E). Pub. L. 114-23, 8601(b), added subpars. (C) to (E).

2011—Pub. L. 112-14 amended directory language of Pub. L. 109-177, 8102(b)(1). See 2006 Amendment
note below.

Pub. L. 112-3 amended directory language of Pub. L. 109-177, §102(b)(1). See 2006 Amendment note
below.

2010—Pub. L. 111-141 amended directory language of Pub. L. 109-177, 8102(b)(1). See 2006
Amendment note below.

Subsec. (a). Pub. L. 111-259 substituted "an annual" for "aannual".

2009—Pub. L. 111-118 amended directory language of Pub. L. 109-177, 8102(b)(1). See 2006
Amendment note below.

2006—Pub. L. 109-177, §102(b)(1), as amended by Pub. L. 111-118, Pub. L. 111-141, Pub. L. 112-3,
Pub. L. 112-14, Pub. L. 114-23, 8705(a), (c), and Pub. L. 11669, amended section effective Mar. 15, 2020,
so astoread asit read on Oct. 25, 2001. Prior to amendment, section related to reports to Congressional
committees concerning requests for the production of tangible things under section 1861 of thistitle.

Subsec. (a). Pub. L. 109-177, §106(h)(1), substituted "annual basis’ for "semiannual basis' and inserted
"and the Committee on the Judiciary" after "and the Select Committee on Intelligence”.

Subsec. (b). Pub. L. 109-177, 8106(h)(2)(A), in introductory provisions, substituted "In April of each year,
the Attorney General shall submit to the House and Senate Committees on the Judiciary and the House
Permanent Select Committee on Intelligence and the Senate Select Committee on Intelligence a report setting
forth with respect to the preceding calendar year" for "On a semiannual basis, the Attorney General shall
provide to the Committees on the Judiciary of the House of Representatives and the Senate a report setting
forth with respect to the preceding 6-month period”.

Subsec. (b)(3). Pub. L. 109-177, §106(h)(2)(B)—(D), added par. (3).

Subsec. (c). Pub. L. 109-177, §106(h)(3), added subsec. (c).

2001—Subsecs. (), (b)(1). Pub. L. 107-108 substituted "section 1861 of thistitl€" for "section 1842 of this
title".

EFFECTIVE DATE OF 2006 AMENDMENT
Amendment by section 102(b)(1) of Pub. L. 109-177 effective Mar. 15, 2020, except that former provisions
to continue in effect with respect to any particular foreign intelligence investigation that began before Mar. 15,
2020, or with respect to any particular offense or potential offense that began or occurred before Mar. 15,
2020, see section 102(b) of Pub. L. 109-177, set out as a note under section 1805 of thistitle.

§1863. Repealed. Pub. L. 107-56, title |1, 8215, Oct. 26, 2001, 115 Stat. 287

Section, Pub. L. 95-511, title V, 8503, as added Pub. L. 105-272, title VI, 8602, Oct. 20, 1998, 112 Stat.
2412, related to congressional oversight. See section 1862 of thistitle.

REVIVAL OF SECTION

Pub. L. 109-177, title |, 8102(b), Mar. 9, 2006, 120 Sat. 195, as amended by Pub. L. 111-118,
div. B, 81004(a), Dec. 19, 2009, 123 Sat. 3470; Pub. L. 111-141, 81(a), Feb. 27, 2010, 124 Sat. 37,
Pub. L. 112-3, 82(a), Feb. 25, 2011, 125 Sat. 5; Pub. L. 112-14, §2(a), May 26, 2011, 125 Sat.
216; Pub. L. 114-23, title VII, §705(a), (c), June 2, 2015, 129 Sat. 300; Pub. L. 116-69, div. B, title
VI, 81703(a), Nov. 21, 2019, 133 Sat. 1143, provided that, effective Mar. 15, 2020, with certain
exceptions, this section is amended to read asit read on Oct. 25, 2001:



§1863. CONGRESSIONAL OVERSIGHT

(&) On a semiannual basis, the Attorney General shall fully inform the Permanent Select
Committee on Intelligence of the House of Representatives and the Select Committee on Intelligence
of the Senate concerning all requests for records under this subchapter.

(b) On a semiannual basis, the Attorney General shall provide to the Committees on the Judiciary
of the House of Representatives and the Senate a report setting forth with respect to the preceding
6-month period—

(2) the total number of applications made for orders approving requests for records under this
subchapter; and
(2) the total number of such orders either granted, modified, or denied.

EFFECTIVE DATE OF REVIVAL

Revival of section by section 102(b)(1) of Pub. L. 109-177 effective Mar. 15, 2020, except that former
provisions to continue in effect with respect to any particular foreign intelligence investigation that began
before Mar. 15, 2020, or with respect to any particular offense or potentia offense that began or occurred
before Mar. 15, 2020, see section 102(b) of Pub. L. 109-177, set out as an Effective Date of 2006 Amendment
note under section 1805 of thistitle.

81864. Notification of changesto retention of call detail record policies
(&) Requirement toretain

(1) In general

Not later than 15 days after learning that an electronic communication service provider that
generates call detail records in the ordinary course of business has changed the policy of the
provider on the retention of such call detail records to result in aretention period of less than 18
months, the Director of Nationa Intelligence shall notify, in writing, the congressional intelligence
committees of such change.
(2) Report

Not later than 30 days after December 18, 2015, the Director shall submit to the congressional
intelligence committees a report identifying each electronic communication service provider that
has, as of the date of the report, a policy to retain call detail records for a period of 18 months or
less.

(b) Definitions

In this section:
(1) Call detail record

The term "call detail record" has the meaning given that term in section 1861(k) of thistitle.

(2) Electronic communication service provider
The term "electronic communication service provider”" has the meaning given that termin
section 1881(b)(4) of thistitle.

(Pub. L. 114-113, div. M, title 111, 8307, Dec. 18, 2015, 129 Stat. 2916.)

CODIFICATION

Section was enacted as part of the Intelligence Authorization Act for Fiscal Y ear 2016, and also as part of
the Consolidated Appropriations Act, 2016, and not as part of the Foreign Intelligence Surveillance Act of
1978 which comprises this chapter.

DEFINITIONS

For definition of "congressional intelligence committees” as used in this section, see section 2 of div. M of
Pub. L. 114-113, set out as a note under section 3003 of thistitle.



SUBCHAPTER V—OVERSIGHT

CODIFICATION

Pub. L. 114-23, title IV, 8402(a)(1), June 2, 2015, 129 Stat. 281, substituted "OVERSIGHT" for
"REPORTING REQUIREMENT" in heading.

81871. Semiannual report of the Attorney General
(a) Report
On asemiannual basis, the Attorney General shall submit to the Permanent Select Committee on
Intelligence of the House of Representatives, the Select Committee on Intelligence of the Senate, and
the Committees on the Judiciary of the House of Representatives and the Senate, in a manner
consistent with the protection of the national security, areport setting forth with respect to the
preceding 6-month period—
(1) the aggregate number of persons targeted for orders issued under this chapter, including a
breakdown of those targeted for—
(A) electronic surveillance under section 1805 of thistitle;
(B) physical searches under section 1824 of thistitle;
(C) pen registers under section 1842 of thistitle;
(D) access to records under section 1861 of thistitle;
(E) acquisitions under section 1881b of thistitle; and
(F) acquisitions under section 1881c of thistitle;

(2) the number of individuals covered by an order issued pursuant to section 1801(b)(1)(C) of
thistitle;

(3) the number of times that the Attorney General has authorized that information obtained
under this chapter may be used in acriminal proceeding or any information derived therefrom may
be used in acriminal proceeding;

(4) asummary of significant legal interpretations of this chapter involving matters before the
Foreign Intelligence Surveillance Court or the Foreign Intelligence Surveillance Court of Review,
including interpretations presented in applications or pleadings filed with the Foreign Intelligence
Surveillance Court or the Foreign Intelligence Surveillance Court of Review by the Department of
Justice; and

(5) copies of al decisions, orders, or opinions of the Foreign Intelligence Surveillance Court or
Foreign Intelligence Surveillance Court of Review that include significant construction or
interpretation of the provisions of this chapter.

(b) Frequency

Thefirst report under this section shall be submitted not later than 6 months after December 17,
2004. Subsequent reports under this section shall be submitted semi-annually thereafter.

(c) Submissionsto Congress

The Attorney General shall submit to the committees of Congress referred to in subsection (a)—

(2) not later than 45 days after the date on which the Foreign Intelligence Surveillance Court or
the Foreign Intelligence Surveillance Court of Review issues adecision, order, or opinion,
including any denial or modification of an application under this chapter, that includes significant
construction or interpretation of any provision of law or resultsin a change of application of any
provision of this chapter or anovel application of any provision of this chapter, a copy of such
decision, order, or opinion and any pleadings, applications, or memoranda of law associated with
such decision, order, or opinion; and

(2) acopy of each such decision, order, or opinion, and any pleadings, applications, or
memoranda of law associated with such decision, order, or opinion, that was issued during the
5-year period ending on July 10, 2008, and not previously submitted in areport under subsection



(a).
(d) Protection of national security

The Attorney General, in consultation with the Director of National Intelligence, may authorize
redactions of materials described in subsection (c) that are provided to the committees of Congress
referred to in subsection (a), if such redactions are necessary to protect the national security of the
United States and are limited to sensitive sources and methods information or the identities of
targets.

(e) Definitions
In this section:

(1) Foreign Intelligence Surveillance Court

The term "Foreign Intelligence Surveillance Court" means the court established under section
1803(a) of thistitle.

(2) Foreign Intelligence Surveillance Court of Review

The term "Foreign Intelligence Surveillance Court of Review" means the court established
under section 1803(b) of thistitle.

(Pub. L. 95-511, title VI, §601, as added Pub. L. 108458, title VI, §6002(a)(2), Dec. 17, 2004, 118
Stat. 3743; amended Pub. L. 110-261, title |, §§101(c)(2), 103, title IV, §403(b)(2)(B), July 10,
2008, 122 Stat. 2459, 2460, 2474; Pub. L. 114-23, title VI, §604, June 2, 2015, 129 Stat. 297.)

AMENDMENT OF SUBSECTION (A)(1)

Pub. L. 110-261, title 1V, 8403(b)(2), July 10, 2008, 122 Stat. 2474, as amended by Pub. L.
112-238, 82(a)(2), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title 11, §201(a)(2), Jan. 19,
2018, 132 Sat. 19, provided that, except as provided in section 404 of Pub. L. 110-261, set out as a
note under section 1801 of thistitle, effective Dec. 31, 2023, subsection (a)(1) of this section is
amended to read asit read on the day before July 10, 2008.

REFERENCESIN TEXT

This chapter, referred to in subsecs. (a) and (c)(1), wasin the origina "this Act", meaning Pub. L. 95-511,
Oct. 25, 1978, 92 Stat. 1783, which is classified principally to this chapter. For complete classification of this
Act to the Code, see Short Title note set out under section 1801 of thistitle and Tables.

PRIOR PROVISIONS

A prior section 601 of Pub. L. 95-511 was renumbered section 701 and was set out as a note under section
1801 of thistitle, prior to repeal by Pub. L. 110-261.

AMENDMENTS

2015—Subsec. (¢)(1). Pub. L. 114-23 amended par. (1) generally. Prior to amendment, par. (1) read as
follows: "acopy of any decision, order, or opinion issued by the Foreign Intelligence Surveillance Court or the
Foreign Intelligence Surveillance Court of Review that includes significant construction or interpretation of
any provision of this chapter, and any pleadings, applications, or memoranda of law associated with such
decision, order, or opinion, not later than 45 days after such decision, order, or opinion isissued; and".

2008—Subsec. (a)(1)(E), (F). Pub. L. 110261, §101(c)(2), added subpars. (E) and (F).

Subsec. (a)(5). Pub. L. 110-261, 8103(a), substituted ", orders,” for "(not including orders)".

Subsecs. (c), (d). Pub. L. 110-261, §103(b), added subsecs. (c) and (d).

Subsec. (€). Pub. L. 110-261, 8103(c), added subsec. (€).

EFFECTIVE DATE OF 2008 AMENDMENT

Pub. L. 110-261, title IV, 8403(b)(2), July 10, 2008, 122 Stat. 2474, as amended by Pub. L. 112238,
82(a)(2), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title |1, §201(a)(2), Jan. 19, 2018, 132 Stat. 19,
provided that, except as provided in section 404 of Pub. L. 110-261, set out as a Transition Procedures note
under section 1801 of thistitle, the amendments made by section 403(b)(2) are effective Dec. 31, 2023.



81872. Declassification of significant decisions, orders, and opinions

(a) Declassification required

Subject to subsection (b), the Director of National Intelligence, in consultation with the Attorney
General, shall conduct a declassification review of each decision, order, or opinion issued by the
Foreign Intelligence Surveillance Court or the Foreign Intelligence Surveillance Court of Review (as
defined in section 1871(e) of thistitle) that includes a significant construction or interpretation of any
provision of law, including any novel or significant construction or interpretation of the term
"specific selection term”, and, consistent with that review, make publicly available to the greatest
extent practicable each such decision, order, or opinion.

(b) Redacted form

The Director of National Intelligence, in consultation with the Attorney General, may satisfy the
requirement under subsection (a) to make a decision, order, or opinion described in such subsection
publicly available to the greatest extent practicable by making such decision, order, or opinion
publicly available in redacted form.

(c) National security waiver

The Director of National Intelligence, in consultation with the Attorney General, may waive the
requirement to declassify and make publicly available a particular decision, order, or opinion under
subsection (a), if—

(1) the Director of National Intelligence, in consultation with the Attorney General, determines
that awaiver of such requirement is necessary to protect the national security of the United States
or properly classified intelligence sources or methods; and

(2) the Director of National Intelligence makes publicly available an unclassified statement
prepared by the Attorney General, in consultation with the Director of National Intelligence—

(A) summarizing the significant construction or interpretation of any provision of law, which
shall include, to the extent consistent with national security, a description of the context in
which the matter arises and any significant construction or interpretation of any statute,
constitutional provision, or other legal authority relied on by the decision; and

(B) that specifies that the statement has been prepared by the Attorney General and
constitutes no part of the opinion of the Foreign Intelligence Surveillance Court or the Foreign

Intelligence Surveillance Court of Review.

(Pub. L. 95-511, title VI, 8602, as added Pub. L. 114-23, title IV, §402(8)(2), June 2, 2015, 129 Stat.
281))

§1873. Annual reports
(a) Report by Director of the Administrative Office of the United States Courts

(1) Report required
The Director of the Administrative Office of the United States Courts shall annually submit to
the Permanent Select Committee on Intelligence and the Committee on the Judiciary of the House
of Representatives and the Select Committee on Intelligence and the Committee on the Judiciary
of the Senate, subject to a declassification review by the Attorney General and the Director of
National Intelligence, areport that includes—
(A) the number of applications or certifications for orders submitted under each of sections
1805, 1824, 1842, 1861, 18814, 1881b, and 1881c of thistitle;
(B) the number of such orders granted under each of those sections;
(C) the number of orders modified under each of those sections,
(D) the number of applications or certifications denied under each of those sections;
(E) the number of appointments of an individual to serve as amicus curiae under section 1803
of thistitle, including the name of each individual appointed to serve as amicus curiag; and
(F) the number of findings issued under section 1803(i) of thistitle that such appointment is



not appropriate and the text of any such findings.

(2) Publication

The Director shall make the report required under paragraph (1) publicly available on an
Internet Web site, except that the Director shall not make publicly available on an Internet Web
site the findings described in subparagraph (F) of paragraph (1).

(b) Mandatory reporting by Director of National Intelligence

Except as provided in subsection (d), the Director of National Intelligence shall annually make
publicly available on an Internet Web site areport that identifies, for the preceding 12-month
period—

(2) the total number of ordersissued pursuant to subchapters| and Il and sections 1881b and
1881c of thistitle and a good faith estimate of —
(A) the number of targets of such orders;
(B) the number of targets of such orders who are known to not be United States persons; and
(C) the number of targets of such orders who are known to be United States persons,

(2) the total number of ordersissued pursuant to section 1881a of thistitle, including pursuant
to subsection (f)(2) of such section, and a good faith estimate of —

(A) the number of targets of such orders;

(B) the number of search terms concerning a known United States person used to retrieve the
unminimized contents of electronic communications or wire communications obtained through
acquisitions authorized under such section, excluding the number of search terms used to
prevent the return of information concerning a United States person;

(C) the number of queries concerning a known United States person of unminimized
noncontents information relating to electronic communications or wire communications
obtained through acquisitions authorized under such section, excluding the number of queries

containing information used to prevent the return of information concerning a United States

person;

(D) the number of instances in which the Federal Bureau of Investigation opened, under the
Criminal Investigative Division or any successor division, an investigation of a United States
person (who is not considered a threat to national security) based wholly or in part on an
acquisition authorized under such section;

(3) the total number of orders issued pursuant to subchapter 111 and a good faith estimate of—
(A) the number of targets of such orders, including—
(i) the number of targets of such orders who are known to not be United States persons;
and
(i1) the number of targets of such orders who are known to be United States persons; and

(B) the number of unique identifiers used to communicate information collected pursuant to
such orders;

(4) the number of crimina proceedingsin which the United States or a State or political
subdivision thereof provided notice pursuant to subsection (c) or (d) of section 1806 of thistitle
(including with respect to information acquired from an acquisition conducted under section
1881a of thistitle) or subsection (d) or (€) of section 1825 of thistitle of the intent of the
government to enter into evidence or otherwise use or disclose any information obtained or
derived from electronic surveillance, physical search, or an acquisition conducted pursuant to this
chapter;

(5) the total number of orders issued pursuant to applications made under section 1861(b)(2)(B)
of thistitle and a good faith estimate of—

(A) the number of targets of such orders; and
(B) the number of unique identifiers used to communicate information collected pursuant to



such orders;

(6) the total number of orders issued pursuant to applications made under section 1861(b)(2)(C)
of thistitle and a good faith estimate of—

(A) the number of targets of such orders;

(B) the number of unique identifiers used to communicate information collected pursuant to
such orders; and

(C) the number of search terms that included information concerning a United States person
that were used to query any database of call detail records obtained through the use of such
orders; and

(7) the total number of national security letters issued and the number of requests for
information contained within such national security letters.

(c) Timing
The annual reports required by subsections (a) and (b) shall be made publicly available during
April of each year and include information relating to the previous calendar year.

(d) Exceptions
(1) Statement of numerical range
If agood faith estimate required to be reported under subparagraph (B) of any of paragraphs (3),

(5), or (6) of subsection (b) isfewer than 500, it shall be expressed as a numerical range of "fewer
than 500" and shall not be expressed as an individual number.

(2) Nonapplicability to certain information

(A) Federal Bureau of Investigation

Paragraphs (2)(B), (2)(C), and (6)(C) of subsection (b) shall not apply to information or
records held by, or queries conducted by, the Federal Bureau of Investigation, except with
respect to information required under paragraph (2) relating to ordersissued under section
1881a(f)(2) of thistitle.

(B) Electronic mail address and telephone numbers

Paragraph (3)(B) of subsection (b) shall not apply to orders resulting in the acquisition of
information by the Federal Bureau of Investigation that does not include electronic mail
addresses or telephone numbers.

(3) Certification

(A) In general

If the Director of National Intelligence concludes that a good faith estimate required to be
reported under subsection (b)(2)(C) cannot be determined accurately because some but not all
of the relevant elements of the intelligence community are able to provide such good faith
estimate, the Director shall—

(i) certify that conclusion in writing to the Select Committee on Intelligence and the
Committee on the Judiciary of the Senate and the Permanent Select Committee on
Intelligence and the Committee on the Judiciary of the House of Representatives;

(ii) report the good faith estimate for those relevant elements able to provide such good
faith estimate;

(iii) explain when it is reasonably anticipated that such an estimate will be able to be
determined fully and accurately; and

(iv) make such certification publicly available on an Internet Web site.

(B) Form
A certification described in subparagraph (A) shall be prepared in unclassified form, but may
contain a classified annex.



(C) Timing
If the Director of National Intelligence continues to conclude that the good faith estimates

described in this paragraph cannot be determined accurately, the Director shall annually submit
a certification in accordance with this paragraph.

(e) Definitions
In this section:

(1) Contents
The term "contents' has the meaning given that term under section 2510 of title 18.

(2) Electronic communication

The term "electronic communication™ has the meaning given that term under section 2510 of
title 18.

(3) National security letter

The term "national security letter" means arequest for areport, records, or other information
under—
(A) section 2709 of title 18;
(B) section 3414(a)(5)(A) of title 12;
(C) subsection (a) or (b) of section 1681u of title 15; or
(D) section 1681v(a) of title 15.

(4) United States person

The term "United States person” means a citizen of the United States or an alien lawfully
admitted for permanent residence (as defined in section 1101(a) of title 8).

(5) Wire communication
The term "wire communication” has the meaning given that term under section 2510 of title 18.

(Pub. L. 95-511, title VI, 8603, as added Pub. L. 114-23, title VI, §602(a), June 2, 2015, 129 Stat.
292; amended Pub. L. 115-118, title |, §102(b), Jan. 19, 2018, 132 Stat. 9.)

REFERENCESIN TEXT

This chapter, referred to in subsec. (b)(4), was in the original "this Act", meaning Pub. L. 95-511, Oct. 25,
1978, 92 Stat. 1783, which is classified principally to this chapter. For complete classification of this Act to
the Code, see Short Title note set out under section 1801 of thistitle and Tables.

AMENDMENTS

2018—Subsec. (b)(1). Pub. L. 115118, §102(b)(1)(A), substituted "good faith estimate of—" for "good
faith estimate of the number of targets of such orders;" and added subpars. (A) to (C).

Subsec. (b)(2). Pub. L. 115118, §102(b)(1)(B), inserted ", including pursuant to subsection (f)(2) of such
section,” after "section 1881a of thistitle" in introductory provisions, added subpars. (A) and (D), and
redesignated former subpars. (A) and (B) as (B) and (C), respectively.

Subsec. (b)(3)(A). Pub. L. 115-118, 8102(b)(1)(C), substituted "orders, including—" for "orders; and" and
added cls. (i) and (ii).

Subsec. (b)(4) to (7). Pub. L. 115-118, §102(b)(1)(D), (E), added par. (4) and redesignated former pars. (4)
to (6) as (5) to (7), respectively.

Subsec. (d)(1). Pub. L. 115-118, §102(b)(2)(A), substituted "(5), or (6)" for "(4), or (5)".

Subsec. (d)(2)(A). Pub. L. 115-118, 8102(b)(2)(B), substituted "Paragraphs (2)(B), (2)(C), and (6)(C)" for
"Paragraphs (2)(A), (2)(B), and (5)(C)" and inserted before period at end ", except with respect to information
required under paragraph (2) relating to orders issued under section 1881a(f)(2) of thistitle".

Subsec. (d)(3)(A). Pub. L. 115-118, 8102(b)(2)(C), substituted "subsection (b)(2)(C)" for "subsection
(b)(2)(B)" in introductory provisions.

1 35 in original. Probably should be followed by "and".




81874. Public reporting by persons subject to orders

(a) Reporting
A person subject to a nondisclosure requirement accompanying an order or directive under this
chapter or anational security letter may, with respect to such order, directive, or national security
letter, publicly report the following information using one of the following structures:
(1) A semiannual report that aggregates the number of orders, directives, or national security
letters with which the person was required to comply into separate categories of—
(A) the number of national security letters received, reported in bands of 1000 starting with
0-999;
(B) the number of customer selectors targeted by national security letters, reported in bands
of 1000 starting with 0—999;
(C) the number of orders or directives received, combined, under this chapter for contents,
reported in bands of 1000 starting with 0-999;
(D) the number of customer selectors targeted under orders or directives received, combined,
under this chapter for contents, reported in bands of 1000 starting with 0-999;
(E) the number of orders received under this chapter for noncontents, reported in bands of
1000 starting with 0-999; and
(F) the number of customer selectors targeted under orders under this chapter for
noncontents, reported in bands of 1000 starting with 0-999, pursuant to—
(i) subchapter 111;
(i) subchapter IV with respect to applications described in section 1861(b)(2)(B) of this
title; and
(iii) subchapter 1V with respect to applications described in section 1861(b)(2)(C) of this
title.

(2) A semiannual report that aggregates the number of orders, directives, or national security
letters with which the person was required to comply into separate categories of—

(A) the number of national security letters received, reported in bands of 500 starting with
0-499;

(B) the number of customer selectors targeted by national security letters, reported in bands
of 500 starting with 0-499;

(C) the number of orders or directives received, combined, under this chapter for contents,
reported in bands of 500 starting with 0—499;

(D) the number of customer selectors targeted under orders or directives received, combined,
under this chapter for contents, reported in bands of 500 starting with 0—499;

(E) the number of orders received under this chapter for noncontents, reported in bands of
500 starting with 0-499; and

(F) the number of customer selectors targeted under orders received under this chapter for
noncontents, reported in bands of 500 starting with 0—499.

(3) A semiannual report that aggregates the number of orders, directives, or national security
letters with which the person was required to comply into separate categories of—

(A) the total number of al national security process received, including all national security
letters, and orders or directives under this chapter, combined, reported in bands of 250 starting
with 0-249; and

(B) the total number of customer selectors targeted under all national security process
received, including all national security letters, and orders or directives under this chapter,
combined, reported in bands of 250 starting with 0-249.

(4) An annual report that aggregates the number of orders, directives, and national security
letters the person was required to comply with into separate categories of—
(A) the total number of all national security process received, including all national security



letters, and orders or directives under this chapter, combined, reported in bands of 100 starting
with 0-99; and

(B) the total number of customer selectors targeted under all national security process
received, including all national security letters, and orders or directives under this chapter,
combined, reported in bands of 100 starting with 0-99.

(b) Period of time covered by reports
(2) A report described in paragraph (1) or (2) of subsection (a) shall include only information—
(A) relating to national security letters for the previous 180 days; and
(B) relating to authorities under this chapter for the 180-day period of time ending on the date
that is not less than 180 days prior to the date of the publication of such report, except that with
respect to a platform, product, or service for which a person did not previously receive an order or
directive (not including an enhancement to or iteration of an existing publicly available platform,
product, or service) such report shall not include any information relating to such new order or
directive until 540 days after the date on which such new order or directive is received.

(2) A report described in paragraph (3) of subsection (&) shall include only information relating to
the previous 180 days.

(3) A report described in paragraph (4) of subsection (&) shall include only information for the
1-year period of time ending on the date that is not less than 1 year prior to the date of the
publication of such report.

(c) Other forms of agreed to publication

Nothing in this section prohibits the Government and any person from jointly agreeing to the
publication of information referred to in this subsection in atime, form, or manner other than as
described in this section.

(d) Definitions
In this section:
(2) Contents
The term "contents" has the meaning given that term under section 2510 of title 18.

(2) National security letter
The term "national security letter" has the meaning given that term under section 1873 of this
title.

(Pub. L. 95-511, title VI, 8604, as added Pub. L. 114-23, title VI, §603(a), June 2, 2015, 129 Stat.
205: amended Pub. L. 115-118, title 11, §205(a)(4), Jan. 19, 2018, 132 Stat. 21.)

REFERENCESIN TEXT
This chapter, referred to in subsecs. (a) and (b)(1)(B), wasin the original "this Act", meaning Pub. L.
95-511, Oct. 25, 1978, 92 Stat. 1783, which is classified principally to this chapter. For complete
classification of this Act to the Code, see Short Title note set out under section 1801 of thistitle and Tables.
AMENDMENTS

2018—Subsec. (8)(1)(D). Pub. L. 115-118, 8205(a)(4)(A), substituted "contents,” for "contents".
Subsec. (a)(3). Pub. L. 115-118, §205(a)(4)(B), substituted "comply into" for "comply in theinto" in
introductory provisions.

SUBCHAPTER VI—ADDITIONAL PROCEDURES REGARDING CERTAIN
PERSONSOUTSIDE THE UNITED STATES

8§1881. Definitions



(&) In general

In this subchapter, the terms "agent of aforeign power”, "Attorney Genera”, "contents’,
"electronic surveillance”, "foreign intelligence information”, "foreign power", "person”, "United
States’, and "United States person” have the meanings given such termsin section 1801 of thistitle,
except as specifically provided in this subchapter.

(b) Additional definitions
In this subchapter:

(1) Congressional intelligence committees
The term "congressional intelligence committees' means—
(A) the Select Committee on Intelligence of the Senate; and
(B) the Permanent Select Committee on Intelligence of the House of Representatives.

(2) Foreign Intelligence Surveillance Court; Court

The terms "Foreign Intelligence Surveillance Court” and "Court" mean the court established
under section 1803(a) of thistitle.

(3) Foreign Intelligence Surveillance Court of Review; Court of Review

The terms "Foreign Intelligence Surveillance Court of Review" and "Court of Review" mean
the court established under section 1803(b) of thistitle.

(4) Electronic communication service provider

The term "electronic communication service provider" means—
(A) atelecommunications carrier, as that term is defined in section 153 of title 47;
(B) aprovider of electronic communication service, as that term is defined in section 2510 of
title 18;
(C) aprovider of aremote computing service, as that term is defined in section 2711 of title
18;
(D) any other communication service provider who has access to wire or electronic
communications either as such communications are transmitted or as such communications are
stored; or
(E) an officer, employee, or agent of an entity described in subparagraph (A), (B), (C), or
(D).
(5) Intelligence community

The term "intelligence community” has the meaning given the term in section 3003(4) of this
title.

(Pub. L. 95-511, title V11, §701, as added Pub. L. 110-261, title |, §101(a)(2), July 10, 2008, 122
Stat. 2437; amended Pub. L. 115-118, title 11, §205(a)(5), Jan. 19, 2018, 132 Stat. 21.)

REPEAL OF SECTION
Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Sat. 2474, as amended by Pub. L.
112-238, 82(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title 1, §201(a)(1), Jan. 19,
2018, 132 Sat. 19, provided that, except as provided in section 404 of Pub. L. 110-261, set out asa
note under section 1801 of thistitle, effective Dec. 31, 2023, this section is repeal ed.

PRIOR PROVISIONS

A prior section 701 of Pub. L. 95-511 was set out as a hote under section 1801 of thistitle, prior to repeal
by Pub. L. 110-261.

AMENDMENTS
2018—Subsec. (a). Pub. L. 115118, §205(a)(5)(A), substituted "In this subchapter, the terms" for "The
terms".
Subsec. (b). Pub. L. 115-118, 8205(a)(5)(B)(i), inserted introductory provisions.
Subsec. (b)(5). Pub. L. 115-118, §205(a)(5)(B)(ii), made technical amendment to referencein original act



which appears in text as reference to section 3003(4) of thistitle.

EFFECTIVE DATE OF 2017 AMENDMENT

Pub. L. 115-96, div. A, 81002, Dec. 22, 2017, 131 Stat. 2045, which temporarily extended the effective
date of the amendments made by section 403(b) of Pub. L. 110-261 to Jan. 19, 2018, was repeaed by itsown
terms upon the enactment, on Jan. 19, 2018, of section 201(a) of Pub. L. 115-118, which amended the dates
specified in section 403(b) of Pub. L. 110-261, and by Pub. L. 115-120, div. B, 82002, Jan. 22, 2018, 132
Stat. 31, which was effective on Jan. 22, 2018.

EFFECTIVE DATE OF REPEAL

Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Stat. 2474, as amended by Pub. L. 112-238,
§2(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title 11, §201(a)(1), Jan. 19, 2018, 132 Stat. 19,
provided that, except as provided in section 404 of Pub. L. 110-261, set out as a Transition Procedures note
under section 1801 of thistitle, the repeals made by section 403(b)(1) are effective Dec. 31, 2023.

[Pub. L. 115118, title 11, 8201(c), Jan. 19, 2018, 132 Stat. 19, provided that: "The amendments made to the
FISA Amendments Act of 2008 (Public Law 110-261) by this section [amending sections 1881 to 18819 of
this title and provisions set out as notes under section 1801 of thistitle and section 2511 of Title 18, Crimes
and Criminal Procedure] shall take effect on December 31, 2017."]

81881a. Proceduresfor targeting certain personsoutside the United States other
than United States persons

(a) Authorization

Notwithstanding any other provision of law, upon the issuance of an order in accordance with
subsection (j)(3) or adetermination under subsection (c)(2), the Attorney General and the Director of
National Intelligence may authorize jointly, for aperiod of up to 1 year from the effective date of the
authorization, the targeting of persons reasonably believed to be located outside the United States to
acquire foreign intelligence information.

(b) Limitations
An acquisition authorized under subsection (a)—

(1) may not intentionally target any person known at the time of acquisition to be located in the
United States,

(2) may not intentionally target a person reasonably believed to be located outside the United
States if the purpose of such acquisition isto target a particular, known person reasonably believed
to be in the United States;

(3) may not intentionally target a United States person reasonably believed to be located outside
the United States;

(4) may not intentionally acquire any communication as to which the sender and all intended
recipients are known at the time of the acquisition to be located in the United States,

(5) may not intentionally acquire communications that contain a reference to, but are not to or
from, atarget of an acquisition authorized under subsection (a), except as provided under section
103(b) of the FISA Amendments Reauthorization Act of 2017; and

(6) shall be conducted in a manner consistent with the fourth amendment to the Constitution of
the United States.

(c) Conduct of acquisition

(D) In general
An acquisition authorized under subsection (&) shall be conducted only in accordance with—
(A) the targeting and minimization procedures adopted in accordance with subsections (d)
and (e); and
(B) upon submission of a certification in accordance with subsection (h), such certification.
(2) Determination
A determination under this paragraph and for purposes of subsection (a) is a determination by



the Attorney General and the Director of National Intelligence that exigent circumstances exist
because, without immediate implementation of an authorization under subsection (a), intelligence
important to the national security of the United States may be lost or not timely acquired and time
does not permit the issuance of an order pursuant to subsection (j)(3) prior to the implementation
of such authorization.

(3) Timing of determination
The Attorney General and the Director of National Intelligence may make the determination
under paragraph (2)—
(A) before the submission of a certification in accordance with subsection (h); or
(B) by amending a certification pursuant to subsection (j)(1)(C) at any time during which
judicial review under subsection (j) of such certification is pending.

(4) Construction

Nothing in subchapter | shall be construed to require an application for a court order under such
subchapter for an acquisition that is targeted in accordance with this section at a person reasonably
believed to be |ocated outside the United States.

(d) Targeting procedures

(1) Requirement to adopt
The Attorney General, in consultation with the Director of National Intelligence, shall adopt
targeting procedures that are reasonably designed to—
(A) ensure that any acquisition authorized under subsection (@) is limited to targeting persons
reasonably believed to be located outside the United States; and
(B) prevent the intentional acquisition of any communication as to which the sender and al
intended recipients are known at the time of the acquisition to be located in the United States.

(2) Judicial review
The procedures adopted in accordance with paragraph (1) shall be subject to judicial review
pursuant to subsection (j).
(e) Minimization procedures

(1) Requirement to adopt

The Attorney General, in consultation with the Director of National Intelligence, shall adopt
minimization procedures that meet the definition of minimization procedures under section
1801(h) of thistitle or section 1821(4) of thistitle, as appropriate, for acquisitions authorized
under subsection (a).

(2) Judicial review

The minimization procedures adopted in accordance with paragraph (1) shall be subject to
judicial review pursuant to subsection (j).
(3) Publication

The Director of Nationa Intelligence, in consultation with the Attorney General, shall—

(A) conduct a declassification review of any minimization procedures adopted or amended in
accordance with paragraph (1); and

(B) consistent with such review, and not later than 180 days after conducting such review,
make such minimization procedures publicly available to the greatest extent practicable, which
may be in redacted form.

(f) Queries
(1) Proceduresrequired

(A) Requirement to adopt

The Attorney General, in consultation with the Director of National Intelligence, shall adopt
guerying procedures consistent with the requirements of the fourth amendment to the



Congtitution of the United States for information collected pursuant to an authorization under
subsection (a).

(B) Record of United States person query terms

The Attorney General, in consultation with the Director of National Intelligence, shall ensure
that the procedures adopted under subparagraph (A) include atechnical procedure whereby a
record is kept of each United States person query term used for a query.

(C) Judicial review
The procedures adopted in accordance with subparagraph (A) shall be subject to judicial
review pursuant to subsection (j).

(2) Accesstoresultsof certain queries conducted by FBI

(A) Court order required for FBI review of certain query resultsin criminal investigations
unrelated to national security
Except as provided by subparagraph (E), in connection with a predicated criminal
investigation opened by the Federal Bureau of Investigation that does not relate to the national
security of the United States, the Federal Bureau of Investigation may not access the contents of
communications acquired under subsection (a) that were retrieved pursuant to a query made
using a United States person query term that was not designed to find and extract foreign
intelligence information unless—
(i) the Federal Bureau of Investigation applies for an order of the Court under
subparagraph (C); and
(ii) the Court enters an order under subparagraph (D) approving such application.

(B) Jurisdiction
The Court shall have jurisdiction to review an application and to enter an order approving the
access described in subparagraph (A).

(C) Application
Each application for an order under this paragraph shall be made by a Federal officer in
writing upon oath or affirmation to ajudge having jurisdiction under subparagraph (B). Each
application shall require the approval of the Attorney General based upon the finding of the
Attorney General that the application satisfies the criteria and requirements of such application,
as set forth in this paragraph, and shall include—
(i) the identity of the Federa officer making the application; and
(i) an affidavit or other information containing a statement of the facts and circumstances
relied upon by the applicant to justify the belief of the applicant that the contents of
communications described in subparagraph (A) covered by the application would provide
evidence of—
(I criminal activity;
(I1) contraband, fruits of acrime, or other itemsillegally possessed by athird party; or
(111) property designed for use, intended for use, or used in committing a crime.

(D) Order

Upon an application made pursuant to subparagraph (C), the Court shall enter an order
approving the accessing of the contents of communications described in subparagraph (A)
covered by the application if the Court finds probable cause to believe that such contents would
provide any of the evidence described in subparagraph (C)(ii).

(E) Exception

The requirement for an order of the Court under subparagraph (A) to access the contents of
communications described in such subparagraph shall not apply with respect to a query if the
Federal Bureau of Investigation determines there is a reasonable belief that such contents could
assist in mitigating or eliminating a threat to life or serious bodily harm.



(F) Rule of construction

Nothing in this paragraph may be construed as—

(i) limiting the authority of the Federal Bureau of Investigation to conduct lawful queries
of information acquired under subsection (a);

(i1) limiting the authority of the Federal Bureau of Investigation to review, without a court
order, the results of any query of information acquired under subsection (a) that was
reasonably designed to find and extract foreign intelligence information, regardl ess of
whether such foreign intelligence information could also be considered evidence of a crime;
or

(ii1) prohibiting or otherwise limiting the ability of the Federal Bureau of Investigation to
access the results of queries conducted when eval uating whether to open an assessment or
predicated investigation relating to the national security of the United States.

(3) Definitions
In this subsection:
(A) The term "contents" has the meaning given that term in section 2510(8) of title 18.
(B) The term "query" means the use of one or more terms to retrieve the unminimized

contents or noncontents located in electronic and data storage systems of communications of or
concerning United States persons obtained through acquisitions authorized under subsection (a).

(g) Guidelinesfor compliance with limitations

(1) Requirement to adopt
The Attorney General, in consultation with the Director of National Intelligence, shall adopt
guidelines to ensure—
(A) compliance with the limitations in subsection (b); and
(B) that an application for a court order isfiled as required by this chapter.

(2) Submission of guidelines
The Attorney General shall provide the guidelines adopted in accordance with paragraph (1)
to—
(A) the congressional intelligence committees;
(B) the Committees on the Judiciary of the Senate and the House of Representatives; and
(C) the Foreign Intelligence Surveillance Court.

(h) Certification
(1) In general

(A) Requirement

Subject to subparagraph (B), prior to the implementation of an authorization under subsection
(a), the Attorney General and the Director of National Intelligence shall provide to the Foreign
Intelligence Surveillance Court awritten certification and any supporting affidavit, under oath
and under seal, in accordance with this subsection.

(B) Exception

If the Attorney General and the Director of National Intelligence make a determination under
subsection (¢)(2) and time does not permit the submission of a certification under this
subsection prior to the implementation of an authorization under subsection (a), the Attorney
General and the Director of National Intelligence shall submit to the Court a certification for
such authorization as soon as practicable but in no event later than 7 days after such
determination is made.

(2) Requirements
A certification made under this subsection shall—
(A) attest that—
(i) there are targeting procedures in place that have been approved, have been submitted



for approval, or will be submitted with the certification for approval by the Foreign
Intelligence Surveillance Court that are reasonably designed to—
(I ensure that an acquisition authorized under subsection (a) is limited to targeting
persons reasonably believed to be located outside the United States; and
(1) prevent the intentional acquisition of any communication as to which the sender and
all intended recipients are known at the time of the acquisition to be located in the United
States;

(i) the minimization procedures to be used with respect to such acquisition—

(I meet the definition of minimization procedures under section 1801(h) or 1821(4) of
thistitle, as appropriate; and

(I1) have been approved, have been submitted for approval, or will be submitted with the
certification for approval by the Foreign Intelligence Surveillance Court;

(iii) guidelines have been adopted in accordance with subsection (g) to ensure compliance
with the limitations in subsection (b) and to ensure that an application for a court order is
filed as required by this chapter;

(iv) the procedures and guidelines referred to in clauses (i), (i), and (iii) are consistent with
the requirements of the fourth amendment to the Constitution of the United States;

(v) asignificant purpose of the acquisition is to obtain foreign intelligence information;

(vi) the acquisition involves obtaining foreign intelligence information from or with the
assistance of an electronic communication service provider; and

(vii) the acquisition complies with the limitations in subsection (b);

(B) include the procedures adopted in accordance with subsections (d) and (e);
(C) be supported, as appropriate, by the affidavit of any appropriate official in the area of
national security who is—
(i) appointed by the President, by and with the advice and consent of the Senate; or
(ii) the head of an element of the intelligence community;

(D) include—

(i) an effective date for the authorization that is at least 30 days after the submission of the
written certification to the court; or

(i) if the acquisition has begun or the effective date is less than 30 days after the
submission of the written certification to the court, the date the acquisition began or the
effective date for the acquisition; and

(E) if the Attorney General and the Director of National Intelligence make a determination
under subsection (c)(2), include a statement that such determination has been made.

(3) Changein effective date

The Attorney General and the Director of National Intelligence may advance or delay the
effective date referred to in paragraph (2)(D) by submitting an amended certification in
accordance with subsection (j)(1)(C) to the Foreign Intelligence Surveillance Court for review

pursuant to subsection (i).1
(4) Limitation

A certification made under this subsection is not required to identify the specific facilities,
places, premises, or property at which an acquisition authorized under subsection (a) will be
directed or conducted.
(5) Maintenance of certification

The Attorney General or adesignee of the Attorney General shall maintain a copy of a
certification made under this subsection.



(6) Review
A certification submitted in accordance with this subsection shall be subject to judicia review
pursuant to subsection (j).

() Directivesand judicial review of directives

(1) Authority

With respect to an acquisition authorized under subsection (a), the Attorney General and the
Director of National Intelligence may direct, in writing, an electronic communication service
provider to—

(A) immediately provide the Government with all information, facilities, or assistance
necessary to accomplish the acquisition in a manner that will protect the secrecy of the
acquisition and produce a minimum of interference with the services that such electronic
communication service provider is providing to the target of the acquisition; and

(B) maintain under security procedures approved by the Attorney General and the Director of
National Intelligence any records concerning the acquisition or the aid furnished that such
€l ectronic communication service provider wishes to maintain.

(2) Compensation

The Government shall compensate, at the prevailing rate, an electronic communication service
provider for providing information, facilities, or assistance in accordance with a directive issued
pursuant to paragraph (1).
(3) Release from liability

No cause of action shall liein any court against any electronic communication service provider

for providing any information, facilities, or assistance in accordance with a directive issued
pursuant to paragraph (1).

(4) Challenging of directives

(A) Authority to challenge

An electronic communication service provider receiving a directive issued pursuant to
paragraph (1) may file a petition to modify or set aside such directive with the Foreign
Intelligence Surveillance Court, which shall have jurisdiction to review such petition.

(B) Assignment

The presiding judge of the Court shall assign a petition filed under subparagraph (A) to 1 of
the judges serving in the pool established under section 1803(e)(1) of thistitle not later than 24
hours after the filing of such petition.

(C) Standardsfor review

A judge considering a petition filed under subparagraph (A) may grant such petition only if
the judge finds that the directive does not meet the requirements of this section, or is otherwise
unlawful.

(D) Proceduresfor initial review

A judge shall conduct aninitial review of a petition filed under subparagraph (A) not later
than 5 days after being assigned such petition. If the judge determines that such petition does
not consist of claims, defenses, or other legal contentions that are warranted by existing law or
by a nonfrivolous argument for extending, modifying, or reversing existing law or for
establishing new law, the judge shall immediately deny such petition and affirm the directive or
any part of the directive that is the subject of such petition and order the recipient to comply
with the directive or any part of it. Upon making a determination under this subparagraph or
promptly thereafter, the judge shall provide a written statement for the record of the reasons for
such determination.

(E) Proceduresfor plenary review



If ajudge determines that a petition filed under subparagraph (A) requires plenary review, the
judge shall affirm, modify, or set aside the directive that is the subject of such petition not later
than 30 days after being assigned such petition. If the judge does not set aside the directive, the
judge shall immediately affirm or affirm with modifications the directive, and order the
recipient to comply with the directivein its entirety or as modified. The judge shall provide a
written statement for the record of the reasons for a determination under this subparagraph.

(F) Continued effect
Any directive not explicitly modified or set aside under this paragraph shall remain in full
effect.
(G) Contempt of Court
Failure to obey an order issued under this paragraph may be punished by the Court as
contempt of court.
(5) Enforcement of directives

(A) Order to compe

If an electronic communication service provider failsto comply with a directive issued
pursuant to paragraph (1), the Attorney General may file a petition for an order to compel the
el ectronic communication service provider to comply with the directive with the Foreign
Intelligence Surveillance Court, which shall have jurisdiction to review such petition.

(B) Assignment

The presiding judge of the Court shall assign a petition filed under subparagraph (A) to 1 of
the judges serving in the pool established under section 1803(e)(1) of thistitle not later than 24
hours after the filing of such petition.
(C) Proceduresfor review

A judge considering a petition filed under subparagraph (A) shall, not later than 30 days after
being assigned such petition, issue an order requiring the electronic communication service
provider to comply with the directive or any part of it, asissued or as modified, if the judge
finds that the directive meets the requirements of this section and is otherwise lawful. The judge
shall provide awritten statement for the record of the reasons for a determination under this

paragraph.
(D) Contempt of Court
Failure to obey an order issued under this paragraph may be punished by the Court as
contempt of court.
(E) Process
Any process under this paragraph may be served in any judicia district in which the
electronic communication service provider may be found.
(6) Appeal
(A) Appeal to the Court of Review

The Government or an electronic communication service provider receiving a directive
issued pursuant to paragraph (1) may file a petition with the Foreign Intelligence Surveillance
Court of Review for review of adecision issued pursuant to paragraph (4) or (5). The Court of
Review shall have jurisdiction to consider such petition and shall provide awritten statement
for the record of the reasons for a decision under this subparagraph.

(B) Certiorari to the Supreme Court

The Government or an electronic communication service provider receiving a directive
issued pursuant to paragraph (1) may file a petition for awrit of certiorari for review of a



decision of the Court of Review issued under subparagraph (A). The record for such review
shall be transmitted under seal to the Supreme Court of the United States, which shall have
jurisdiction to review such decision.

() Judicial review of certificationsand procedures
() In general
(A) Review by the Foreign Intelligence Surveillance Court
The Foreign Intelligence Surveillance Court shall have jurisdiction to review a certification
submitted in accordance with subsection (g) 1 and the targeting, minimization, and querying

procedures adopted in accordance with subsections (d), (€), and (f)(1), and amendments to such
certification or such procedures.

(B) Time period for review

The Court shall review a certification submitted in accordance with subsection (g) 1 and the
targeting, minimization, and querying procedures adopted in accordance with subsections (d),
(e), and (f)(1) and shall complete such review and issue an order under paragraph (3) not later
than 30 days after the date on which such certification and such procedures are submitted.

(C) Amendments
The Attorney General and the Director of National Intelligence may amend a certification

submitted in accordance with subsection (g) < or the targeting, minimization, and querying
procedures adopted in accordance with subsections (d), (e), and (f)(1) as necessary at any time,
including if the Court is conducting or has completed review of such certification or such
procedures, and shall submit the amended certification or amended procedures to the Court not
later than 7 days after amending such certification or such procedures. The Court shall review
any amendment under this subparagraph under the procedures set forth in this subsection. The
Attorney General and the Director of National Intelligence may authorize the use of an
amended certification or amended procedures pending the Court's review of such amended
certification or amended procedures.

(2) Review
The Court shall review the following:

(A) Certification
A certification submitted in accordance with subsection (h) to determine whether the
certification contains al the required elements.

(B) Targeting procedures
The targeting procedures adopted in accordance with subsection (d) to assess whether the
procedures are reasonably designed to—
(i) ensure that an acquisition authorized under subsection (a) is limited to targeting persons
reasonably believed to be located outside the United States; and
(i) prevent the intentional acquisition of any communication as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the United States.

(C) Minimization procedures

The minimization procedures adopted in accordance with subsection (€) to assess whether
such procedures meet the definition of minimization procedures under section 1801(h) of this
title or section 1821(4) of thistitle, as appropriate.

(D) Querying procedures
The querying procedures adopted in accordance with subsection (f)(1) to assess whether such
procedures comply with the requirements of such subsection.

(3) Orders



(A) Approval

If the Court finds that a certification submitted in accordance with subsection (h) contains all
the required elements and that the targeting, minimization, and querying procedures adopted in
accordance with subsections (d), (e), and (f)(1) are consistent with the requirements of those
subsections and with the fourth amendment to the Constitution of the United States, the Court
shall enter an order approving the certification and the use, or continued use in the case of an
acquisition authorized pursuant to a determination under subsection (c)(2), of the procedures for
the acquisition.

(B) Correction of deficiencies

If the Court finds that a certification submitted in accordance with subsection (h) does not
contain al the required elements, or that the procedures adopted in accordance with subsections
(d), (e), and (f)(1) are not consistent with the requirements of those subsections or the fourth
amendment to the Constitution of the United States, the Court shall issue an order directing the
Government to, at the Government's el ection and to the extent required by the Court's order—

(1) correct any deficiency identified by the Court's order not later than 30 days after the
date on which the Court issues the order; or

(i) cease, or not begin, the implementation of the authorization for which such certification
was submitted.

(C) Requirement for written statement

In support of an order under this subsection, the Court shall provide, simultaneously with the
order, for the record a written statement of the reasons for the order.

(D) Limitation on use of information

(i) In general

Except as provided in clause (ii), if the Court orders a correction of adeficiency in a
certification or procedures under subparagraph (B), no information obtained or evidence
derived pursuant to the part of the certification or procedures that has been identified by the
Court as deficient concerning any United States person shall be received in evidence or
otherwise disclosed in any trial, hearing, or other proceeding in or before any court, grand
jury, department, office, agency, regulatory body, legisative committee, or other authority of
the United States, a State, or political subdivision thereof, and no information concerning any
United States person acquired pursuant to such part of such certification or procedures shall
subsequently be used or disclosed in any other manner by Federal officers or employees
without the consent of the United States person, except with the approval of the Attorney
Generd if the information indicates a threat of death or serious bodily harm to any person.

(ii) Exception
If the Government corrects any deficiency identified by the order of the Court under
subparagraph (B), the Court may permit the use or disclosure of information obtained before

the date of the correction under such minimization procedures as the Court may approve for
purposes of this clause.

(4) Appeal

(A) Appeal to the Court of Review

The Government may file a petition with the Foreign Intelligence Surveillance Court of
Review for review of an order under this subsection. The Court of Review shall have
jurisdiction to consider such petition. For any decision under this subparagraph affirming,
reversing, or modifying an order of the Foreign Intelligence Surveillance Court, the Court of
Review shall provide for the record a written statement of the reasons for the decision.

(B) Continuation of acquisition pending rehearing or appeal

Any acquisition affected by an order under paragraph (3)(B) may continue—
(i) during the pendency of any rehearing of the order by the Court en banc; and



(it) if the Government files a petition for review of an order under this section, until the
Court of Review enters an order under subparagraph (C).

(C) Implementation pending appeal

Not later than 60 days after the filing of a petition for review of an order under paragraph
(3)(B) directing the correction of a deficiency, the Court of Review shall determine, and enter a
corresponding order regarding, whether all or any part of the correction order, asissued or
modified, shall be implemented during the pendency of the review.

(D) Certiorari to the Supreme Court

The Government may file a petition for awrit of certiorari for review of adecision of the
Court of Review issued under subparagraph (A). The record for such review shall be
transmitted under seal to the Supreme Court of the United States, which shall have jurisdiction
to review such decision.

(5) Schedule

(A) Reauthorization of authorizationsin effect

If the Attorney General and the Director of National Intelligence seek to reauthorize or
replace an authorization issued under subsection (@), the Attorney General and the Director of
National Intelligence shall, to the extent practicable, submit to the Court the certification
prepared in accordance with subsection (h) and the procedures adopted in accordance with
subsections (d), (e), and (f)(1) at least 30 days prior to the expiration of such authorization.

(B) Reauthorization of orders, authorizations, and directives

If the Attorney General and the Director of National Intelligence seek to reauthorize or
replace an authorization issued under subsection (a) by filing a certification pursuant to
subparagraph (A), that authorization, and any directives issued thereunder and any order related
thereto, shall remain in effect, notwithstanding the expiration provided for in subsection (a),
until the Court issues an order with respect to such certification under paragraph (3) at which
time the provisions of that paragraph and paragraph (4) shall apply with respect to such
certification.

(k) Judicial proceedings
(1) Expedited judicial proceedings
Judicia proceedings under this section shall be conducted as expeditiously as possible.
(2) Timelimits
A time limit for ajudicial decision in this section shall apply unless the Court, the Court of

Review, or any judge of either the Court or the Court of Review, by order for reasons stated,
extends that time as necessary for good cause in a manner consistent with national security.

(1) Maintenance and security of recordsand proceedings

(1) Standards

The Foreign Intelligence Surveillance Court shall maintain arecord of a proceeding under this
section, including petitions, appeals, orders, and statements of reasons for a decision, under
security measures adopted by the Chief Justice of the United States, in consultation with the
Attorney Genera and the Director of National Intelligence.

(2) Filing and review
All petitions under this section shall be filed under seal. In any proceedings under this section,

the Court shall, upon request of the Government, review ex parte and in camera any Government
submission, or portions of a submission, which may include classified information.

(3) Retention of records

The Attorney General and the Director of National Intelligence shall retain adirective or an
order issued under this section for a period of not less than 10 years from the date on which such



directive or such order isissued.

(m) Assessments 2 reviews, and reporting

(1) Semiannual assessment

Not less frequently than once every 6 months, the Attorney General and Director of National
Intelligence shall assess compliance with the targeting, minimization, and querying procedures
adopted in accordance with subsections (d), (e), and (f)(1) and the guidelines adopted in
accordance with subsection (g) and shall submit each assessment to—

(A) the Foreign Intelligence Surveillance Court; and
(B) consistent with the Rules of the House of Representatives, the Standing Rules of the
Senate, and Senate Resolution 400 of the 94th Congress or any successor Senate resol ution—
(i) the congressional intelligence committees; and
(i) the Committees on the Judiciary of the House of Representatives and the Senate.

(2) Agency assessment

The Inspector General of the Department of Justice and the Inspector General of each element
of the intelligence community authorized to acquire foreign intelligence information under
subsection (@), with respect to the department or element of such Inspector General—

(A) are authorized to review compliance with the targeting, minimization, and querying
procedures adopted in accordance with subsections (d), (€), and (f)(1) and the guidelines
adopted in accordance with subsection (Q);

(B) with respect to acquisitions authorized under subsection (@), shall review the number of
disseminated intelligence reports containing a reference to a United States-person identity and
the number of United States-person identities subsequently disseminated by the element
concerned in response to requests for identities that were not referred to by name or title in the
original reporting;

(C) with respect to acquisitions authorized under subsection (@), shall review the number of
targets that were later determined to be located in the United States and, to the extent possible,
whether communications of such targets were reviewed; and

(D) shall provide each such review to—

(i) the Attorney General;
(i1) the Director of National Intelligence; and
(i) consistent with the Rules of the House of Representatives, the Standing Rules of the
Senate, and Senate Resolution 400 of the 94th Congress or any successor Senate resol ution—
(I the congressional intelligence committees; and
(1) the Committees on the Judiciary of the House of Representatives and the Senate.

(3) Annual review

(A) Requirement to conduct

The head of each element of the intelligence community conducting an acquisition authorized
under subsection (a) shall conduct an annual review to determine whether there is reason to
believe that foreign intelligence information has been or will be obtained from the acquisition.
The annual review shall provide, with respect to acquisitions authorized under subsection (a)—

() an accounting of the number of disseminated intelligence reports containing a reference
to a United States-person identity;

(i) an accounting of the number of United States-person identities subsequently
disseminated by that element in response to requests for identities that were not referred to by
name or title in the original reporting;

(iii) the number of targets that were later determined to be located in the United States and,
to the extent possible, whether communications of such targets were reviewed; and

(iv) adescription of any procedures devel oped by the head of such element of the
intelligence community and approved by the Director of National Intelligence to assess, in a
manner consistent with national security, operational requirements and the privacy interests



of United States persons, the extent to which the acquisitions authorized under subsection (a)
acquire the communications of United States persons, and the results of any such assessment.

(B) Use of review

The head of each element of the intelligence community that conducts an annual review
under subparagraph (A) shall use each such review to evaluate the adequacy of the
minimization procedures utilized by such element and, as appropriate, the application of the
minimization procedures to a particular acquisition authorized under subsection (a).

(C) Provision of review

The head of each element of the intelligence community that conducts an annual review
under subparagraph (A) shall provide such review to—
(i) the Foreign Intelligence Surveillance Court;
(ii) the Attorney Generdl;
(iii) the Director of National Intelligence; and
(iv) consistent with the Rules of the House of Representatives, the Standing Rules of the
Senate, and Senate Resolution 400 of the 94th Congress or any successor Senate resol ution—
(I the congressional intelligence committees; and
(I1) the Committees on the Judiciary of the House of Representatives and the Senate.

(4) Reporting of material breach

(A) In general
The head of each element of the intelligence community involved in the acquisition of abouts
communications shall fully and currently inform the Committees on the Judiciary of the House
of Representatives and the Senate and the congressional intelligence committees of a material
breach.
(B) Definitions
In this paragraph:
(i) The term "abouts communication™ means a communication that contains a reference to,
but is not to or from, atarget of an acquisition authorized under subsection (a).
(if) The term "material breach” means significant noncompliance with applicable law or an
order of the Foreign Intelligence Surveillance Court concerning any acquisition of abouts
communications.

(Pub. L. 95-511, title V11, §702, as added Pub. L. 110-261, title |, §101(a)(2), July 10, 2008, 122

Stat. 2438; amended Pub. L. 11423, title I11, §301, June 2, 2015, 129 Stat. 278; Pub. L. 115-118,
title 1, §8101(a)(1), (b)(1), 103(a), (b)(5), 104, title 1, §205(a)(6), Jan. 19, 2018, 132 Stat. 4, 6, 10,
12,13, 21.)
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subsection (g)".

Subsec. (€)(3)(B). Pub. L. 115-118, 8101(b)(1)(B)(iii)(I1), substituted "to subsection (j)(1)(C)" for "to
subsection (i)(1)(C)" and "under subsection (j)" for "under subsection (i)".

Subsec. (d)(2). Pub. L. 115-118, §101(b)(1)(C), substituted "to subsection (j)" for "to subsection (i)".

Subsec. (€)(2). Pub. L. 115-118, §101(b)(1)(D), substituted "to subsection (j)" for "to subsection (i)".

Subsec. (€)(3). Pub. L. 115-118, 8104, added par. (3).

Subsecs. (f) to (h). Pub. L. 115-118, 8101(a)(1), added subsec. (f) and redesignated former subsecs. (f) and
(9) as(g) and (h), respectively. Former subsec. (h) redesignated (i).

Subsec. (h)(2)(A)(i). Pub. L. 115118, §205(a)(6), inserted "targeting" before "proceduresin place” in
introductory provisions.

Subsec. (h)(2)(A)(iii). Pub. L. 115-118, §101(b)(1)(E)(i), substituted "with subsection (g)" for "with
subsection (f)".

Subsec. (h)(3). Pub. L. 115-118, §101(b)(1)(E)(ii), substituted "with subsection (j)(1)(C)" for "with
subsection (i)(1)(C)".

Subsec. (h)(6). Pub. L. 115-118, §101(b)(1)(E)(iii), substituted "to subsection (j)" for "to subsection (i)".

Subsecs. (i), (j). Pub. L. 115-118, 8101(a)(1)(A), redesignated subsecs. (h) and (i) as (i) and (j),
respectively. Former subsec. (j) redesignated (k).

Subsec. (j)(1). Pub. L. 115-118, 8101(b)(1)(F)(i), substituted "targeting, minimization, and querying
procedures adopted in accordance with subsections (d), (€), and (f)(1)" for "targeting and minimization
procedures adopted in accordance with subsections (d) and (€)" in subpars. (A) to (C).

Subsec. (j)(2)(A). Pub. L. 115-118, 8101(b)(1)(F)(ii)(1), substituted "with subsection (h)" for "with
subsection (g)".

Subsec. (j)(2)(D). Pub. L. 115-118, 8101(b)(1)(F)(ii)(I1), added subpar. (D).

Subsec. (j)(3)(A). Pub. L. 115-118, §101(b)(1)(F)(iii)(1), substituted "with subsection (h)" for "with
subsection (g)" and "targeting, minimization, and querying procedures adopted in accordance with subsections
(d), (e), and (f)(1)" for "targeting and minimization procedures adopted in accordance with subsections (d) and
(e)".

Subsec. (j)(3)(B). Pub. L. 115-118, 8101(b)(1)(F)(iii)(I1), substituted "with subsection (h)" for "with
subsection (g)" and "with subsections (d), (e), and (f)(1)" for "with subsections (d) and (€)" in introductory
provisions.

Subsec. (j)(5)(A). Pub. L. 115-118, §101(b)(1)(F)(iv), substituted "with subsection (h)" for "with
subsection (g)" and "with subsections (d), (€), and (f)(1)" for "with subsections (d) and (e)".

Subsecs. (k), (1). Pub. L. 115-118, §101(a)(1)(A), redesignated subsecs. (j) and (k) as (k) and (1),
respectively. Former subsec. (1) redesignated (m).

Subsec. (m). Pub. L. 115-118, §8101(a)(1)(A), 103(b)(5)(A), redesignated subsec. (1) as (m) and substituted
"reviews, and reporting” for "and reviews" in heading.

Subsec. (m)(1). Pub. L. 115-118, §101(b)(1)(G)(i), substituted "targeting, minimization, and querying
procedures adopted in accordance with subsections (d), (€), and (f)(1)" for "targeting and minimization
procedures adopted in accordance with subsections (d) and (e)" and "with subsection (g)" for "with subsection
(H)" in introductory provisions.

Subsec. (M)(2)(A). Pub. L. 115-118, 8101(b)(1)(G)(ii), substituted "targeting, minimization, and querying
procedures adopted in accordance with subsections (d), (€), and (f)(1)" for "targeting and minimization
procedures adopted in accordance with subsections (d) and (€)" and "with subsection (g)" for "with subsection
".

Subsec. (m)(4). Pub. L. 115-118, 8103(b)(5)(B), added par. (4).

2015—Subsec. (i)(3)(D). Pub. L. 114-23 added subpar. (D).



EFFECTIVE DATE OF 2018 AMENDMENT

Pub. L. 115118, title I, 8101(a)(2), Jan. 19, 2018, 132 Stat. 6, provided that: "Subsection (f) of section 702
of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1881a), as added by paragraph (1), shall apply
with respect to certifications submitted under subsection (h) of such section to the Foreign Intelligence
Surveillance Court after January 1, 2018."

EFFECTIVE DATE OF REPEAL

Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Stat. 2474, as amended by Pub. L. 112238,
82(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title 11, §201(a)(1), Jan. 19, 2018, 132 Stat. 19,
provided that, except as provided in section 404 of Pub. L. 110-261, set out as a Transition Procedures note
under section 1801 of thistitle, the repeals made by section 403(b)(1) are effective Dec. 31, 2023.

CONGRESSIONAL REVIEW AND OVERSIGHT OF ABOUTSCOLLECTION

Pub. L. 115-118, title |, 8103(b), Jan. 19, 2018, 132 Stat. 10, provided that:
"(1) DEFINITIONS.—In this subsection:

"(A) The term "abouts communication' means a communication that contains a reference to, but is not
to or from, atarget of an acquisition authorized under section 702(a) of the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1881a(a)).

"(B) The term 'material breach' means significant noncompliance with applicable law or an order of
the Foreign Intelligence Surveillance Court concerning any acquisition of abouts communications.

"(2) SUBMISSION TO CONGRESS.—

"(A) REQUIREMENT.—Notwithstanding any other provision of law, and except as provided in
paragraph (4), if the Attorney General and the Director of National Intelligence intend to implement the
authorization of the intentional acquisition of abouts communications, before the first such implementation
after the date of enactment of this Act [Jan. 19, 2018], the Attorney General and the Director of National
Intelligence shall submit to the Committee on the Judiciary and the Select Committee on Intelligence of the
Senate and the Committee on the Judiciary and the Permanent Select Committee on Intelligence of the
House of Representatives awritten notice of the intent to implement the authorization of such an
acquisition, and any supporting materials in accordance with this subsection.

"(B) CONGRESSIONAL REVIEW PERIOD.—During the 30-day period beginning on the date
written notice is submitted under subparagraph (A), the Committee on the Judiciary and the Select
Committee on Intelligence of the Senate and the Committee on the Judiciary and the Permanent Select
Committee on Intelligence of the House of Representatives shall, as appropriate, hold hearings and
briefings and otherwise obtain information in order to fully review the written notice.

"(C) LIMITATION ON ACTION DURING CONGRESSIONAL REVIEW PERIOD
—Notwithstanding any other provision of law, and subject to paragraph (4), unless the Attorney Genera
and the Director of National Intelligence make a determination pursuant to section 702(c)(2) of the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1881a(c)(2)), the Attorney General and the Director of
National Intelligence may not implement the authorization of the intentional acquisition of abouts
communications before the end of the period described in subparagraph (B).

"(3) WRITTEN NOTICE.—Written notice under paragraph (2)(A) shall include the following:

"(A) A copy of any certification submitted to the Foreign Intelligence Surveillance Court pursuant to
section 702 of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 18814), or amendment thereto,
authorizing the intentional acquisition of abouts communications, including all affidavits, procedures,
exhibits, and attachments submitted therewith.

"(B) The decision, order, or opinion of the Foreign Intelligence Surveillance Court approving such
certification, and any pleadings, applications, or memoranda of law associated with such decision, order, or
opinion.

"(C) A summary of the protectionsin place to detect any material breach.

"(D) Dataor other results of modeling, simulation, or auditing of sample data demonstrating that any
acquisition method involving the intentional acquisition of abouts communications shall be conducted in
accordance with title V11 of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1881 et seq.), if
such data or other results exist at the time the written notice is submitted and were provided to the Foreign
Intelligence Surveillance Court.

"(E) Except as provided under paragraph (4), a statement that no acquisition authorized under
subsection (a) of such section 702 shall include the intentional acquisition of an abouts communication until
after the end of the 30-day period described in paragraph (2)(B).

"(4) EXCEPTION FOR EMERGENCY ACQUISITION.—



"(A) NOTICE OF DETERMINATION.—If the Attorney General and the Director of National
Intelligence make a determination pursuant to section 702(c)(2) of the Foreign Intelligence Surveillance Act
of 1978 (50 U.S.C. 1881a(c)(2)) with respect to the intentional acquisition of abouts communications, the
Attorney General and the Director of National Intelligence shall notify the Committee on the Judiciary and
the Select Committee on Intelligence of the Senate and the Committee on the Judiciary and the Permanent
Select Committee on Intelligence of the House of Representatives as soon as practicable, but not later than
7 days after the determination is made.

"(B) IMPLEMENTATION OR CONTINUATION.—

"(i) IN GENERAL.—If the Foreign Intelligence Surveillance Court approves a certification that
authorizes the intentional acquisition of abouts communications before the end of the 30-day period
described in paragraph (2)(B), the Attorney General and the Director of National Intelligence may
authorize the immediate implementation or continuation of that certification if the Attorney General and
the Director of National Intelligence jointly determine that exigent circumstances exist such that without
such immediate implementation or continuation intelligence important to the national security of the
United States may be lost or not timely acquired.

"(ii) NOTICE.—The Attorney General and the Director of National Intelligence shall submit to
the Committee on the Judiciary and the Select Committee on Intelligence of the Senate and the
Committee on the Judiciary and the Permanent Select Committee on Intelligence of the House of
Representatives notification of a determination pursuant to clause (i) as soon as practicable, but not later
than 3 days after the determination is made.

"(5) REPORTING OF MATERIAL BREACH.—[Amended this section.]

"(6) APPOINTMENT OF AMICI CURIAE BY FOREIGN INTELLIGENCE SURVEILLANCE COURT
.—For purposes of section 103(i)(2)(A) of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1803(i)(2)(A)), the Foreign Intelligence Surveillance Court shall treat the first certification under section
702(h) of such Act (50 U.S.C. 1881a(h)) or amendment thereto that authorizes the acquisition of abouts
communications as presenting a novel or significant interpretation of the law, unless the court determines
otherwise."

1 See References in Text note below.

2 55 in original. Probably should be followed by a comma.

81881b. Certain acquisitionsinside the United Statestargeting United States
persons outside the United States

(a) Jurisdiction of the Foreign Intelligence Surveillance Court

(1) In general

The Foreign Intelligence Surveillance Court shall have jurisdiction to review an application and
to enter an order approving the targeting of a United States person reasonably believed to be
located outside the United States to acquire foreign intelligence information, if the acquisition
constitutes electronic surveillance or the acquisition of stored electronic communications or stored
electronic data that requires an order under this chapter, and such acquisition is conducted within
the United States.

(2) Limitation

If aUnited States person targeted under this subsection is reasonably believed to be located in
the United States during the effective period of an order issued pursuant to subsection (c), an
acquisition targeting such United States person under this section shall cease unless the targeted
United States person is again reasonably believed to be located outside the United States while an
order issued pursuant to subsection (c) isin effect. Nothing in this section shall be construed to
limit the authority of the Government to seek an order or authorization under, or otherwise engage
in any activity that is authorized under, any other subchapter of this chapter.

(b) Application



(2) In general
Each application for an order under this section shall be made by a Federal officer in writing
upon oath or affirmation to ajudge having jurisdiction under subsection (a)(1). Each application
shall require the approval of the Attorney General based upon the Attorney General's finding that
it satisfies the criteria and requirements of such application, as set forth in this section, and shall
include—
(A) theidentity of the Federal officer making the application;
(B) the identity, if known, or adescription of the United States person who is the target of the
acquisition;
(C) astatement of the facts and circumstances relied upon to justify the applicant's belief that
the United States person who is the target of the acquisition is—
(i) aperson reasonably believed to be located outside the United States; and
(ii) aforeign power, an agent of aforeign power, or an officer or employee of aforeign
power;

(D) astatement of proposed minimization procedures that meet the definition of
minimization procedures under section 1801(h) or 1821(4) of thistitle, as appropriate;
(E) adescription of the nature of the information sought and the type of communications or
activities to be subjected to acquisition;
(F) acertification made by the Attorney General or an official specified in section 1804(a)(6)
of thistitle that—
(i) the certifying official deems the information sought to be foreign intelligence
information;
(i1) asignificant purpose of the acquisition isto obtain foreign intelligence information;
(iit) such information cannot reasonably be obtained by normal investigative techniques;
(iv) designates the type of foreign intelligence information being sought according to the
categories described in section 1801(e) of thistitle; and
(V) includes a statement of the basis for the certification that—
(I the information sought is the type of foreign intelligence information designated; and
(1) such information cannot reasonably be obtained by normal investigative techniques;

(G) asummary statement of the means by which the acquisition will be conducted and
whether physical entry isrequired to effect the acquisition;

(H) the identity of any electronic communication service provider necessary to effect the
acquisition, provided that the application is not required to identify the specific facilities, places,
premises, or property at which the acquisition authorized under this section will be directed or
conducted,

(I astatement of the facts concerning any previous applications that have been made to any
judge of the Foreign Intelligence Surveillance Court involving the United States person
specified in the application and the action taken on each previous application; and

(J) astatement of the period of time for which the acquisition is required to be maintained,
provided that such period of time shall not exceed 90 days per application.

(2) Other requirementsof the Attorney General

The Attorney General may require any other affidavit or certification from any other officer in
connection with the application.

(3) Other requirementsof the judge

The judge may require the applicant to furnish such other information as may be necessary to
make the findings required by subsection (c)(1).

(c) Order
(2) Findings
Upon an application made pursuant to subsection (b), the Foreign Intelligence Surveillance



Court shall enter an ex parte order as requested or as modified by the Court approving the
acquisition if the Court finds that—
(A) the application has been made by a Federal officer and approved by the Attorney
Generdl;
(B) on the basis of the facts submitted by the applicant, for the United States person who is
the target of the acquisition, there is probable cause to believe that the target is—
(i) aperson reasonably believed to be located outside the United States; and
(i) aforeign power, an agent of aforeign power, or an officer or employee of aforeign
power;

(C) the proposed minimization procedures meet the definition of minimization procedures
under section 1801(h) or 1821(4) of thistitle, as appropriate; and

(D) the application that has been filed contains al statements and certifications required by
subsection (b) and the certification or certifications are not clearly erroneous on the basis of the
statement made under subsection (b)(1)(F)(v) and any other information furnished under
subsection (b)(3).

(2) Probable cause

In determining whether or not probable cause exists for purposes of paragraph (1)(B), ajudge
having jurisdiction under subsection (a)(1) may consider past activities of the target and facts and
circumstances relating to current or future activities of the target. No United States person may be
considered a foreign power, agent of aforeign power, or officer or employee of aforeign power
solely upon the basis of activities protected by the first amendment to the Constitution of the
United States.

(3) Review
(A) Limitation on review

Review by ajudge having jurisdiction under subsection (a)(1) shall be limited to that required
to make the findings described in paragraph (1).

(B) Review of probable cause

If the judge determines that the facts submitted under subsection (b) are insufficient to
establish probable cause under paragraph (1)(B), the judge shall enter an order so stating and
provide a written statement for the record of the reasons for the determination. The Government
may appeal an order under this subparagraph pursuant to subsection (f).

(C) Review of minimization procedures

If the judge determines that the proposed minimization procedures referred to in paragraph
(1)(C) do not meet the definition of minimization procedures under section 1801(h) or 1821(4)
of thistitle, as appropriate, the judge shall enter an order so stating and provide awritten
statement for the record of the reasons for the determination. The Government may appeal an
order under this subparagraph pursuant to subsection (f).

(D) Review of certification

If the judge determines that an application pursuant to subsection (b) does not contain all of
the required elements, or that the certification or certifications are clearly erroneous on the basis
of the statement made under subsection (b)(1)(F)(v) and any other information furnished under
subsection (b)(3), the judge shall enter an order so stating and provide a written statement for
the record of the reasons for the determination. The Government may appeal an order under this
subparagraph pursuant to subsection (f).

(4) Specifications
An order approving an acquisition under this subsection shall specify—

(A) theidentity, if known, or a description of the United States person who is the target of the
acquisition identified or described in the application pursuant to subsection (b)(1)(B);



(B) if provided in the application pursuant to subsection (b)(1)(H), the nature and location of
each of the facilities or places at which the acquisition will be directed;

(C) the nature of the information sought to be acquired and the type of communications or
activities to be subjected to acquisition;

(D) asummary of the means by which the acquisition will be conducted and whether physical
entry is required to effect the acquisition; and

(E) the period of time during which the acquisition is approved.

(5) Directives
An order approving an acquisition under this subsection shall direct—

(A) that the minimization procedures referred to in paragraph (1)(C), as approved or modified
by the Court, be followed;

(B) if applicable, an electronic communication service provider to provide to the Government
forthwith al information, facilities, or assistance necessary to accomplish the acquisition
authorized under such order in amanner that will protect the secrecy of the acquisition and
produce a minimum of interference with the services that such electronic communication
service provider is providing to the target of the acquisition;

(C) if applicable, an electronic communication service provider to maintain under security
procedures approved by the Attorney General any records concerning the acquisition or the aid
furnished that such electronic communication service provider wishes to maintain; and

(D) if applicable, that the Government compensate, at the prevailing rate, such electronic
communication service provider for providing such information, facilities, or assistance.

(6) Duration

An order approved under this subsection shall be effective for a period not to exceed 90 days
and such order may be renewed for additional 90-day periods upon submission of renewal
applications meeting the requirements of subsection (b).

(7) Compliance

At or prior to the end of the period of time for which an acquisition is approved by an order or
extension under this section, the judge may assess compliance with the minimization procedures
referred to in paragraph (1)(C) by reviewing the circumstances under which information
concerning United States persons was acquired, retained, or disseminated.

(d) Emergency authorization

(1) Authority for emergency authorization

Notwithstanding any other provision of this chapter, if the Attorney General reasonably
determines that—

(A) an emergency situation exists with respect to the acquisition of foreign intelligence
information for which an order may be obtained under subsection (c) before an order
authorizing such acquisition can with due diligence be obtained, and

(B) the factual basis for issuance of an order under this subsection to approve such
acquisition exists,

the Attorney General may authorize such acquisition if ajudge having jurisdiction under
subsection (a)(1) isinformed by the Attorney General, or a designee of the Attorney General, at
the time of such authorization that the decision has been made to conduct such acquisition and if
an application in accordance with this section is made to a judge of the Foreign Intelligence
Surveillance Court as soon as practicable, but not more than 7 days after the Attorney General
authorizes such acquisition.

(2) Minimization procedures
If the Attorney General authorizes an acquisition under paragraph (1), the Attorney General

shall require that the minimization procedures referred to in subsection (c)(1)(C) for the issuance
of ajudicia order be followed.



(3) Termination of emergency authorization

In the absence of ajudicial order approving an acquisition under paragraph (1), such acquisition
shall terminate when the information sought is obtained, when the application for the order is
denied, or after the expiration of 7 days from the time of authorization by the Attorney General,
whichever is earliest.

(4) Use of information

If an application for approval submitted pursuant to paragraph (1) isdenied, or in any other case
where the acquisition is terminated and no order is issued approving the acquisition, no
information obtained or evidence derived from such acquisition, except under circumstances in
which the target of the acquisition is determined not to be a United States person, shall be received
in evidence or otherwise disclosed in any trial, hearing, or other proceeding in or before any court,
grand jury, department, office, agency, regulatory body, legislative committee, or other authority
of the United States, a State, or political subdivision thereof, and no information concerning any
United States person acquired from such acquisition shall subsequently be used or disclosed in any
other manner by Federal officers or employees without the consent of such person, except with the
approval of the Attorney General if the information indicates a threat of death or serious bodily
harm to any person.

(e) Release from liability

No cause of action shall liein any court against any electronic communication service provider for
providing any information, facilities, or assistance in accordance with an order or request for
emergency assistance issued pursuant to subsection (c) or (d), respectively.
(f) Appeal

(1) Appeal to the Foreign Intelligence Surveillance Court of Review

The Government may file a petition with the Foreign Intelligence Surveillance Court of Review
for review of an order issued pursuant to subsection (c). The Court of Review shall have

jurisdiction to consider such petition and shall provide awritten statement for the record of the
reasons for a decision under this paragraph.

(2) Certiorari to the Supreme Court

The Government may file a petition for awrit of certiorari for review of a decision of the Court
of Review issued under paragraph (1). The record for such review shall be transmitted under seal
to the Supreme Court of the United States, which shall have jurisdiction to review such decision.

(g) Construction

Except as provided in this section, nothing in this chapter shall be construed to require an
application for a court order for an acquisition that is targeted in accordance with this section at a
United States person reasonably believed to be located outside the United States.
(Pub. L. 95-511, title VI, 8703, as added Pub. L. 110-261, title |, 8101(a)(2), July 10, 2008, 122
Stat. 2448.)

REPEAL OF SECTION
Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Sat. 2474, as amended by Pub. L.
112-238, §2(a)(1), Dec. 30, 2012, 126 Sat. 1631; Pub. L. 115-118, title 1, §201(a)(1), Jan. 19,
2018, 132 Sat. 19, provided that, except as provided in section 404 of Pub. L. 110-261, set out asa
note under section 1801 of thistitle, effective Dec. 31, 2023, this section is repeal ed.

REFERENCESIN TEXT

This chapter, referred to in subsecs. (a), (d)(1), and (g), was in the original "this Act", meaning Pub. L.
95-511, Oct. 25, 1978, 92 Stat. 1783, which is classified principally to this chapter. For complete
classification of this Act to the Code, see Short Title note set out under section 1801 of thistitle and Tables.

EFFECTIVE DATE OF REPEAL
Pub. L. 110-261, title 1V, §403(b)(1), July 10, 2008, 122 Stat. 2474, as amended by Pub. L. 112-238,



82(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title |1, §201(a)(1), Jan. 19, 2018, 132 Stat. 19,
provided that, except as provided in section 404 of Pub. L. 110-261, set out as a Transition Procedures note
under section 1801 of thistitle, the repeals made by section 403(b)(1) are effective Dec. 31, 2023.

81881c. Other acquisitionstargeting United States per sons outside the United
States

(a) Jurisdiction and scope
(1) Jurisdiction

The Foreign Intelligence Surveillance Court shall have jurisdiction to enter an order pursuant to
subsection (c).

(2) Scope

No element of the intelligence community may intentionally target, for the purpose of acquiring
foreign intelligence information, a United States person reasonably believed to be located outside
the United States under circumstances in which the targeted United States person has a reasonable
expectation of privacy and awarrant would be required if the acquisition were conducted inside
the United States for law enforcement purposes, unless ajudge of the Foreign Intelligence
Surveillance Court has entered an order with respect to such targeted United States person or the
Attorney Genera has authorized an emergency acquisition pursuant to subsection (c) or (d),
respectively, or any other provision of this chapter.

(3) Limitations

(A) Moving or misidentified targets

If aUnited States person targeted under this subsection is reasonably believed to be located in
the United States during the effective period of an order issued pursuant to subsection (c), an
acquisition targeting such United States person under this section shall cease unless the targeted
United States person is again reasonably believed to be located outside the United States during
the effective period of such order.

(B) Applicability
If an acquisition for foreign intelligence purposes is to be conducted inside the United States
and could be authorized under section 1881b of thistitle, the acquisition may only be conducted

if authorized under section 1881b of thistitle or in accordance with another provision of this
chapter other than this section.

(C) Construction

Nothing in this paragraph shall be construed to limit the authority of the Government to seek
an order or authorization under, or otherwise engage in any activity that is authorized under, any
other subchapter of this chapter.

(b) Application
Each application for an order under this section shall be made by a Federal officer in writing upon
oath or affirmation to a judge having jurisdiction under subsection (a)(1). Each application shall
require the approval of the Attorney General based upon the Attorney General's finding that it
satisfies the criteria and requirements of such application as set forth in this section and shall
include—
(2) the identity of the Federal officer making the application;
(2) theidentity, if known, or a description of the specific United States person who is the target
of the acquisition;
(3) astatement of the facts and circumstances relied upon to justify the applicant's belief that the
United States person who is the target of the acquisition is—
(A) aperson reasonably believed to be located outside the United States; and
(B) aforeign power, an agent of aforeign power, or an officer or employee of aforeign



power;

(4) a statement of proposed minimization procedures that meet the definition of minimization
procedures under section 1801(h) or 1821(4) of thistitle, as appropriate;
(5) acertification made by the Attorney General, an official specified in section 1804(a)(6) of
thistitle, or the head of an element of the intelligence community that—
(A) the certifying official deems the information sought to be foreign intelligence
information; and
(B) asignificant purpose of the acquisition is to obtain foreign intelligence information;

(6) a statement of the facts concerning any previous applications that have been made to any
judge of the Foreign Intelligence Surveillance Court involving the United States person specified
in the application and the action taken on each previous application; and

(7) astatement of the period of time for which the acquisition is required to be maintained,
provided that such period of time shall not exceed 90 days per application.

(c) Order
(1) Findings

Upon an application made pursuant to subsection (b), the Foreign Intelligence Surveillance
Court shall enter an ex parte order as requested or as modified by the Court if the Court finds
that—

(A) the application has been made by a Federal officer and approved by the Attorney

Generdl;

(B) on the basis of the facts submitted by the applicant, for the United States person who is
the target of the acquisition, there is probable cause to believe that the target is—
(i) aperson reasonably believed to be located outside the United States; and
(ii) aforeign power, an agent of aforeign power, or an officer or employee of aforeign
power;

(C) the proposed minimization procedures, with respect to their dissemination provisions,
meet the definition of minimization procedures under section 1801(h) or 1821(4) of thistitle, as
appropriate; and

(D) the application that has been filed contains all statements and certifications required by
subsection (b) and the certification provided under subsection (b)(5) is not clearly erroneous on
the basis of the information furnished under subsection (b).

(2) Probable cause

In determining whether or not probable cause exists for purposes of paragraph (1)(B), ajudge
having jurisdiction under subsection (a)(1) may consider past activities of the target and facts and
circumstances relating to current or future activities of the target. No United States person may be
considered aforeign power, agent of aforeign power, or officer or employee of aforeign power
solely upon the basis of activities protected by the first amendment to the Constitution of the
United States.

(3) Review

(A) Limitationson review

Review by ajudge having jurisdiction under subsection (a)(1) shall be limited to that required
to make the findings described in paragraph (1). The judge shall not have jurisdiction to review
the means by which an acquisition under this section may be conducted.

(B) Review of probable cause

If the judge determines that the facts submitted under subsection (b) are insufficient to
establish probable cause to issue an order under this subsection, the judge shall enter an order so
stating and provide a written statement for the record of the reasons for such determination. The



Government may appeal an order under this subparagraph pursuant to subsection (e).

(C) Review of minimization procedures

If the judge determines that the minimization procedures applicable to dissemination of
information obtained through an acquisition under this subsection do not meet the definition of
minimization procedures under section 1801(h) or 1821(4) of thistitle, as appropriate, the judge
shall enter an order so stating and provide a written statement for the record of the reasons for
such determination. The Government may appeal an order under this subparagraph pursuant to
subsection (e).

(D) Scope of review of certification

If the judge determines that an application under subsection (b) does not contain all the
required elements, or that the certification provided under subsection (b)(5) is clearly erroneous
on the basis of the information furnished under subsection (b), the judge shall enter an order so
stating and provide awritten statement for the record of the reasons for such determination. The
Government may appeal an order under this subparagraph pursuant to subsection (€).

(4) Duration

An order under this paragraph shall be effective for a period not to exceed 90 days and such
order may be renewed for additional 90-day periods upon submission of renewal applications
meeting the requirements of subsection (b).

(5) Compliance

At or prior to the end of the period of time for which an order or extension is granted under this
section, the judge may assess compliance with the minimization procedures referred to in
paragraph (1)(C) by reviewing the circumstances under which information concerning United
States persons was disseminated, provided that the judge may not inquire into the circumstances
relating to the conduct of the acquisition.

(d) Emergency authorization

(1) Authority for emergency authorization

Notwithstanding any other provision of this section, if the Attorney General reasonably
determines that—

(A) an emergency situation exists with respect to the acquisition of foreign intelligence
information for which an order may be obtained under subsection (c) before an order under that
subsection can, with due diligence, be obtained, and

(B) the factual basisfor the issuance of an order under this section exists,

the Attorney General may authorize the emergency acquisition if ajudge having jurisdiction under
subsection (a)(1) isinformed by the Attorney General or a designee of the Attorney General at the
time of such authorization that the decision has been made to conduct such acquisition and if an
application in accordance with this section is made to a judge of the Foreign Intelligence
Surveillance Court as soon as practicable, but not more than 7 days after the Attorney General
authorizes such acquisition.

(2) Minimization procedures

If the Attorney General authorizes an emergency acquisition under paragraph (1), the Attorney
General shall require that the minimization procedures referred to in subsection (c)(1)(C) be
followed.

(3) Termination of emergency authorization

In the absence of an order under subsection (c), an emergency acquisition under paragraph (1)
shall terminate when the information sought is obtained, if the application for the order is denied,
or after the expiration of 7 days from the time of authorization by the Attorney General, whichever
isearliest.



(4) Use of information

If an application submitted to the Court pursuant to paragraph (1) is denied, or in any other case
where the acquisition is terminated and no order with respect to the target of the acquisitionis
issued under subsection (c), no information obtained or evidence derived from such acquisition,
except under circumstances in which the target of the acquisition is determined not to be a United
States person, shall be received in evidence or otherwise disclosed in any trial, hearing, or other
proceeding in or before any court, grand jury, department, office, agency, regulatory body,
legidlative committee, or other authority of the United States, a State, or political subdivision
thereof, and no information concerning any United States person acquired from such acquisition
shall subsequently be used or disclosed in any other manner by Federal officers or employees
without the consent of such person, except with the approval of the Attorney Generdl if the
information indicates a threat of death or serious bodily harm to any person.

(e) Appeal
(1) Appeal to the Court of Review
The Government may file a petition with the Foreign Intelligence Surveillance Court of Review
for review of an order issued pursuant to subsection (c). The Court of Review shall have

jurisdiction to consider such petition and shall provide awritten statement for the record of the
reasons for a decision under this paragraph.

(2) Certiorari to the Supreme Court

The Government may file a petition for awrit of certiorari for review of adecision of the Court
of Review issued under paragraph (1). The record for such review shall be transmitted under seal
to the Supreme Court of the United States, which shall have jurisdiction to review such decision.

(Pub. L. 95-511, title V11, §704, as added Pub. L. 110-261, title |, §101(a)(2), July 10, 2008, 122
Stat. 2453.)

REPEAL OF SECTION
Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Sat. 2474, as amended by Pub. L.
112-238, 82(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title II, §201(a)(1), Jan. 19,
2018, 132 Sat. 19, provided that, except as provided in section 404 of Pub. L. 110-261, set out asa
note under section 1801 of thistitle, effective Dec. 31, 2023, this section is repeal ed.

REFERENCESIN TEXT

This chapter, referred to in subsec. (a)(2), (3)(B), (C), wasin the original "this Act", meaning Pub. L.
95-511, Oct. 25, 1978, 92 Stat. 1783, which is classified principally to this chapter. For complete
classification of this Act to the Code, see Short Title note set out under section 1801 of thistitle and Tables.

EFFECTIVE DATE OF REPEAL

Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Stat. 2474, as amended by Pub. L. 112-238,
§2(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title 11, 8201(a)(1), Jan. 19, 2018, 132 Stat. 19,
provided that, except as provided in section 404 of Pub. L. 110-261, set out as a Transition Procedures note
under section 1801 of thistitle, the repeals made by section 403(b)(1) are effective Dec. 31, 2023.

§1881d. Joint applications and concurrent authorizations

(a) Joint applicationsand orders

If an acquisition targeting a United States person under section 1881b or 1881c of thistitleis
proposed to be conducted both inside and outside the United States, a judge having jurisdiction under
section 1881b(a)(1) or 1881c(a)(1) of thistitle may issue simultaneously, upon the request of the
Government in ajoint application complying with the requirements of sections 1881b(b) and
1881c(b) of thistitle, orders under sections 1881b(c) and 1881c(c) of thistitle, as appropriate.

(b) Concurrent authorization



If an order authorizing electronic surveillance or physical search has been obtained under section
1805 or 1824 of thistitle, the Attorney General may authorize, for the effective period of that order,
without an order under section 1881b or 1881c of thistitle, the targeting of that United States person
for the purpose of acquiring foreign intelligence information while such person is reasonably
believed to be located outside the United States.

(c) Emergency authorization

(2) Concurrent authorization

If the Attorney General authorized the emergency employment of electronic surveillance or a
physical search pursuant to section 1805 or 1824 of thistitle, the Attorney General may authorize,
for the effective period of the emergency authorization and subsequent order pursuant to section
1805 or 1824 of thistitle, without a separate order under section 1881b or 1881c of thistitle, the
targeting of a United States person subject to such emergency employment for the purpose of
acquiring foreign intelligence information while such United States person is reasonably believed
to be located outside the United States.

(2) Use of information
If an application submitted to the Court pursuant to section 1804 or 1823 of thistitle is denied,
or in any other case in which the acquisition pursuant to paragraph (1) is terminated and no order
with respect to the target of the acquisition isissued under section 1805 or 1824 of thistitle, all
information obtained or evidence derived from such acquisition shall be handled in accordance
with section 1881c(d)(4) of thistitle.
(Pub. L. 95-511, title V11, 8705, as added Pub. L. 110-261, title 1, 8101(a)(2), July 10, 2008, 122
Stat. 2457; amended Pub. L. 115-118, title |, 8105, Jan. 19, 2018, 132 Stat. 13.)

REPEAL OF SECTION

Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Sat. 2474, as amended by Pub. L.
112-238, §2(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title 1, §201(a)(1), Jan. 19,
2018, 132 Sat. 19, provided that, except as provided in section 404 of Pub. L. 110-261, set out asa
note under section 1801 of thistitle, effective Dec. 31, 2023, this section is repealed.

AMENDMENTS
2018—Subsec. (c). Pub. L. 115-118 added subsec. (c).

EFFECTIVE DATE OF REPEAL

Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Stat. 2474, as amended by Pub. L. 112-238,
§2(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title 11, §201(a)(1), Jan. 19, 2018, 132 Stat. 19,
provided that, except as provided in section 404 of Pub. L. 110-261, set out as a Transition Procedures note
under section 1801 of thistitle, the repeals made by section 403(b)(1) are effective Dec. 31, 2023.

§1881e. Use of information acquired under this subchapter
(a) Information acquired under section 1881a

(2) In general

Information acquired from an acquisition conducted under section 1881a of thistitle shall be
deemed to be information acquired from an electronic surveillance pursuant to subchapter | for
purposes of section 1806 of thistitle, except for the purposes of subsection (j) of such section.

(2) United States persons

(A) In general

Any information concerning a United States person acquired under section 1881a of thistitle
shall not be used in evidence against that United States person pursuant to paragraph (1) in any
criminal proceeding unless—



(i) the Federal Bureau of Investigation obtained an order of the Foreign Intelligence
Surveillance Court to access such information pursuant to section 1881a(f)(2) of thistitle; or
(i1) the Attorney General determines that—
() the criminal proceeding affects, involves, or isrelated to the national security of the
United States; or
(I1) the criminal proceeding involves—
(ad) death;
(bb) kidnapping;
(cc) serious bodily injury, as defined in section 1365 of title 18;
(dd) conduct that constitutes a criminal offense that is a specified offense against a
minor, as defined in section 20911 of title 34;
(ee) incapacitation or destruction of critical infrastructure, as defined in section
5195c(e) of title 42;
(ff) cybersecurity, including conduct described in section 5195c(e) of title 42 or
section 1029, 1030, or 2511 of title 18;
(gg) transnational crime, including transnational narcotics trafficking and
transnational organized crime; or
(hh) human trafficking.

(B) Nojudicial review

A determination by the Attorney General under subparagraph (A)(ii) is not subject to judicial
review.

(b) Information acquired under section 1881b

Information acquired from an acquisition conducted under section 1881b of thistitle shall be
deemed to be information acquired from an electronic surveillance pursuant to subchapter | for
purposes of section 1806 of thistitle.

(Pub. L. 95-511, title V11, §706, as added Pub. L. 110-261, title |, §101(a)(2), July 10, 2008, 122
Stat. 2457; amended Pub. L. 115-118, title |, §102(a), Jan. 19, 2018, 132 Stat. 8.)

REPEAL OF SECTION
Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Sat. 2474, as amended by Pub. L.
112-238, 82(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title 1, §201(a)(1), Jan. 19,
2018, 132 Sat. 19, provided that, except as provided in section 404 of Pub. L. 110-261, set out asa
note under section 1801 of thistitle, effective Dec. 31, 2023, this section is repeal ed.

AMENDMENTS

2018—Subsec. (a). Pub. L. 115-118 designated existing provisions as par. (1), inserted par. heading, and
added par. (2).

EFFECTIVE DATE OF REPEAL

Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Stat. 2474, as amended by Pub. L. 112-238,
§2(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title 11, §201(a)(1), Jan. 19, 2018, 132 Stat. 19,
provided that, except as provided in section 404 of Pub. L. 110261, set out as a Transition Procedures note
under section 1801 of thistitle, the repeals made by section 403(b)(1) are effective Dec. 31, 2023.

81881f. Congressional oversight

(a) Semiannual report

Not less frequently than once every 6 months, the Attorney General shall fully inform, in a manner
consistent with national security, the congressional intelligence committees and the Committees on
the Judiciary of the Senate and the House of Representatives, consistent with the Rules of the House
of Representatives, the Standing Rules of the Senate, and Senate Resolution 400 of the 94th
Congress or any successor Senate resolution, concerning the implementation of this subchapter.



(b) Content

Each report under subsection (@) shall include—
(2) with respect to section 188laof thistitle—

(A) any certifications submitted in accordance with section 1881a(h) of thistitle during the
reporting period;

(B) with respect to each determination under section 1881a(c)(2) of thistitle, the reasons for
exercising the authority under such section;

(C) any directivesissued under section 1881a(i) of thistitle during the reporting period;

(D) adescription of the judicial review during the reporting period of such certifications and
targeting and minimization procedures adopted in accordance with subsections (d) and (e) of
section 1881a of thistitle and utilized with respect to an acquisition under such section,
including a copy of an order or pleading in connection with such review that contains a
significant legal interpretation of the provisions of section 1881a of thistitle;

(E) any actions taken to challenge or enforce a directive under paragraph (4) or (5) of section
1881a(i) of thistitle;

(F) any compliance reviews conducted by the Attorney General or the Director of National
Intelligence of acquisitions authorized under section 1881a(a) of thistitle;

(G) adescription of any incidents of noncompliance—

(1) with adirective issued by the Attorney General and the Director of National
Intelligence under section 1881a(i) of thistitle, including incidents of noncompliance by a
specified person to whom the Attorney General and Director of National Intelligence issued a
directive under section 1881a(i) of thistitle; and

(i) by an element of the intelligence community with procedures and guidelines adopted in
accordance with subsections (d), (e), (f)(1), and (g) of section 1881a of thistitle; and

(H) any procedures implementing section 1881a of thistitle;

(2) with respect to section 1881b of thistitle—
(A) the total number of applications made for orders under section 1881b(b) of thistitle;
(B) the total number of such orders—
(i) granted;
(if) modified; and
(i) denied; and

(C) the total number of emergency acquisitions authorized by the Attorney General under
section 1881b(d) of thistitle and the total number of subsequent orders approving or denying
such acquisitions; and

(3) with respect to section 1881c of thistitle—
(A) the total number of applications made for orders under section 1881c(b) of thistitle;
(B) the total number of such orders—
(i) granted;
(it) modified; and
(iii) denied; and
(C) the total number of emergency acquisitions authorized by the Attorney General under

section 1881c(d) of thistitle and the total number of subsequent orders approving or denying
such applications.

(Pub. L. 95-511, title V11, §707, as added Pub. L. 110-261, title |, §101(a)(2), July 10, 2008, 122
Stat. 2457; amended Pub. L. 115-118, title |, §101(b)(2), Jan. 19, 2018, 132 Stat. 8.)
REPEAL OF SECTION
Pub. L. 110261, title 1V, §403(b)(1), July 10, 2008, 122 Stat. 2474, as amended by Pub. L.



112-238, §2(a)(1), Dec. 30, 2012, 126 Sat. 1631; Pub. L. 115-118, title 11, §201(a)(1), Jan. 19,
2018, 132 Sat. 19, provided that, except as provided in section 404 of Pub. L. 110-261, set out asa
note under section 1801 of thistitle, effective Dec. 31, 2023, this section is repeal ed.

REFERENCESIN TEXT

Senate Resolution 400 of the 94th Congress, referred to in subsec. (a), was agreed to May 19, 1976, and
was subsequently amended by both Senate resolution and public law. The Resolution, which established the
Senate Select Committee on Intelligence, is not classified to the Code.

AMENDMENTS

2018—Subsec. (b)(1)(A). Pub. L. 115-118, 8101(b)(2)(B), substituted "section 1881a(h) of thistitle" for
"section 1881a(g) of thistitle".

Subsec. (b)(1)(C), (E). Pub. L. 115-118, 8102(b)(2)(A), substituted "section 1881a(i) of thistitle" for
"section 1881a(h) of thistitle".

Subsec. (b)(1)(G)(i). Pub. L. 115-118, 8102(b)(2)(A), substituted "section 1881&(i) of thistitle" for "section
1881a(h) of thistitle" in two places.

Subsec. (b)(1)(G)(ii). Pub. L. 115-118, 8101(b)(2)(C), substituted "subsections (d), (e), (f)(1), and (g)" for
"subsections (d), (e), and (f)".

EFFECTIVE DATE OF REPEAL

Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Stat. 2474, as amended by Pub. L. 112-238,
§2(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115-118, title 11, §201(a)(1), Jan. 19, 2018, 132 Stat. 19,
provided that, except as provided in section 404 of Pub. L. 110-261, set out as a Transition Procedures note
under section 1801 of thistitle, the repeals made by section 403(b)(1) are effective Dec. 31, 2023.

§1881g. Savings provision

Nothing in this subchapter shall be construed to limit the authority of the Government to seek an
order or authorization under, or otherwise engage in any activity that is authorized under, any other
subchapter of this chapter.

(Pub. L. 95-511, title V11, §708, as added Pub. L. 110261, title |, §101(a)(2), July 10, 2008, 122
Stat. 2458.)

REPEAL OF SECTION

Pub. L. 110-261, title 1V, 8403(b)(1), July 10, 2008, 122 Stat. 2474, as amended by Pub. L.
112-238, §2(a)(1), Dec. 30, 2012, 126 Sat. 1631; Pub. L. 115-118, title 1, §201(a)(1), Jan. 19,
2018, 132 Sat. 19, provided that, except as provided in section 404 of Pub. L. 110-261, set out as a
note under section 1801 of thistitle, effective Dec. 31, 2023, this section is repeal ed.

EFFECTIVE DATE OF REPEAL

Pub. L. 110-261, title IV, 8403(b)(1), July 10, 2008, 122 Stat. 2474, as amended by Pub. L. 112-238,
§2(a)(1), Dec. 30, 2012, 126 Stat. 1631; Pub. L. 115118, title 11, §201(a)(1), Jan. 19, 2018, 132 Stat. 19,
provided that, except as provided in section 404 of Pub. L. 110-261, set out as a Transition Procedures note
under section 1801 of thistitle, the repeals made by section 403(b)(1) are effective Dec. 31, 2023.

SUBCHAPTER VII—PROTECTION OF PERSONSASSISTING THE
GOVERNMENT

81885. Definitions
In this subchapter:

(1) Assistance



The term "assistance” means the provision of, or the provision of access to, information
(including communication contents, communications records, or other information relating to a
customer or communication), facilities, or another form of assistance.

(2) Civil action
The term "civil action" includes a covered civil action.

(3) Congressional intelligence committees

The term "congressional intelligence committees' means—
(A) the Select Committee on Intelligence of the Senate; and
(B) the Permanent Select Committee on Intelligence of the House of Representatives.

(4) Contents
The term "contents" has the meaning given that term in section 1801(n) of thistitle.

(5) Covered civil action

The term "covered civil action” meansacivil action filed in a Federal or State court that—

(A) alegesthat an electronic communication service provider furnished assistance to an
element of the intelligence community; and

(B) seeks monetary or other relief from the electronic communication service provider related
to the provision of such assistance.

(6) Electronic communication service provider

The term "electronic communication service provider" means—
(A) atelecommunications carrier, as that term is defined in section 153 of title 47;
(B) aprovider of electronic communication service, as that term is defined in section 2510 of
title 18;
(C) aprovider of aremote computing service, as that term is defined in section 2711 of title
18;
(D) any other communication service provider who has access to wire or electronic
communications either as such communications are transmitted or as such communications are
stored;
(E) aparent, subsidiary, affiliate, successor, or assignee of an entity described in
subparagraph (A), (B), (C), or (D); or
(F) an officer, employee, or agent of an entity described in subparagraph (A), (B), (C), (D), or
(E).
(7) Intelligence community

The term "intelligence community” has the meaning given the term in section 3003(4) of this
title.

(8) Person
The term "person” means—
(A) an electronic communication service provider; or
(B) alandlord, custodian, or other person who may be authorized or required to furnish
assistance pursuant to—
(i) an order of the court established under section 1803(a) of thistitle directing such
assistance;
(i) acertification in writing under section 2511(2)(a)(ii)(B) or 2709(b) of title 18; or
(iii) adirective under section 1802(a)(4), 1805b(e), as added by section 2 of the Protect
America Act of 2007 (Public Law 110-55), or 1881&(i) of thistitle.

(9) State

The term "State" means any State, political subdivision of a State, the Commonwealth of Puerto
Rico, the District of Columbia, and any territory or possession of the United States, and includes
any officer, public utility commission, or other body authorized to regulate an electronic
communication service provider.



(Pub. L. 95-511, title V111, §801, as added Pub. L. 110261, title 11, §201, July 10, 2008, 122 Stat.
2467; amended Pub. L. 115-118, title I, §101(b)(2)(A), title I1, §205(a)(7), Jan. 19, 2018, 132 Stt. 8,
21)

REFERENCESIN TEXT

Section 1805b of thistitle, referred to in par. (8)(B)(iii), was repealed by Pub. L. 110-261, title IV,
8403(a)(1)(A), Jduly 10, 2008, 122 Stat. 2473.

AMENDMENTS

2018—Par. (7). Pub. L. 115-118, §205(a)(7), made technical amendment to reference in original act which
appearsin text as reference to section 3003(4) of thistitle.

Par. (8)(B)(iii). Pub. L. 115-118, §101(b)(2)(A), which directed substitution of "section 1881a(i) of this
title" for "section 1881a(h) of thistitle", was executed by substituting "1881a(i) of thistitle" for "1881a(h) of
thistitle" to reflect the probable intent of Congress.

81885a. Proceduresfor implementing statutory defenses

(a) Requirement for certification

Notwithstanding any other provision of law, acivil action may not lie or be maintained in a
Federal or State court against any person for providing assistance to an element of the intelligence
community, and shall be promptly dismissed, if the Attorney General certifies to the district court of
the United States in which such action is pending that—

(1) any assistance by that person was provided pursuant to an order of the court established
under section 1803(a) of thistitle directing such assistance;

(2) any assistance by that person was provided pursuant to a certification in writing under
section 2511(2)(a)(ii)(B) or 2709(b) of title 18;

(3) any assistance by that person was provided pursuant to a directive under section 1802(a)(4),
1805b(e), as added by section 2 of the Protect America Act of 2007 (Public Law 110-55), or
18814a(i) of thistitle directing such assistance;

(4) in the case of a covered civil action, the assistance alleged to have been provided by the
electronic communication service provider was—

(A) in connection with an intelligence activity involving communications that was—

(i) authorized by the President during the period beginning on September 11, 2001, and
ending on January 17, 2007; and

(i) designed to detect or prevent aterrorist attack, or activitiesin preparation for aterrorist
attack, against the United States; and

(B) the subject of awritten request or directive, or a series of written requests or directives,
from the Attorney General or the head of an element of the intelligence community (or the
deputy of such person) to the el ectronic communication service provider indicating that the
activity was—

(i) authorized by the President; and
(i) determined to be lawful; or

(5) the person did not provide the alleged assistance.
(b) Judicial review

(1) Review of certifications

A certification under subsection (&) shall be given effect unless the court finds that such
certification is not supported by substantial evidence provided to the court pursuant to this section.

(2) Supplemental materials

In its review of acertification under subsection (@), the court may examine the court order,
certification, written request, or directive described in subsection (a) and any relevant court order,



certification, written request, or directive submitted pursuant to subsection (d).

(c) Limitations on disclosure

If the Attorney General files a declaration under section 1746 of title 28 that disclosure of a
certification made pursuant to subsection (a) or the supplemental materials provided pursuant to
subsection (b) or (d) would harm the national security of the United States, the court shall—

(1) review such certification and the supplemental materialsin cameraand ex parte; and

(2) limit any public disclosure concerning such certification and the supplemental materials,
including any public order following such in cameraand ex parte review, to a statement as to
whether the case is dismissed and a description of the legal standards that govern the order,
without disclosing the paragraph of subsection (a) that is the basis for the certification.

(d) Role of the parties

Any plaintiff or defendant in acivil action may submit any relevant court order, certification,
written request, or directive to the district court referred to in subsection (a) for review and shall be
permitted to participate in the briefing or argument of any legal issuein ajudicia proceeding
conducted pursuant to this section, but only to the extent that such participation does not require the
disclosure of classified information to such party. To the extent that classified information is relevant
to the proceeding or would be revealed in the determination of an issue, the court shall review such
information in camera and ex parte, and shall issue any part of the court's written order that would
reveal classified information in camera and ex parte and maintain such part under seal.

(e) Nondelegation
The authority and duties of the Attorney General under this section shall be performed by the
Attorney Genera (or Acting Attorney General) or the Deputy Attorney General.

(f) Appeal

The courts of appeals shall have jurisdiction of appeals from interlocutory orders of the district
courts of the United States granting or denying a motion to dismiss or for summary judgment under
this section.

(g) Removal

A civil action against a person for providing assistance to an element of the intelligence
community that is brought in a State court shall be deemed to arise under the Constitution and laws
of the United States and shall be removable under section 1441 of title 28.

(h) Relationship to other laws

Nothing in this section shall be construed to limit any otherwise available immunity, privilege, or
defense under any other provision of law.

(i) Applicability
This section shall apply to acivil action pending on or filed after July 10, 2008.

(Pub. L. 95-511, title V111, §802, as added Pub. L. 110-261, title 11, §201, July 10, 2008, 122 Stat.
2468; amended Pub. L. 115-118, title I, §101(b)(2)(A), Jan. 19, 2018, 132 Stat. 8.)

REFERENCESIN TEXT

Section 1805b of thistitle, referred to in subsec. (a)(3), was repealed by Pub. L. 110261, title [V,
8403(a)(1)(A), July 10, 2008, 122 Stat. 2473.

AMENDMENTS

2018—Subsec. (8)(3). Pub. L. 115-118, which directed substitution of "section 1881a(i) of thistitle" for
"section 1881a(h) of thistitle", was executed by substituting "1881&(i) of thistitle" for "1881a(h) of thistitle"
to reflect the probable intent of Congress.

§1885h. Preemption



(a) In general

No State shall have authority to—

(1) conduct an investigation into an electronic communication service provider's alleged
assistance to an element of the intelligence community;

(2) require through regulation or any other means the disclosure of information about an
el ectronic communication service provider's aleged assistance to an element of the intelligence
community;

(3) impose any administrative sanction on an electronic communication service provider for
assistance to an element of the intelligence community; or

(4) commence or maintain a civil action or other proceeding to enforce arequirement that an
€l ectronic communication service provider disclose information concerning alleged assistance to
an element of the intelligence community.

(b) Suits by the United States
The United States may bring suit to enforce the provisions of this section.

(c) Jurisdiction
The district courts of the United States shall have jurisdiction over any civil action brought by the
United States to enforce the provisions of this section.

(d) Application
This section shall apply to any investigation, action, or proceeding that is pending on or
commenced after July 10, 2008.

(Pub. L. 95-511, title V111, §803, as added Pub. L. 110-261, title 11, §201, July 10, 2008, 122 Stat.
2470.)

§1885c¢. Reporting

(a) Semiannual report

Not less frequently than once every 6 months, the Attorney General shall, in a manner consistent
with national security, the Rules of the House of Representatives, the Standing Rules of the Senate,
and Senate Resolution 400 of the 94th Congress or any successor Senate resolution, fully inform the
congressional intelligence committees, the Committee on the Judiciary of the Senate, and the
Committee on the Judiciary of the House of Representatives concerning the implementation of this
subchapter.

(b) Content
Each report made under subsection (a) shall include—
(1) any certifications made under section 1885a of thistitle;
(2) adescription of the judicial review of the certifications made under section 1885a of this
title; and
(3) any actions taken to enforce the provisions of section 1885b of thistitle.
(Pub. L. 95-511, title V111, 8804, as added Pub. L. 110-261, title 1, 8201, July 10, 2008, 122 Stat.
2470.)

CHAPTER 37—NATIONAL SECURITY SCHOLARSHIPS, FELLOWSHIPS,

AND GRANTS
Sec.
1901. Short title, findings, and purposes.
1902. Scholarship, fellowship, and grant program.

1903. National Security Education Board.
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Consequent Riskless Abuse of Power

Pioneering the news and publishing field
of
judicial unaccountability reporting

A three-volume study of judges and their judiciaries that exposes
their coordinated abuse of power as their institutionalized modus operandi; and
promotes a generalized media investigation and unprecedented citizens hearings
that inform and so outrage the national public as to stir it up to assert its right as
We the People, the Masters of all public servants, including judicial public servants,
to hold judges accountable for their performance and liable to compensate the victims of their abuse
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A three-volume study of judges and their judiciaries that exposes
their coordinated abuse of power as their institutionalized modus operandi; and
promotes a generalized media investigation and unprecedented citizens hearings
that inform and so outrage the national public as to stir it up to assert its right as
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to hold judges accountable for their performance and liable to compensate the victims of their abuse
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judicial unaccountability reporting

A three-volume study of judges and their judiciaries that exposes
their coordinated abuse of power as their institutionalized modus operandi; and
promotes a generalized media investigation and unprecedented citizens hearings
that inform and so outrage the national public as to stir it up to assert its right as
We the People, the Masters of all public servants, including judicial public servants,
to hold judges accountable for their performance and liable to compensate the victims of their abuse
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Dr. Richard Cordero, Esq.

Ph.D., University of Cambridge, England Judicial Discipline Reform 2165 Bruckner Blvd., Bronx, NY 10472-6506
M.B.A., University of Michigan Business School DrRCordero@Judicial-Discipline-Reform.org
D.E.A., La Sorbonne, Paris http://www.Judicial-Discipline-Reform.org tel. (718)827-9521; follow @DrCorderoEsq

Every meaningful cause needs resources for its advancement;
none can be continued, let alone advanced, without money

Support Judicial Discipline Reform to

1. continue its professional law research and writing, and strategic thinking, which has produce a
three-volume study of judges and their judiciaries, titled:
Exposing Judges' Unaccountability and Consequent Riskless Abuse of Power:

* T .

2. turn the website at http://www.Judicial-Discipline-Reform.org, whose articles(Appendix 6)
have attracted countless webvisitors and elicited in them such a positive reaction that 39,276
(App.3) have become subscribers as of August 11, 2021, from an informational platform, into:

a. a clearinghouse for complaints against judges uploaded by anybody;

b. a research center for fee-paying clients auditing judges’ decisions and searching many
other writings from many sources that through computer-assisted statistical, linguistic, and
literary analysis can reveal the most persuasive type of evidence: judges’ patterns, trends,
and schemes of abuse of power, e.g.; their interception of people’s emails and mail; and

c. the digital portal of the precursor to the creation of the Institute of Judicial Unaccounta-
bility Reporting and Reform Advocacy attached to a top university or news network;

3. organize and embark on a tour of presentations on the above article?, to you and your group of
guests; at law, journalism, and business schools; media outlets; etc., via video conference or, if in
NY City, in person. To assess my capacity to present view my video and follow it on its slides;

4. hold together with academics, media outlets, and journalists, the proposed UNPRECEDENTED CITIZENS
HEARINGS, where people will be able to tell the national public their stories of judges’ abuse;

5. organize the first-ever, and national conference on judges’ abuse in connivance with the politicians
who fear their power of retaliation, where the report on the citizens hearings will be presented,;

6. publish as its sequel an academics/journalists multidisciplinary Annual Report on Judicial Unac-
countability and Riskless Abuse of Power-cum-citizens inspector general report on the judiciary;

7. launch an abuse investigation that attracts ever more media because Scandal sells & earns Pulitzers;

8. promote the formation of a national, single issue, apolitical, civic movement for judicial abuse of
power exposure, compensation of abusees, and reform through transformational change; etc.(157).

Put your money where your outrage at abuse and passion for justice are.
DONATE

by making a deposit into, or a transfer using the Bill Pay feature of your online bank account to,
Citi Bank account 4977 59 2001, routing number 021 000 089;

through Zelle;

through
https://www. .com/cgi-bin/webscr?cmd=_s-xclick&hosted button_id=HBFP5252TB5YJ ;
or
by mailing a check to the address in the above letterhead.

Dare trigger history!...and you may enter it.
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http://judicial-discipline-reform.org/OL2/DrRCordero_judges_abuse_video.mp4
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Dr. Richard Cordero, Esq.

Ph.D., University of Cambridge, England Judicial Discipline Reform 2165 Bruckner Blvd., Bronx, NY 10472-6506
M.B.A., University of Michigan Business School DrRCordero@Judicial-Discipline-Reform.org
D.E.A., La Sorbonne, Paris http://www.Judicial-Discipline-Reform.org  tel. +1(718)827-9521; follow @DrCorderoEsq

October 3, 2021

A study and articles already written on
judicial abuse of power, compensation of abusees, and transformative reform;
subjects for articles that may be commissioned; and
links to external sources of information useful for law research and writing*

Table of Contents

A. The study and articles available for review before publication or law writing............ 1
B. Subjects for commissioning one or a series of articles............c.coceceveiniininiiiniininenn. 6
C. Links to external sources of information useful for law research and writing............. 9
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A. The study and articles available for review before publication or law writing
1. The study

1. The three-volume study* + % of judges and their judiciaries that supports the articles, which are
downloadable as individual files

Exposing Judges' Unaccountability and Consequent Riskless Abuse of Power:
* &

*Volume 1: http://Judicial-Discipline-Reform.org/OL/DrRCordero-Honest_Jud_Advocates.pdf
>all prefixes:page# up to prefix OL:page393

¥ Volume 2: http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Honest_Jud_Advocates2.pdf
>from page OL2:394-1143

* Volume 3: http://Judicial-Discipline-Reform.org/OL3/DrRCordero-Honest_Jud_Advocates3.pdf
>from OL3:1144-1366+

Download the volume files using MS Edge, Firefox, or Chrome; it may happen that Internet Explorer
only downloads a blank page.

Open the downloaded files using Adobe Acrobat Reader, which is available for free at
https://acrobat.adobe.com/us/en/acrobat/pdf-reader.html.

In each downloaded file, go to the Menu bar >View >Navigation Panels >Bookmarks panel and use its
bookmarks, which make navigating to the contents’ numerous(* t* >blue footnote-like references)
very easy.

2. Many of the articles have been posted to the website of Judicial Discipline Reform at
http://www.Judicial-Discipline-Reform.org.

3. Visit the website and join its 39,799+ subscribers to its articles thus: homepage <left panel
|Register or + New or Users >Add New.

2. The individual sections of the study
1. *>jur:1; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_Intro_jur1-8.pdf
* http://Judicial-Discipline-Reform.org/OL3/DrRCordero-Honest_Jud_Advocates3.pdf >from OL3:1144 App.6:1

*.../OL/... >all prefixes:# up to OL:393 f.../OL2/... >from OL2:394-1143
* http://Judicial-Discipline-Reform.org/OL2/DrRCordero_individual_files_links.pdf
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http://judicial-discipline-reform.org/OL2/DrRCordero_hearings_JGorsuch_complainants&parties.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_JJ_Kavanaugh-Garland_exoneration_policy.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_JJ_Kavanaugh-Garland_exoneration_policy.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_table_exonerations_by_JJ_Kavanaugh-Garland.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_table_exonerations_by_JJ_Kavanaugh-Garland.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_JgACBarrett_condonation_judges_power_abuse.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_JgACBarrett_condonation_judges_power_abuse.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-JudgeRPratt.pdf
https://www.iasd.uscourts.gov/content/senior-district-judge-robert-w-pratt
http://judicial-discipline-reform.org/OL2/DrRCordero_media_exposing_judges.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_media_exposing_judges.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_template_table_complaints_v_judges.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_template_table_complaints_v_judges.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_abuse_by_justices.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judicial_unaccountability_brochures_report.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judicial_unaccountability_brochures_report.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_Institute_judicial_unaccountability_reporting.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_Institute_judicial_unaccountability_reporting.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Deans_professors_students.pdf

*>jur:10; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_complaint_dismissal_statistics.pdf
*>jur:21; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_Sec_A_jur21-63.pdf

*>jur:65; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_Sec_B_jur65-80.pdf

*>jur:85; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_Sec_C_jur85-97.pdf

*>jur:97; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_Sec_D_jur97-111.pdf

*>jur:119; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_Sec_E_jur119-130.pdf

*>jur:130; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_Sec_E_jur§§5-8_130-169.pdf
*>jur:171; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_Sec_F_jur171-174.pdf
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3. The articles already written
10. http://Judicial-Discipline-Reform.org/OL2/DrRCordero_collected_statistics_complaints_v_judges.pdf

Cf. a. jur:11: while Then-Judge, Now-Justice Sonia Sotomayor served on the Court of Appeals for the
Second Circuit, http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_complaint_dismissal_statistics.pdf

b. OL2:546; while Then-Judge, Now-Justice Neil Gorsuch served on the Court of Appeals for the
Tenth Circuit, http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_hearings_JGorsuch_complainants&parties.pdf

c. OL2:748; Judge Brett Kavanaugh, Chief Judge Merrick Garland, and their peers and colleagues
in the District of Columbia Circuit dismissed 478 complaints against them during the 1o0ct06-
30sep17 11-year period; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_JJ_Kavanaugh-
Garland_exoneration_policy.pdf;
http://Judicial-Discipline-Reform.org/OL2/DrRCordero_table_exonerations_by_JJ_Kavanaugh-
Garland.pdf

d. OL2:1176; while Then-Judge, Now-Justice Amy Coney Barrett served on the Court of Appeals for
the Seventh Circuit; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_JgACBarrett_condonation_judges_power_abuse.pdf

e. 0L3:1229; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-JudgeRPratt.pdf and
https://lwww.iasd.uscourts.gov/content/senior-district-judge-robert-w-pratt

f. OL3:1237 on exposing attorney general designate Judge M. Garland; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_media_exposing_judges.pdf

g. Template to be filled out with the complaint statistics on any of the 15 reporting courts:
http://Judicial-Discipline-Reform.org/OL2/DrRCordero_template_table_complaints_v_judges.pdf

11. Congress’s finding of cronyism in the federal courts, http://Judicial-Discipline-Reform.org/OL/DrRCordero-
Honest_Jud_Advocates.pdf >(jur:32§§2-3)

12. *>jur:65; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_abuse_by_justices.pdf
13. >jur:72fn144d; http://judicial-discipline-reform.org/journalists/CBS/11-5-18DrRCordero-ProdCScholl.pdf

14. jur:122; http:/[Judicial-Discipline-
Reform.org/OL2/DrRCordero_judicial_unaccountability_brochures_report.pdf

http://Judicial-Discipline-Reform.org/0L3/DrRCordero-Honest_Jud_Advocates3.pdf App.6:2


http://judicial-discipline-reform.org/OL3/DrRCordero-Honest_Jud_Advocates3.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_dynamic_analysis&strategic_thinking.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_dynamic_analysis&strategic_thinking.pdf
http://judicial-discipline-reform.org/DoJ-FBI/9-2-3DrRCordero-FBI_Corruption_Unit.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_Syllabus.pdf
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http://judicial-discipline-reform.org/OL2/DrRCordero-IT_investigate_interception.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_Yahoogroups.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Deans_professors_students.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judicial_accountability_presentation.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_turning_court_clerks_into_informants.pdf
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http://judicial-discipline-reform.org/OL2/DrRCordero-The_Dissatisfied_with_Judicial_System.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-The_Dissatisfied_with_Judicial_System.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judges_do_not_read.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judges_do_not_read.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_how_fraud_scheme_works.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Congress.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Harvard_Yale_prof_students.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judges_intercepting_emails_mail.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-SupCt_CJ_JGRoberts.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-SupCt_CJ_JGRoberts.pdf

15. jur:130; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_Institute_judicial_unaccountability_reporting.pdf

16. *>Lsch 5; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Deans_professors_students.pdf

17. *>Lsch:13; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_dynamic_analysis&strategic_thinking.pdf

18. http://Judicial-Discipline-Reform.org/DoJ-FBI/9-2-3DrRCordero-FBI_Corruption_Unit.pdf

19. *>DeLano Case Course; dcc; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_Syllabus.pdf

20. *>Creative writings, cw; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_creative_writings.pdf
21. *>0L:42; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_law_research_proposals.pdf

22. *>0L:158; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_no_judicial_immunity.pdf

23. *>0L:180 http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_turning_judges_clerks_into_irformants.pdf

24. *>0L:190; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_institutionalized_judges_abuse_power.pdf

25. jur:215; former CBS reporter Sharyl Attkisson and her suit against the Department of Justice for illegal
electronic surveillance of her home and CBS office computers

26. *>0L:255; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-university_law_research.pdf

27. *>0L:274; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_auditing_judges.pdf

28. *>0L:311; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-presidential_candidates.pdf

29. *>0L.:440; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-IT_investigate_interception.pdf

30. OL2:433; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_Yahoogroups.pdf

31. OL2:452; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Deans_professors_students.pdf

32. OL2:453; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_judicial_accountability _presentation.pdf

33. OL2:468; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_turning_court_clerks_into_informants.pdf
34. *>0L2:546; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_complaint_dismissal_statistics.pdf;

see also infra OL2:792; see the supporting official statistical tables of the federal courts at http://Judicial-
Discipline-Reform.org/statistics&tables/statistical_tables_complaints_v_judges.pdf

¥>0L2:548; table of 100% complaint dismissal and a100% dismissal review petitions denial
while Then-Judge, Now-Justice Neil Gorsuch served on the 10t Circuit; http://Judicial-
Discipline-Reform.org/OL2/DrRCordero_hearings_JGorsuch_complainants&parties.pdf

35. OL2:567; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-
The_Dissatisfied_with_Judicial_System.pdf

36. OL2:608, 760; article using official court statistics to demonstrate “the math of abuse”: neither judges nor
clerks read the majority of briefs, disposing of them through ‘dumping forms', which are unresearched,
reasonless, arbitrary, ad-hoc fiat-like orders on a 5¢ rubberstamped form; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_judges_do_not_read.pdf

37. OL2:614; http:/[Judicial-Discipline-Reform.org/OL2/DrRCordero_how_fraud_scheme_works.pdf
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http://judicial-discipline-reform.org/OL/DrRCordero-Honest_Jud_Advocates.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-RepJNadler.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_programmatic_presentation.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_programmatic_presentation.pdf
http://www.judicial-discipline-reform.org/OL2/DrRCordero-LDAD.pdf
http://www.judicial-discipline-reform.org/OL2/DrRCordero-LDAD.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-11Circuit.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-IT_investigate_interception.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-ProfRPosner.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-media.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judges_abuse_citizens_hearings.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judges_abuse_video.mp4
http://judicial-discipline-reform.org/OL2/DrRCordero_judges_abuse_slides.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Professors_students_journalists.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Professors_students_lawyers.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_introduction_video_slides_judges_abuse.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_introduction_video_slides_judges_abuse.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_on_SenEWarren.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-media_DARE.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_pitch-Media.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Capital_Investors.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_SenEWarren_plan_judges.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_international_exposure_judges_abuse.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_international_exposure_judges_abuse.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_out_of_court_inform_outrage_strategy.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_out_of_court_inform_outrage_strategy.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-parties_invoking_impeachment_trial.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-parties_invoking_impeachment_trial.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Professors_Students_Journalists.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Professors_students_lawyers.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judges_abuse_citizen_hearings.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-reporters_clerks.pdf
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45.
46.

47.
48.

49.
50.
51.
52.
53.
54.
95.

56.

57.
58.
59.
60.
61.
62.
63.
64.

OL2:760; see OL2:608

OL2:768; http:/[Judicial-Discipline-Reform.org/OL2/DrRCordero-Congress.pdf

OL2:773; http:/[Judicial-Discipline-Reform.org/OL2/DrRCordero-Harvard_Yale_prof_students.pdf
OL2:781; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_judges_intercepting_emails_mail.pdf

0OL2:792; Complaint filed with Supreme Court Chief Justice John G. Roberts, Jr., and the U.S. Court of
Appeals for the District of Columbia Circuit; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-
SupCt_CJ_JGRoberts.pdf

OL2:799; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-RepJNadler.pdf

t>0L2:821; Programmatic presentation on forming a national civic movement for judicial abuse of power
exposure, redress, and reform; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_programmatic_presentation.pdf

0OL2:840; http://www.Judicial-Discipline-Reform.org/OL2/DrRCordero-LDAD.pdf;

*>0L2:879; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_Black_Robed_Predators_documentary.pdf

0L2:901; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-LDAD.pdf

OL2:918; File on the complaint's journey —from OL2:792- until its final disposition in the U.S. Court of
Appeals for the 11th Circuit; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-11Circuit.pdf

0L2:929; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-IT_investigate_interception.pdf
0L2:932; http:/[Judicial-Discipline-Reform.org/OL2/DrRCordero-ProfRPosner.pdf

0OL2:947; http:/[Judicial-Discipline-Reform.org/OL2/DrRCordero-media.pdf

0OL2:951; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_judges_abuse_citizens_hearings.pdf
0OL2:957; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_judges_abuse_video.mp4

0OL2:957; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_judges_abuse_slides.pdf

0OL2:971; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Professors_students_journalists.pdf;
http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Professors_students_lawyers.pdf

0L2:983; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_introduction_video_slides_judges_abuse.pdf

0L2:991; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_on_SenEWarren.pdf

0L2:997; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_SenEWarren_plan_judges.pdf
https://elizabethwarren.com/plans/restore-trust?source=soc-WB-ew-tw-ro

0L2:1003; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-media_DARE.pdf

0L2:1006; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_pitch-Media.pdf

0L2:1022; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Capital_Investors.pdf
0L2:1027; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_SenEWarren_plan_judges.pdf

0OL2:1032; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_international_exposure_judges_abuse.pdf
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http://judicial-discipline-reform.org/OL2/DrRCordero_adapting_to_new_legal_market.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_inform_outrage_be_compensated.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judges_intercepting_emails_mail.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Thomson_Reuters.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-SZarestky_Above_the_Law.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Washington_Post.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-judicial_abusees&publishers.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Hiring_manager.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-International_Team.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_research_documents&sources.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judicial_abuse_forms.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Reuters_judges_investigation.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Reuters_judges_investigation.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Talkshow_hosts_coalition.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-American_Thinker.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Center_Public_Integrity.pdf
http://judicial-discipline-reform.org/
http://judicial-discipline-reform.org/OL2/DrRCordero_joining_forces_making_allies.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_judges_exposure_election_justice.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_coalition_to_expose_judges.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_JgACBarrett_condonation_judges_power_abuse.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_JgACBarrett_condonation_judges_power_abuse.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-LDAD_repairing_democracy.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_citizens_hearings.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Reuters_Law_Firm_Council.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_preparing_video_conference.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_preparing_video_conference.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-News_Directors_on_judges_abuse.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_emails_mail_intercepted_by_judges.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-JudgeRPratt.pdf
https://www.iasd.uscourts.gov/content/senior-district-judge-robert-w-pratt
http://judicial-discipline-reform.org/OL2/DrRCordero_media_exposing_judges.pdf
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1.
72.

73.
74.
75.
76.
77.
78.
79.
80.
81.

82.
83.
84.
85.

86.
87.
88.

89.
90.
91.

OL2:1037; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_out_of_court_inform_outrage_strategy.pdf

OL2:1040; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-
parties_invoking_impeachment_trial.pdf

OL2:1045; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Professors_Students_Journalists.pdf;
http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Professors_students_lawyers.pdf

*>0L2:1051; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_judges_abuse_citizen_hearings.pdf

OL2:1056; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-reporters_clerks.pdf = http:/Judicial-
Discipline-Reform.org/OL2/DrRCordero_sham_hearings.pdf

0OL2:1066; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_adapting_to_new_legal_market.pdf
[sent to LexisNexis]

0L2:1073; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_inform_outrage_be_compensated.pdf

*>0L2:1081; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_judges_intercepting_emails_mail.pdf
= http://Judicial-Discipline-Reform.org/OL2/DrRCordero-LexisNexis.pdf

0OL2:1084; http:/[Judicial-Discipline-Reform.org/OL2/DrRCordero-Thomson_Reuters.pdf

0OL2:1090; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-SZarestky_Above_the_Law.pdf
*>0L2:1093; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Washington_Post.pdf

0L2:1101; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-judicial_abusees&publishers.pdf
0OL2:1104; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Hiring_manager.pdf

0L2:1108; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-International_Team.pdf

0OL2:1116; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_research_documents&sources.pdf
0L2:1119; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_judicial_abuse_forms.pdf

0L2:1125; exposing the Federal Judiciary as a racketeering enterprise; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero-Reuters_judges_investigation.pdf

*>0L2:1134; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Talkshow_hosts_coalition.pdf
OL2:1144; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_your_story_for_Reuters.pdf
OL2:1154; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-American_Thinker.pdf

*>0L2:1164; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Center_Public_Integrity.pdf;
http://Judicial-Discipline-Reform.org/OL2/DrRCordero_judges_abuse_of power.pdf

*>0L2:1168; http:/[Judicial-Discipline-Reform.org/OL2/DrRCordero_joining_forces_making_allies.pdf
*>0L2:1172; http://judicial-discipline-reform.org/OL2/DrRCordero_judges_exposure_election_justice.pdf

*>0L2:1176; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_JgACBarrett_condonation_judges_power_abuse.pdf

OL3:1187; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-LDAD_repairing_democracy.pdf
OL3:1197; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_citizens_hearings.pdf
*>0L2:1205: http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Reuters_Law_Firm_Council.pdf
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http://judicial-discipline-reform.org/OL2/DrRCordero_talkshow_hosts_coalition.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-CLEs_lawyers_media.pdf
http://www.judicial-discipline-reform.orghttp/Judicial-Discipline-Reform.org/OL2/DrRCordero-NYCBar.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_exposing_Judge_Garland&judges.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_actions_to_expose_judges_abuse.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Guardianship_Abuse_Symposium.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Guardianship_Abuse_Symposium_slides.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Guardianship_Abuse_Symposium_slides.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero_facts_&_strategic_thinking.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-ProPublica_&_media.pdf
http://judicial-discipline-reform.org/OL/DrRCordero-Honest_Jud_Advocates.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Honest_Jud_Advocates2.pdf
http://judicial-discipline-reform.org/OL3/DrRCordero-Honest_Jud_Advocates3.pdf
http://judicial-discipline-reform.org/OL2/DrRCordero-Honest_Jud_Advocates2.pdf
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95.

96.
97.
98.
99.
100.

101.

102.

103.
104.
105.
106.

107.

108.
109.
110.

111.
112.

*>0L2:1212: agenda for video conference; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_preparing_video_conference.pdf

0L2:1221; http:/[Judicial-Discipline-Reform.org/OL2/DrRCordero-News_Directors_on_judges_abuse.pdf

0L3:1228; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_emails_mail_intercepted_by_judges.pdf

0L3:1229; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-JudgeRPratt.pdf and
https://www.iasd.uscourts.gov/content/senior-district-judge-robert-w-pratt

OL3:1237; http:/[Judicial-Discipline-Reform.org/OL2/DrRCordero_media_exposing_judges.pdf
0L3:1243; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_talkshow_hosts_coalition.pdf
OL3:1246; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-CLEs_lawyers_media.pdf
http://Judicial-Discipline-Reform.org/OL2/DrRCordero-NYCBar.pdf

0OL3:1253; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_exposing_Judge_Garland&judges.pdf;
http://Judicial-Discipline-Reform.org/OL2/DrRCordero_actions_to_expose_judges_abuse.pdf

OL3:1257; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Guardianship_Abuse_Symposium.pdf;
http://Judicial-Discipline-Reform.org/OL2/DrRCordero_exposing_judges_power_abuse.pdf

OL3:1273; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-
Guardianship_Abuse_Symposium_slides.pdf

OL3:1283; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_facts_&_strategic_thinking.pdf
OL3:1291. http://Judicial-Discipline-Reform.org/OL2/DrRCordero-ProPublica_&_media.pdf
OL3:1301; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-Biden_SCt_reform_Commission.pdf

OL3:1318; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_citizens_hearings_outrage_compensation.pdf

0L3:1323; http://Judicial-Discipline-Reform.org/OL2/DrRCordero-
politicians_v_Biden_SCt_Commission.pdf

0L3:1329; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_method_for_writing_your_story.pdf
OL3:1338; http://Judicial-Discipline-Reform.org/OL2/DrRCordero_joining_forces_to_tell_your_story.pdf

0OL3:1342; http://Judicial-Discipline-
Reform.org/OL2/DrRCordero_citizens_hearings_by_students&journalists.pdf

http://Judicial-Discipline-Reform.org/OL2/DrRCordero_politicians-judges_connivance.pdf
http://Judicial-Discipline-Reform.org/OL2/DrRCordero_becoming_teacher&leader.pdf

B. Subjects for commissioning one or a series of articles
113. judges’ unaccountability(*>OL:265) and their riskless abuse of power(*>jur:5§3; OL:1548§3);

114.
115.

statistical analysis for the public(* >0L2:455§§B-E, 608§A) and for researchers(jur:131§b);

significance of federal circuit judges disposing of 93% of appeals in decisions “on procedural grounds
[i.e., the pretext of “lack of jurisdiction”], unsigned, unpublished, by consolidation, without
comment”, which are unresearched, reasonless, ad-hoc, arbitrary, fiat-like orders, in practice

http://Judicial-Discipline-Reform.org/0L3/DrRCordero-Honest_Jud_Advocates3.pdf App.6:6


http://judicial-discipline-reform.org/OL3/DrRCordero-Honest_Jud_Advocates3.pdf

116.

117.

118.
119.
120.

121.

122.

123.

124.

125.

126.

unappealable(OL2:453);

to receive ‘justice services’(OL2:607) parties pay courts filing fees, which constitute consideration,
whereby a contract arises between them to be performed by the judges, who know that they will in most
cases not even read their briefs(OL2:608§A), so that courts engage in false advertisement, fraud in the
inducement, and breach of contract(OL2:609§2);

Justiceship Nominee Judge Neil Gorsuch said, “An attack on one of our brothers and sisters of the
robe is an attack on all of us”: judges’ gang mentality and abusive hitting back(OL2:546);

fair criticism of judges who fail to “avoid even the appearance of impropriety”(jur:681232);
abuse-enabling clerks(OL2:687), who fear arbitrary removal without recourse(jur:30§1);

law clerks’ vision at the end of their clerking for a judge of the latter’s glowing letter of
recommendation(OL2:6458B) to a potential employer morally blinds them to their being used by the judge
as executioners of his or her abuse;

judges dismiss 99.82% of complaints against them(jur:10-14; OL2:548), thus arrogating to themselves
impunity by abusing their self-disciplining authority(jur:218a);

escaping the futility of suing judges(OL2:713, 609§1): the out-of-court inform and outrage strategy to stir up
the public into holding them accountable and liable to compensation(OL2:581);

how law professors and lawyers act in self-interest to cover up for judges so as to spare themselves and
their schools, cases, and firms retaliation(jur:81§1): their system of harmonious interests against the
interests of the parties and the public(OL2:635, 59315);

turning insiders into Deep Throats(jur:106§C); outsiders into informants(OL2:468); and judges into criers of
‘MeToo! Abusers’(OL2:682117,8) that issue an | accuse!(jur:98§2) denunciation of judges’ abuse: thinking
and acting strategically(OL2:635, 5939/15) to expose judges’ abuse by developing allies who want to
become Workers of Justice(OL2:687), as opposed to being enforcers of abuse or enablers by endorsement
or willful ignorance or blindness;

two unique national stories, not to replace a rogue judge, but to topple an abusive judiciary:
a. Follow the money! as judges grab(OL2:614), conceal(jur:65'07a<), and launder(1052'3) it;

b. The Silence of the Judges: their warrantless, 1st Amendment freedom of speech, press, and
assembly-violative interception of their critics’ communications(OL2:582§C);

1) made all the more credible by Former CBS Reporter Sharryl Attkisson’s $35 million suit
against the Department of Justice for its illegal intrusion into her computers to spy on her
ground-breaking investigation and embarrassing reporting(OL2:6128b);

2) the exposure of such interception can provoke a scandal graver than that resulting from
Edward Snowden'’s revelations of NSA’s massive illegal collection of only non-personally
identifiable metadata(OL2:583§3);

3) the exposure can be bankrolled as discreetly as Peter Thiel, co-founder of PayPal,
bankrolled the suit of Hulk Hogan against the tabloid Gawker for invasion of privacy and
thereby made it possible to prosecute and win a judgment for more than $140
million(OL2:528);

4) principles can be asserted and money made by exposing judges’ interception;
launching a Harvey Weinstein-like(jur:4{/10-14) generalized media investigation into judges’ abuse of
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127.

128.

power as their institutionalized modus operandi; conducted also by journalists and me with the benefit of
the numerous leads(OL:194§E) that | have gathered,;

Black Robed Predators(OL:85) or the making of a documentary as an original video content by a media
company or an investigative TV show, with the testimony of judges’ victims, clerks, lawyers, faculty, and
students; and crowd funding to attract to its making and viewing the crowd that advocate honest judiciaries
and the victims of judges’ abuse of power;

promoting the unprecedented to turn judges’ abuse of power into a key mid-term elections issue and
thereafter insert it in the national debate:

a.

the holding by journalists, newsanchors, media outlets, and law, journalism, business, and IT

schools in their own commercial, professional, and public interest as We the People’s

loudspeakers of nationally and statewide televised citizens hearings(OL2:675§2, 580§2) on judges
unaccountability and consequent riskless abuse;

. a forensic investigation by Information Technology experts to determine whether judges intercept

the communications of their critics(OL2:633§D, OL2:582§C);

suits by individual parties and class actions to recover from judges, courts, and judiciaries filing
fees paid by parties as consideration for ‘justice services’(OL2:607) offered by the judges although
the latter knew that it was mathematically(OL2:6088A; 457§D) impossible for them to deliver those
services to all filed cases; so the judges committed false advertisement and fraud in the
inducement to the formation of service contracts, and thereafter breach of contract by having their
court and law clerks perfunctorily dispose of cases by filling out “dumping forms”(OL2:608 { 5);

suits by clients to recover from their lawyers attorneys’  fees charged for prosecuting cases that
the lawyers knew or should have known(jur:90§§b, c) the judges did not have the manpower to
deliver, or the need or the incentive to deal with personally, whereby the lawyers committed fraud
by entering with their clients into illusory contracts that could not obtain the sought-for ‘justice
services’; and

suits in the public interest to recover the public funds paid to judges who have failed to earn their
salaries by routinely not putting in an honest day’s work, e.g., closing their courts before 5:00 p.m.,
thus committing fraud on the public and inflicting injury in fact on the parties who have been denied
justice through its delay(cf. OL2:571924a);

129. how parties can join forces to combine and search their documents for communality points (OL:274-280;
304-307) that permit the detection of patterns of abuse by one or more judges, which patterns the parties
can use to persuade journalists to investigate their claims of abuse;

130. the development of my website Judicial Discipline Reform at http://www.Judicial-Discipline-
Reform.org, which as of October 3, 2021, had 39,799+ subscribers, into:

a.
b.

C.

a clearinghouse for complaints against judges uploaded by the public;

a research center for professionals and parties(OL2:575) to search documents for the most
persuasive evidence of abuse: patterns of abuse by the same judge presiding over their cases, the
judges of the same court, and the judges of a judiciary; and

the showroom and shopping portal of a multidisciplinary academic and business venture
(jur:1198§1-4). It can be the precursor of the institute of judicial unaccountability reporting and
reform advocacy attached to a top university or established by a consortium of media outlets and
academic institutions(jur:13085);
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131. atour of presentations(OL:197§G) by me sponsored by you on:
a. judges’ abuse(jur:5§3; OL:154 1 3);

b. development of software to conduct fraud and forensic accounting(OL:42, 60); and to perform
thanks to artificial intelligence a novel type of statistical, linguistic, and literary analysis of judges’
decisions and other writings(jur:131§b) to detect bias and disregard of the requirements of due
process and equal protection of the law;

c. promoting the participation of the audience in the investigation(OL:115) into judges’ abuse; and
their development of local chapters of investigators/researchers that coalesce into a Tea Party-like
single issue, civic movement(jur:1648§9) for holding judges accountable and liable to their victims:
the People’s Sunrise(OL:2018J);

d. announcement of a Continuing Legal Education course, a webinar, a seminar, and a writing
contest(*>ddc:1), which can turn the audience into clients and followers;

132. a multimedia, multidisciplinary public conference(jur:97§1; *>dcc:13§C) on judges’ abuses held at a top
university(OL2:452) to pioneer the reporting thereon in our country and abroad;

133. the call of the constitutional convention(OL:136§3) that 34 states have petitioned Congress to convene
since April 2, 2014, satisfying the amending provisions of the Constitution, Article V.

C. Links to external sources of information useful for law research and writing
1. Treatises

134. Start your research here to gain an overview of the subject and proceed to the ever more specific:
https://store.legal.thomsonreuters.com/law-products/Legal-Encyclopedias/American-Jurisprudence-
2d/p/100027544, covering state and federal, civil and criminal, substantive and procedural law

135. https://store.legal.thomsonreuters.com/law-products/Publication-
Types/Treatises/c/20231?page=1&n=c%3d20231%3bcount%3d25%3bi%3d1%3bq1%3dFederal%3bsort
%3dSC_Units%3bx1%3djurisdiction

136. https://store.legal.thomsonreuters.com/law-products/Publication-
Types/Treatises/c/202317?page=1&n=c%3d20231%3bcount%3d25%3bi%3d1%3bq1%3dFederal%3bq2%
3dCriminal%2bLaw%2band%2bProcedure%3bsort%3dSC_Units%3bx1%3djurisdiction%3bx2%3dPractic
eArea

2. Law reviews and journals

137. Gain a narrower and more specialized understanding of particular topics;
https://store.legal.thomsonreuters.com/law-products/Law-Reviews-and-Journals/Law-Reviews--Journals-
Westlaw-PROtrade/p/104937407

3. U.S. Constitution

138. U.S. Constitution, Preamble: “We the People of the United States, in Order to form a more perfect Union,
establish Justice”; http://judicial-discipline-reform.org/docs/US_Constitution.pdf

139. U.S. Constitution, Article II, Section. 2. The President...shall have Power to grant Reprieves and Pardons
for Offenses against the United States, except in Cases of Impeachment. http://Judicial-Discipline-
Reform.org/docs/US_Constitution.pdf
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144,
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147,
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150.

151.

152.

153.

154.
155.

4. U.S. Code (compilation of all federal, as opposed to state, laws)
https://uscode.house.gov/download/download.shtml
E.g., US Code, Title 11 (11 USC), Bankruptcy Code; id.
E.g., US Code, Title 18 (18 USC), Criminal Code, containing all federal criminal laws;. id.
Cf. Legal Information Institute (LIl) of Cornell Law School; https://www.law.cornell.edu/
Cf. 18 U.S.C.; https://www.law.cornell.edu/uscode/text/18
http://Judicial-Discipline-Reform.org/docs/18usc_Criminal_Code.pdf

5. The law organizing the Federal Judiciary

U.S. Code, Title 28 (28 USC), The Judicial Code; https://uscode.house.gov/download/download.shtml;
enhanced with bookmarks to facilitate navigation at http://Judicial-Discipline-
Reform.org/docs/28usc_Judicial_Code.pdf

6. Federal rules of procedure applicable in all federal courts

U.S. Code, Title 11, Appendix (11 USC Appendix) containing the Federal Rules of Bankruptcy Procedure;
https://uscode.house.gov/download/download.shtml; enhanced with bookmarks to facilitate navigation at
http://Judicial-Discipline-Reform.org/docs/11usc_Bankruptcy_Rules.pdf

U.S. Code, Title 18, Appendix (18 USC Appendix) containing the Federal Rules of Criminal Procedure; id.;
enhanced with bookmarks to facilitate navigation at http://Judicial-Discipline-
Reform.org/docs/18usc_Criminal_Rules.pdf

U.S. Code, Title 28, Appendix (28 USC Appendix) containing the Federal Rules of Civil and Appellate
Procedure and Evidence; id.; enhanced with bookmarks to facilitate navigation at http://Judicial-Discipline-
Reform.org/docs/28usc_Civ_App_Evi_Rules.pdf

Cf., https://store.legal.thomsonreuters.com/law-products/Statutes/Federal-Civil-Judicial-Procedure-and-
Rules-2021-revised-ed/p/1067211767trkcode=recsrpl&trktype=internal&FindMethod=recs

For the rules of the Supreme Court, see subsection 11 infra.

7. Rules of procedure specific to each federal court
E.g. Local rules and internal operating procedure of the U.S. Court of Appeals for the Second Circuit;
https://www.ca2.uscourts.gov/clerk/case_filing/rules/rules_home.html|

8. Code of Federal Regulations
Regulations adopted by the federal administrative agencies that implement and enforce the applicable law;
https://lwww.govinfo.gov/app/collection/cfr/

9. Bills pending (in committees and on the floor of the U.S. Senate and

House of Representatives)

https://www.senate.gov/pagelayout/legislative/b_three_sections_with_teasers/active_leg_page.htm
https://www.house.gov/legislative-activity
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10. Some federal laws of particular interest

156. The Ethics in Government Act of 1978, Appendix to 5 USC;
https://uscode.house.gov/download/download.shtml; enhanced with bookmarks to facilitate navigation at
http://Judicial-Discipline-Reform.org/docs/5usc_Ethics_in_Government.pdf

157. Duty to report abuse, 18 USC §3057; https://www.law.cornell.edu/uscode/text/18/3057
158. Circuit justices, 28 USC 42

159. bill S.1873, passed on October 30, 1979, and HR 7974, passed on September 15, 1980, entitled The
Judicial Councils Reform and Judicial Conduct and Disability Act of 1980; Congressional Record,
September 30, 1980; 28086; http://Judicial-Discipline-
Reform.org/docs/Jud_Councils_Reform_bill_30sep80.pdf (see also jur:159280)

160. The Reform part of the bill included a provision for opening the meetings of the judicial councils, but was
excluded from the version that was adopted; 28 U.S.C. §332(d)(1), http://Judicial-Discipline-
Reform.org/docs/28usc331-335_Conf_Councils.pdf (see also jur:7548)

161. Judicial Conduct and Disability Act of 1980; (28 USC §§351-364); http://Judicial-Discipline-
Reform.org/docs/28usc.pdf (see also jur:24182), setting forth a procedure for anybody to file a complaint
about a federal judge with the chief circuit judge where the complained-about judge sits

162. Rules for Processing Judicial Conduct and Disability Complaints; https://www.uscourts.gov/judges-
judgeships/judicial-conduct-disability

163. https://www.law.cornell.edu/rules/frcp/rule_11 (duties of lawyers and pro ses who sign papers and make
representations to the court; sanctions for non-compliance)

164. Ethics in Government Act of 1978; 5 U.S.C. Appendix

165. Racketeer Influenced and Corrupt Organizations Act(RICO); 18 U.S.C. §§1961 to 1968;
https://uscode.house.gov/download/download.shtml

166. Foreign Intelligence Surveillance Act; 50 U.S.C §§1801-1885c;
https://uscode.house.gov/download/download.shtml; enhanced with bookmarks to facilitate navigation at
http://Judicial-Discipline-Reform.org/docs/50usc_FISA.pdf

11. U.S. Supreme Court cases, rules of procedure, and case statistics

167. https://www.supremecourt.gov/

168. https://www.supremecourt.gov/filingandrules/rules_guidance.aspx

169. https://www.supremecourt.gov/publicinfo/year-end/2020year-endreport.pdf of the Chief Justice of the
Supreme Court, who discusses the key statistics on federal cases

170. Cf. Workload of the Courts, Appendix to the Year-end Report of the Chief Justice;
https:/lwww.supremecourt.gov/publicinfo/year-end/2020year-endreport.pdf

171. Table 1

Federal cases disposed of or terminated
in the fiscal year to September 30, 2020

Supreme Court 69

Courts of appeals (12 regional circuit courts) | 48,300
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Federal circuit 1,568

94 District courts (civil cases) 271,256

94 District courts (criminal cases) 58,589

90 Bankruptcy courts 721,251

U.S. Court of International Trade 631

U.S. Court of Federal Claims 1,742

Totals 1,103,337

12. Cases in the lower federal courts

199. Case Management/Electronic Case Filing (CM/ECF); https://www.uscourts.gov/court-records/electronic-
filing-cmecf

200. Cf. https://store.legal.thomsonreuters.com/law-products/Publication-Types/Statutes/c/20196

201. Public Access to Court Electronic Records (PACER); https://pacer.uscourts.gov/

202. To find the website of each federal court, where its cases are posted go to
https://www.uscourts.gov/federal-court-finder/search

13. Administrative Office of the U.S. Courts (federal, as opposed to state,
courts)

203. Administrative Office of the U.S. Courts (AO); https://www.uscourts.gov/

204. Administrative Office of the U.S. Courts; (28 USC §§601-613); http://Judicial-Discipline-
Reform.org/docs/28usc.pdf

205. https://www.uscourts.gov/statistics-reports

206. Annual Report of the Director of the Administrative Office of the U.S. Courts, filed with Congress as a public
document; the Director is appointed by the Chief Justice of the Supreme Court;
https://www.uscourts.gov/statistics-reports/analysis-reports/directors-annual-report

207. https://www.uscourts.gov/statistics-reports/judicial-business-2020
208. https://www.uscourts.gov/statistics-reports/analysis-reports/judicial-facts-and-figures
209. http://Judicial-Discipline-Reform.org/statistics&tables/num_jud_officers.pdf
210. Table 2

Number of federal judicial officers

https://www.uscourts.gov/statistics-reports/judicial-business-2020

Categories of federal judicial officers 30sep18 | 30sep19 | 30sep20
Supreme Court justices 9 9 9
circuit judges 166 175 179
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senior circuit judges (semi-retired) 96 100 99
district judges id. 962 585 621
senior district judges 412 423 419
bankruptcy judges (including recalled judges) | 350 344 334
magistrates (including recalled judges) 664 671 680
Totals 2259 2307 2341

252. https:/lwww.uscourts.gov/statistics-reports/judicial-business-2020-tables; and
253. https://lwww.uscourts.gov/statistics-reports/annual-report-2019
254. https://www.uscourts.gov/judicial-business-2019-tables

255. AO’s 1997-2019 judicial business reports, containing the statistics on complaints about federal judges in
Table S-22; https://www.uscourts.gov/statistics-reports/analysis-reports/judicial-business-united-states-
courts

256. https://www.uscourts.gov/statistics-reports/judicial-business-2019j

257. Judicial misconduct procedure, e.g., in the Court of Appeals for the District of Columbia Circuit;
https://lwww.cadc.uscourts.gov/internet/home.nsf/Content/Judicial+Misconduct

258. https://www.uscourts.gov/services-forms/fees/court-appeals-miscellaneous-fee-schedule

14. Federal Judicial Center (for research; and education of judges)
259. https://www.fjc.gov

260. List of the 8 impeached federal judges since the creation of the Federal Judiciary in 1789;
https://www.fjc.gov/history/judges/impeachments-federal-judges

15. Other federal entities and people

261. White House press release of April 9, 2021, “President Biden to Sign Executive Order Creating the
Presidential Commission on the Supreme Court of the United States”;
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/09/president-biden-to-sign-
executive-order-creating-the-presidential-commission-on-the-supreme-court-of-the-united-states/

262. Presidential Commission on the Supreme Court of the United States (PCSCOTUS): Commission charge
and public comment policy; 14 June 2021; https://www.regulations.gov/document/PCSCOTUS-2021-0001-
0003/comment

263. Office of Professional Responsibility of the U.S. Department of Justice; https://www.justice.gov/opr

264. Judges’ annual mandatory financial disclosure reports, collected by, and downloadable from,
JudicialWatch.org; https://www.judicialwatch.org/documents/categories/financial-disclosure/

265. https://www.iasd.uscourts.gov/content/senior-district-judge-robert-w-pratt

16. United States Postal Service

266. https://facts.usps.com/#:~:text=For%2055%20cents%2C%20anyone%20can%20send%20a%20letter%2C,
mail%20pieces%20each%20day.%20Zero%20tax%20dollars %20used
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17. Sources of state legal authority
a. Treatises

E.g., https://store.legal.thomsonreuters.com/law-products/Publication-Types/Treatises/c/20231

b. State constitution and laws

https://legal.thomsonreuters.com/en/products/law-
books/jurisdictions?gclid=EAlalQobChMImbuX1sHh8gIVh9zIChOmTgt-
EAAYASACEQIOnfD_BwE&searchid=TRPPCSOL/Google/PrintUS_PP_Law-Books_Main_Search_Brand-
Phrase_US/TRLegalBooks-
Phrase&chl=ppcé&cid=9015549&sfdccampaignid=70140000000vZOgQAM&ef_id=EAlalQobChMImbuX1sH
h8gIVh9zIChOmTgt-
EAAYASACEQIOnfD_BwE:G:s&s_kwcid=AL!7944!31440994957489!p!!g!lthomson%20reuters%20legal %20
books

Search for a compilation of all state codes, laws, rules, and regulations; e.g., McKinney's Consolidated
Laws of New York Annotated® (Annotated Statute & Code Series);
https://store.legal.thomsonreuters.com/law-
products/search?r=13001&s=KEYWORDSEARCH&qg=consolidated+laws+of+new+york

c. Uniform laws (the product of agreements among the states)

Uniform Laws Annotated; https://store.legal.thomsonreuters.com/law-products/Uniform-Laws-
Annotated/Uniform-Laws-Annotated/p/100028543

Uniform Commercial Code; https://store.legal.thomsonreuters.com/law-products/Uniform-Laws-
Annotated/Uniform-Commercial-Code-2020-2021-
ed/p/106675446?trkcode=recspdpbé&trktype=internal&FindMethod=recs

d. Restatement of laws

https://store.legal.thomsonreuters.com/law-
products/search?r=13001&s=KEYWORDSEARCH&q=restatement+of+laws

e. Rules of procedure applicable in all the courts of a state

E.g., McKinney's New York Civil Practice Law and Rules, 2020 ed.;
https://store.legal.thomsonreuters.com/law-products/Jurisdictions/New-York/c/20075

1) Rules of the specific court where a brief is being filed; e.g.,
in New York; https://www.nycourts.gov/courts/index.shtml

Rules of the Chief Judge, http://lww2.nycourts.gov/rules/chiefjudge/index.shtml, of the Court of Appeals,
https://www.nycourts.gov/courts/courtofAppeals.shtml, the highest NY State court (#1- to 81)

Rules of the Chief Administrative Judge (#100 to 154),
http://ww2.nycourts.gov/rules/chiefadmin/index.shtml

Uniform Rules of the New York State trial courts (#200 to 221),
http://lww2.nycourts.gov/rules/trialcourts/index.shtml; e.g., the supreme and the county courts;
http://ww2.nycourts.gov/rules/trialcourts/202.shtml.
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a. Rules of the First Department Supreme Court [of four departments], which in NY is a trial court;
http://ww2.nycourts.gov/courts/1jd/supctmanh/Commencement-of-Cases-2.shtml

b. There are uniform rules (#205 to 221) for specialized courts, e.g., family and surrogate, capital
cases, and particular activities, e.g., jury selection, depositions

Joint Rules of the Departments of the Appellate Division (partial: 22 NYCRR Parts 1200-1400);
http://ww2.nycourts.gov/rules/jointappellate/index.shtml

a. Rules of the Appellate Division, First Judicial Department, of the Supreme Court of the State of New
York; https://nycourts.gov/courts/AD1/Practice&Procedures/index.shtml

Each court may have supplementary rules of its own as well as rules of specific judges...so much for a
New York State Unified Court System.

f. Regulations of the state administrative agencies

Go to the state’s department of state; Google the state administrative agency; or search for a compilation of
the state codes, laws, rules, and regulations

Eg.,
https://govt.westlaw.com/nycrr/Index?bhcp=1&transition Type=Default&contextData=%28sc.Default%29

E.g., https://store.legal.thomsonreuters.com/law-products/Statutes/New-York-Codes-Rules-and-
Regulations-NYCRR/p/100019553

g. Bills pending in the state legislature
E.g. https://lwww.nysenate.gov/legislation

h. State cases

For information on state cases Google the highest court in the state, which may have a state court locator
or a “Links of interest”; otherwise, Google the lower state court in question, which may have a website and
post its cases to it; e.g., https://nycourts.gov/courts/

E.g., Court of Appeals of the State of New York (the highest court in New York State),
https://www.nycourts.gov/ctapps/index.htm

E.g., https://inycourts.gov/courts/cts-NYC-SUPREME.shtml (the supreme courts in NYS are trial courts)
E.g., Supreme Court for the County of New York (Manhattan)
http://ww2.nycourts.gov/courts/1jd/supctmanh/index.shtml

18. Entities representing state courts and compiling their statistics
Conference of Chief Justices of the states; https://ccj.ncsc.org
National Center for State Courts; www.ncsc.org/services-and-experts/areas-of-expertise/court-statistics

Court Statistics Project; https://www.courtstatistics.org/court-statistics https://www.courtstatistics.org/court-
statistics

Conference of State Court Administrators (COSCA); https://cosca.ncsc.org
National Association for Court Management (NACM); https://nacmnet.org
National Conference of Appellate Court Clerks (NCACC); www.appellatecourtclerks.org
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Number of cases filed in state courts annually; http://Judicial-Discipline-
Reform.org/docs/num_state_cases_07.pdf

19. Rules and codes of conduct for judges and lawyers

Code of Conduct for U.S. Judges; https://www.uscourts.gov/judges-judgeships/code-conduct-united-
states-judges

American Bar Association Model Rules of Professional Conduct;
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_
conduct/model_rules_of_professional_conduct_table_of contents/

American Bar Association Model Code of Judicial Conduct;
https://www.americanbar.org/groups/professional_responsibility/publications/model_code_of_judicial_con
duct/

New York Rules of Professional Conduct; https://nysba.org/attorney-resources/professional-standards/

20. Reports by media outlets that have investigated judges
The Teflon Robe; Michael Berens and John Shiffman; Thomson Reuters:
a. Part 1, 30jun20; https://www.reuters.com/investigates/special-report/usa-judges-misconduct/
b. Part 2, 9july20; https://www.reuters.com/investigates/special-report/usa-judges-deals/
c. Part 3, 14juy21; https://www.reuters.com/investigates/special-report/usa-judges-commissions/
d. https://lwww.reuters.com/article/us-usa-judges-commissions-snapshot-idUSKCN24F 1E4
e. 30jun20; https://www.reuters.com/investigates/special-report/usa-judges-methodology-ganda/
f. https://www.reuters.com/investigates/special-report/usa-judges-data/

In the secret courts of Massachusetts — A Globe Spotlight report; Jenn Abelson, Nicole Dungca, and Todd
Wallack; edited by Patricia Wen; The Boston Globe; 30sep18

a. https://apps.bostonglobe.com/spotlight/secret-courts/

131 Federal Judges Broke the Law by Hearing Cases Where They Had a Financial Interest; James V.
Grimaldi, Coulter Jones, Joe Palazzolo; Wall Street Journal; https://www.wsj.com/articles/131-federal-
judges-broke-the-law-by-hearing-cases-where-they-had-a-financial-interest-
116328344217fbclid=IwAR17veisSou0tQJdrm4VMISsvk_JYFqCY-Foselonkb1SsNx2ia1Fji1GAQ; 28sep21

a. James.Grimaldi@wsj.com; https://www.wsj.com/news/author/james-v-grimaldi

b. Coulter.Jones@wsj.com; https://www.wsj.com/news/author/coulter-jones; reach Mr. Jones at 212-
416-3778

c. Joe.Palazzolo@wsj.com; https://www.wsj.com/news/author/joe-palazzolo

21. Journalists and media outlets

CBS newsanchor Norah O'Donnell interviews Candidate Joe Biden on October 22, 2020, on 'packing the
Supreme Court'; https://www.youtube.com/watch?v=enEzm-QL5RY

Biden’s court-reform commission hears from experts on term limits and judicial review; Mitchell Jagodinski;
SCOTUSblog (July 1, 2021, 8:45 AM); https://lwww.scotusblog.com/2021/07/bidens-court-reform-
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commission-hears-from-experts-on-term-limits-and-judicial-review/
The Associated Press; https://www.ap.org/about/
22. Entities accrediting educational institutions (and serving as portals to
them)

(journalism schools) http://www.acejmc.org/accreditation-reviews/accredited-
programs/accreditedreaccredited/

https://www.americanbar.org/groups/legal_education/resources/aba_approved_law_schools/

(business schools) https://acbsp.org/page/contact-event

https://www.academia.edu/upgrade?feature=searchm&stm_copy=a+thesis+chapter&trigger=stm;

consortium of 16,941+ universities to enable the storage and retrieval of professional articles and reports)
23. Law book publishers

https://legal.thomsonreuters.com/en/products/law-books

https://legal.thomsonreuters.com/en/support#contact

https://store.legal.thomsonreuters.com/law-products/Jurisdictions/New-
York/c/20075%¢lq_mid=23169&elq_cid=15386188&elq_ename=P_PRNT_PRD_9030215_EMUSNPR1RE
MNYTitles_em1_20201209&cid=9030215&email=drrcordero%40judicial-discipline-
reform.org&sfdccampaignid=70140000000vZ0gQAM&campaignCode=&chl=Em&utm_medium=email&ut
m_source=eloqua&utm_campaign=P_PRNT_PRD_9030215_EMUSNPR1REMNYTitles_20201209&utm_c
ontent=9030215

https://www.lexisnexis.com/en-us/home.page

24. Other private entities and people
American Association of University Professors, https://www.aaup.org/report/statement-professional-ethics

American Association of Retired People; https://press.aarp.org/?intcmp=FTR-LINKS-PRO-PRESS2-
EWHERE
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